PykoBomutensim npeanpusaTuu,
OpraHu3aIun

KubepnpecTynmHOCTh sBIsETCS MEXTyHapoaHOW mpobieMoi. [TogoOHbIe
NPECTYIUICHUST ~ COBEPIIAIOTCS, KaK  MPaBWiIO, TpPaHCHAUMOHAIbHBIMU
OpPraHU30BAHHBIMYU TMPECTYNHBIMU TPYNIAMHU, WICHBl KOTOPBIX MPHU IMOMOIIU
cetu VHTEpHET, JIETKO MEepeceKaroT BUPTYyaJbHbIE TPAHUIBI U COBEPLIAIOT
IPECTYIUICHNS] B OTHOLIEHWM MWHOCTPAHHBIX IPAXKJIAH U IpaxkaaH PecryOnuku
benapycs.

B Hactosmiee Bpems coctosiHue nuHpopmalnoHHon cepsl B PecyOmnrke
bemapych xapakTepu3yeTcs BBICOKMM YPOBHEM JOCTYIIa HACEJICHHS CTPaHbI K
MaccoBoi uHpopManuu. KonuuecTBO HAUMOHANIBHBIX CPEJACTB MacCOBOM
uH(pOpMaLlMd U MHTEPHET-PECYPCOB HEYKIIOHHO yBelIuuMBaeTcs. beropycckoe
UH)OpPMALIMOHHOE  MPOCTPAHCTBO  OTKPBITO I  AaKTUBHOM  palbOThI
nHoctpanHblx CMMW  u  umHTEpHeT-pecypcoB. B crpane  exeromHo
YBEJIMYUBAETCSA MPOITYCKHAsl CIIOCOOHOCTh BHEIIHMX KaHaJOB JOCTyIa B CETh
NHTepHeT, KOMWYECTBO  HWHTEPHET-TIOJIb30BaTENe, aOOHEHTOB  CceTel
AJIEKTPOCBS3H, JeprKaTenel 0aHKOBCKHUX IJIATEKHBIX KapT.

CeromHs CHEKTp TMPECTYINICHHWH B cdepe BBICOKUX TEXHOJOTHI
3HAYUTEIBHO PACIIMPUIICI U MOXKET KOCHYThCS JIOOOT0 TIpakJIaHWHA WIH
OopraHu3anuv He 3aBUCUMO OT (GopMbl coOcTBeHHOoCcTH. Hawubosee
pacnpoCTPaHEHHBIMU SIBJSIIOTCS: XUIIEHUE JIEHEKHBIX CPEACTB MPU MOMOIIU
PEKBU3UTOB OAHKOBCKUX IUIATEKHBIX KapT, BHECEHHE 3aBEAOMO JIOKHBIX
CBEJCHUI B KOMIBIOTEPHYIO CHCTEMY C LEJIbI0 HE3aKOHHOIO IOJYyYEHHUS
KPEAUTOB JMOO COKPBHITUS (PAKTOB XMILEHUM, YHUUYTOKEHHUE KOMIBIOTEPHOMU
uHbOpMalMM, HE3aKOHHOE KOIMWPOBAHHE WM 3aBllaJiecHue HH(pOpMaIuei,
XpaHALIEHCS B KOMIIBIOTEPHOW CHCTEME, B3JIOM IIOYTOBBIX SIIHKOB U
NanbHEHIINI He3akoHHBIM noctyn K uHbopmanuu. [logoOHBIX mpuMepoB
MO>KHO MPUBECTH OYEHb MHOTO.

Jlist Toro 4toObl HE CTaTh KEPTBOM KHUOEPHPECTYNMHHKA HEOOXOIUMO
COOJII0/IaTh CIAEAYIOIINE MPOCThIE MPaBUIIA:

3AIIIMTA JAHHBIX BAHKOBCKOM KAPTOYKHN

Heobxomumo:

+ XpaHUTh B TallHE UH-KOJ KapThI

+ IIpuKpbIBaTh JIAJJOHBIO KJIABUATYPY MPU BBOAE MUH-KOAA

+ OdopMUTH OTAECNBHYIO KapTy ISl OHJIAMH-TIOKYTOK M HE JiepKaTh Ha HEH
OOJIBIINE CYyMMBI

+ Ucnonw3oBare ycnyry «3-D Secure» M TUMHUTBI HA MaKCUMAJIbHBIE CYMMBI
OHJIAaMH-OTIepalAii

+ CkpbiTb CCV-K0Jl Ha KapTe (TpeX3HAayHbId HOMEp Ha OOpaTHON CTOPOHE),
IIPEABAPUTEIIBHO COXPAHUB €TO




He pekomenayercs:

- XpaHUTh MHUH-KOJ BMECTE C KAPTOUKOI/HA KapTOUKe

- Coobmate CVV-Ko1 Uiy OTIPaBIATh €ro (oTo

- PacnpocTtpansTe cBoW macmopTHbIE JaHHbBIE (MHGOpPMAILMIO JUYHOTO
XapakTepa, HOMEp MOOWIBHOTO Tele(OHA) «WIOTHH» M «Iapojb» JOCTyINa K
cucrteme «MHTEpHET-0aHKUHTY

- CooOmare AaHHbBIE, MNOJIydeHHbIe B BuAe SMS-cooOiieHuil, ceaHCOBbIC
TapoJiv, KoJ aBTopu3aiuu, napois 3-D Secure u 1.1.

HAJIEXKHBIE ITAPOJIN

Heo0xommumo:

+ Co3gaBarh NEPCOHANbHBIE (YHUKAJIBHBIE) MAPOJIU K pa3HbIM CEpBHCAM

+ Mcnonb30BaTh CHOXKHBIE Mapojid: MUHUMYM 10 CHMMBOJIOB, OJTHOBPEMEHHO
nu@pbl, CTPOUYHBIE M TPOMUCHBIE CHUMBOJIbI, 3HAKM NYHKTYyallMd U JpYyrue
CUMBOJIbI

+ JloBepsATH TOJILKO MPOBEPEHHBIM MEHEKEPaM Mapoiei

He pekomennyercs:

- Mcnonp30BaTh MOBTOPEHUSI CHUMBOJIOB

- XpaHUTh MapOIH Ha OyMaXHBIX HOCUTEISIX

- Mcnonp30BaTh B Ka4eCTBE MApOJIs CBOM JIOTUH (MM TOJIb30BATENs, yUeTHAS
3aMUCh, HUKHEWM)

- CoxpaHsATh IMapoJI aBTOMATHYECKH B Opay3epe

- Ucnonp3oBath Onorpadudeckyro HHPOPMAIIHIO B TTapoJie

BE3O0IACHBIN WI-FI

HeoOxonumo:

+ Ortkmtounth oOmui noctyn k cBoed WI-FI Touke, nmaxe ecnum y Bac
«O0e3nuMuTHBIN» NHTEpHET

+ Mcnonp30BaTh HAJAEKHBIA (CM. BBIIIE) MAapob A JocTyna K Bamed WI-FI
TOYKE

+ JleakTHBHpPOBATH ABTOMATHYECKOE IOAKIIOYEHUE CBOUX YCTPOWCTB K
oTKpbITbIM WI-FI Toukam

He pexomenayercs:

- BBOIUTH CBOI JIOTMH W MapoJib JAOCTyNa K YYETHON 3amucu (CTpaHUIE) WU
cucteMe OaHKOBCKOTO OOCIYKMBAHHUS TpPU MOAKIIOYEHUH K OECIUIaTHBIM
(otkpoiThiM) TOukam WI-FI B kade, TpancnopTe, TOProBbIX IEHTPAX U T.A.

IMPOBEPEHHBIE BPAY3EPBI U CAUTBHI
Heob6xoammo:




+ MHcnons3oBarh crnenuaibHOE MpOrpaMMHOE oOecrieueHue (aHTUBUPYC,
pacumiupenue s Opaysepa), 4TOObl H30€KaTh IOCEIICHUS COMHHUTEIbHBIX
CalTOB

He pexomennyercs:

- [lepexoauTh MO HEMIPOBEPEHHBIM CCHLIIKAM

- BBoauTh nH(dopmanuio Ha cailTax, €Ciu COEAUMHEHHUE HE 3alIHILIEHO

BE30OINACHOCTH DJIEKTPOHHOM MOYTHI

Heo0xommumo:

+ [MoakmrounTh IBYX(aKTOPHYIO ayTCHTUDHUKAITHIO

+ HWcnonp30BaTh MUHMMYM 2 TUIa e€-mail agpecoB: 3aKpbITBIA (TOJBKO IS
MPUBSA3KU YCTPOUCTB M CPEACTB MUX 3AIIUTHI) U OTKPBITBHINA (17151 MEPENuCKH,
MTOJIITMCOK M T.JI.)

+ UcnonwsizoBars CITAM-puibTpsl

He pekomenayerces:

- He pearupoBatph Ha nucbmMa OT HEU3BECTHOTO OTIPABUTENS: CKOPEE BCErO 3TO
CIlaM WJIM MOILICHHUKHU

- OTKpbIBaTh MNOJO3PUTENBHOE BJIOXKEHUE K MHCHbMY: CHaudalia IO3BOHUTE
OTIPABUTEIIO, Y3HANTE, UTO 3TO 3a (aiii

NCHOJB30BAHUE NPWIOKEHUN, COIMAJBHBIX CETEU H
MECCEH/I’KEPOB

Heo0xoaumo:

+ VYcranaBnuBaTh mnpuiioxkeHus Toidbko u3 PlayMarket, AppStore wiu u3
MIPOBEPEHHBIX HCTOYHUKOB

+ OOpamars BHHMaHWE, K KakuM QYHKIUSIM TaKeTa MPUIIOKEHUE
3ampaniuBaeT JOCTYT

+ (OOMEHMBATBbCS COOOIIECHUSAMHU B COIICETSIX U MECCEHJKepax, TOJIbKO
MOJTHOCTHIO YJIOCTOBEPHBIIINCh B JIMYHOCTH COOCCEIHMKA, HE pearupys Ha
COMHHTEIIbHBIC TPOCHOBI U MTPEIIIOKEHUS

He pexomMeHayercst:

- Pa3melnars nepcoHAIbHYI0 U KOHTAKTHYIO HH(POPMAIIMIO 0 ce0€ B OTKPHITOM
JIOCTYIIE

- Mcnonb30oBaTh yKa3aHue reojgokamuu Ha ()OTO B MOCTaxX

- OTBeuaTh Ha OOMIHBIC BHIPAKEHUS U arPECCUI0 B COITUATIBHBIX CETAX — JIyUllle
HAIUIINUTE 00 3TOM aIMUHUCTPATOPY pecypca

- YotpebaTh HEHOPMATUBHYIO JIEKCUKY MPU OOIICHUN

- YcraHaBnuBaTh NPUJIOKEHUS C HU3KUM PEUTHHIOM M OTpHUIIATEIbLHBIMHU
OT3bIBAMHU

OPIICBT KM YB/I I'ome1bCKOro 00JIMCIOJIKOMA



