Kak He cTaTb ¥epTBoM KMbepnpecTyrnHMKa.

3ALLUTA BAHKOBCKOWU KAPTOYKU

OcHoBHbIe npaBuna uHpopMaLMoHHOM 6e30nacHOCTM No 3awmTe
62aHKOBCKOM KapTO4KM:

He pekomeHpyeTcs

’ XpaHWTb B TaliHe NWH-Ko KapTkl
@ XpaHWTb NUMH-KOO BMecCTe

NPpUKpLIBaTE NafoHbo =
c HapTO‘-IHOH/HEI KapTo4ke
KnaBuaTypy npu BeBoge

A

ti=hade . _ - N coobuiatb CVV-Koa mnu
odopmMnATL y s = ’ OTNpaBfATEL ero GoTo
,__l oTAENbHYIO -4 » w
@ KapTy AnA o L o — pacnpoOCTPaHATb JIMHHbIE
OHNMarH-MOKYMOoK g : S - :\ AaHHble (Hanpumep
OEeHbM 3a4nCNATbL A NnacrnopTHbIE), NOrkH
TONbKO B pasMmepe M napone Aocryna K cucreMe

"UHTepHeT-6aHKUHT"

@ coobLiaTh faHHbIe,

nony4eHHele B Bnae
cKpbiTb CVV-Koa**Ha KapTe (TpexaHaudHbI HoMep Ha SMS-coobluenunid, ceaHcoBbIE
obpaTHOM CTOPOHE), NpeABapuUTeIbHO COXPaHUB ero naponu™*, Kof asTopusauumu,

HpE,EIFIDJ'IaFEEMGﬁ MORYIMKK

ucrione3oBatk ycnyry 3-D Secure* U nMMUTBI Ha
MaKcUMasbHble CyMMbl OHNaiH-0nepaLuii

naponu 3-D Secure

NoAKMlo4YuTL yenyry "SMS-onoselyeHre”

0%, ¥

* Yenyea 3-D Secure - 9na hodmsepHaeHUA oHAaUH-NAamMeHa depramers KOPMOoYKU 8803UM 0cobeill Kod
(nony4aem e2o 8 cMC-Co0BLUEHUL HO menegoH).

**HKod CVV - nocnedHue 3 yugppsl Homepa Ha obpamHol cmopoHe niamerHol Kapmbl cnpasa Ha benod NUHUU,
npedHasHa4eHHol dna nodnucu. Kod daem Bo3MOHHOCMb PACNOPAMAMbCA CPEGCMBAMU, HaXOOALUMUCH HO cYemy,
uaLYecKU He KoHMaKmMUupya ¢ Kapmodl.

*** CeaHcoBbIli Naponk - npedocmasnaemca npu 8xode 8 UHmepHem-6aHKuKe, delicmaumesneH Jullb 8 meYeHue
0dHo20 nnameHo20 ceaHca.

WcToununk: MBL Benapycu. © WHdorpadura é@




Mpasuna 6eaonacHocTy B UHTepHeTe
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Bcerga cnpawwvBaii poguteneii o
HEMOHATHLIX BeLyax,
“KOTOpbIe Thl BCTpeuaellk B VIHTepHeTe.
OHU paccKaxyT Teée,
YTO MOXHO Jenarb, & YTo HeT,

HuKorpa He paccka3biBail o

cebGe He3HaKOMbIM NOAsaM B
NHTepHeTe: rae Thbl MUBELWb W
yuMlLbCH, HE Co0GLaii cBOA

Homep TenetoHa. He rosopu
HUKOMY, rae paGoTalT TBOW
pPOQUTENN N HOMEpa UX
TenecoHoB.

Hukorga He oTBeyaii Ha cooGLWeHns
OT He3HakomLeB B MiHTepHeTe U
He oTnpaenaAil UM cmc.

Ecnu He3HaKOMbIiA uenoBek npegnaraer

BCTPETUTLCA UMW NULLIET Tebe
ocKkopGuTenbHbie cooGLeHua — cpasy
cKaxtm 06 3TOM poaguTensm!

ECnu Tl perucTpupyellbes
Ha caiiTe, B COLMaNILHOWM CETH Wn
B 3MIEKTPOHHOI noute,
npuaymaid CnoxHblii naponb,
cocToAwmii us uudp,
BONbLWNX U MANEHLKUX BYKB U 3HAKOB.
MomMHM, uTO TBOI Naponb
MOXELlWb 3HaTb TONBKO Thi

1 TBOW poguTen.

Ecnwn B UHTepHeTe Thl pewnn
cKauaTb KapTUHKY, -
Wrpy Wi Menioguio, a Teésa NpocAar
OTNpaBuTh CMC — He genaii atoro!
Thbi MOXeWb NOTEPATL
AAeHLTY, KOTOPLIE MOT Gkl
NOTParuThL Ha YTO-TO Apyroe.

YTO IENATD:

BALL BAM3KHA POLCTBEHHMK (CbIH, BHYK, MYX) NONPOCHTE 3BOHALLEr0 NEPENAT
TIONAN B BEAY (ABAPHH), OTPABIEH, APECTOBAH), TPYEKY BALUEMY POLCTBEHHUKY;

W YTOEbI «BbINYTATBCA: U3 HCTOPHM, OH NPOCHT | NEPE3BOHUTE EMY CAMH H YBEUTECD,
TIEPEBECTH AEHBH YENOBEKY, KOTOPGIA NOMOXET 70 C HUM BCE B MOPALKE

¥ BAC OBHAPYKEHO OMACHOE 3ABO/EBAHHE, TPEACTABUTENM MEAYYPEXAEHMI HE
NPELNATAIOT BbICTPOE O5CNENOBAHHE B HA3bIBAIOT IMATHO3bI N0 TENEQOHY,
WTH NEYEHKE «YHHKANBHBIM» IEKAPCTBOM HE «BEAWTECL» HA NONOBHbIE 3BOHKH

BAM BbIJENERA GECMUATHAA NYTEBKA B CAHATOPHA, HUKAKHX LOMNAT OQUUHANBHBIE
HO HYXCHO HEMHOr0 JONNATHTb, HANPUMEP, 3 COLIMANBHBIE CIY)XEhI HUKOTA
3A BbIBOP MECTA OTAbIXA HE TPEBYIOT

Bbl BLIHTPANTA B NOTEPEE MJTH PO3bITPLILLE NPH30B, ANA . HE BEPLTE, BAM HABEPHAKA
O®OPMNEHMA NOTPEBYETCA BHECTH HEBONbLUME NEHBIH / 3BOHAT MOLIEHHHKH

C BALLIEI GAHKOBCKO - COTPYAHWKM BAHKOB HE 3BOHAT KAMEHTAM H HHKOrA HE
KAPTEI BbINIA NOMBITKA TPEBYHOT HA3BATb CEKPETHBIE CBEMIEHUA O KAPTE HIIH CYETE;

MEPEBECTH LEHBTH, H BAHK - HHKOTTA HE HA3bIBAVITE W HE BBORMTE MMH-KOL,
BRI TPEXIHAYHbIF KO HA OGPATHOM CTOPOHE KAPTSI WK
3JBOHHT AKOBbI NPECTABHTENL OHOPAOBBI TAPDTb I3 CMC;

C/IY)KBbI BE3ONACHOCTH BAHKA ) )

W IPEIATAET PA3GIOKH- - HE HAGHPAHTE HHKAKWUX KOMBHHALIMIA HA TENEQOHE;
POBATH KAPTY, HO JINA 37010 - NONOXKHTE TPYEKY W HE NMEPE3BAHUBANTE B BAHK
EMY HY)KHO COOBLUMTD EE BCTPEYHbIM 3BOHKOM. MOXKHO NEPE3BOHUTH B BAHK
HOMEP 1 KOA, BALIM 110 OQULMANLHOMY HOMEPY (OH YKA3AH HA KAPTE)
MEPCOHATIbHBIE IAHHBIE 1 COOBLLMTH 0 3B0HKE

BAXKHO! ¥ : .
noehw-oreecrev, o s reneoone augennowep sawerosana DY [\DTE [OTOBbI U TPOABUTE BAUTENBHOCTD



[ecsTb npaBun G6esonacHocTu ans aeten B UHTepHeTe®

1
MocelwanTe CeTh BMECTE C JETLMM, NOOWPSAATE MX
I AENWTECA ONBTOM MCNONBI0BAHNA HHTEDHETE

Hayuute feTeil AOBEPATE HHTYWLMM -
BCNK vx B VHTEpHETE YTO-NHbO
Gecnokour, nycTs coofiaeT Bam

PN,
==

MomoruTe pebexky apercTpUpoBaTLCA

B nporpamMma, Tpebyrwx permcTpaUMoHHoro
WMEHH K 33N0NHEHUA HOPM, HE MCNONBIYA NAYHOR
WHbopMaUMK (MMA pebenka, a0pec ANeKTPOHHON
NOYTH, HOMED TenaedoHa, AOMAWHKA anpec).

JINA 3TOMO MOKHKO 33BECTH CNEUMANEHBIA 3OPEC
BNEKTPOHHON NoMTE

1

HatTaweaiiTe, 4robhl AETH HUKOTAA HE AaBani
CBOEO 3Apeca, HoMepa Tenedora unm Apyroi
NMYHOM MHOPMALMH, HANPUMED, MECTA Yuebbl
MW MOBUMOro MECTa ANA NPOTY KA

OGbscHHTE feTAM, uTo B MHTEpHETE
11 PEANEHOM HW3HK DAIHULA MEWTY
NPEBMNEHBIM W HENPEBHNbHLIM OOWHAX0BE

Pexomennaum Muwucrepcrea oGpasosaniun

* PecnyGnuin Benapyce

[eTtn ot

Mpuyuute geTeii:

: 1
[eTAM HUKOTAA He cnedyeT BCTPEvATLCA
0)) | ©opyssAMA u3 MHTEPHETS, TaK KaK 3TH NIOAM MOTYT
OK3IATECA COBCEM HE TEMM, 33 KOTO CelA BltaT
1l
=/ [ Cranure getam, uto aanero He ece, uro oHn wTai0T
[ WK BugAT 8 UHTepHeTe, - npasga, npuyunre
L | WX CripaLwMBaTE BAC, ECMN OHM HE YBEpEHs!
KoWTponupyiite AeRCTBUA AeTe ¢ NOMOLBIO

COBPEMEHHBLY NPOTPAMM, KOTODbIE

OTEMNLTYIOT BPEAHOE COABEKMMOE, NOMOTYT
BbIACHHTE, KAKWE CATe! NocewWaeT peberor
WYTO OH Tam fenaeT

]

Hayunte neTeil ysawars apyrux, ybeauTecs,

(C Hacr iTe, yTobel AeTH y Yy
= COBCTBEHHOCTD, PACCKEKMTE, YTO HESAKOHHOR
KOMMPOBEHHE MYJbIKK, KOMMBIOTEPHBIX MIp
o W APYrAX NPOTPEMM - Kpaa
Al
] |\[D YTO OHM SHAIOT O TOM, 4TO NPasuna
AOPOIWETO TOHA AERCTBYIOT BEIAE -

=
- - AE%E B BUDTYANEHOM MUpE

© Wicporpaduka BENTA

/ 0o 10 net

* NoOcCelaTh TONMbKO TE EﬂﬁTbI, HKOTOpbIE Bol

paspewunnu;

COBETOBaTbCA ¢ Bamu npex e yem
PacKpbITh MUYHY MHGOPMALIUID;

EDDEI.I.IHTIJ Bam, ecnu UX 4YTo-TO

BCTREEOHMW.NO NPH NOCELWLEHWHK TOTO WK

WHOro cauTa.
3anperure:

* cKauuBatb M3 UHTepHeTa 6e3 Bawero
opobpeHus;

NoNL30BATLCA CPEACTEaMM MIHOEEH HOROS

obmeHa coobLie HUAMMN.

BecegyiiTe ¢ geTbmu 06 X BNevyaTneHnax U
NO3HAHUAX , 3 TAKIKE O
Apy3baAx, npuobpereHHbIx B CeTH.




Hetn ot 10 oo 13 net

Co3paiite pebeHKy cobCTBEHHYIO YUYETHYIO 3anNMUCh C OrpaHUYEHHbBIMY
npasamu.

Wcnonb3yiTe cpeacTtea GuabTpaLmum U orpaHUYEHnA OT
HeXenaTenbHOoro KOHTeHTa.

popMaunin:
Mpuy4uTe cnpawmnearb paspeLlleHWe NpyICKa9MBa NN POIREaMMEIIg
daitnoe n3s UHTEepHeTa.

HanomuHaiTe 0 KOHPUAEHLNAABHOCTH INUHOWNHL

NoowpsiiTe }enaHue geTei coobLlaTh BaMIOTOMBUTOMKEPEEDRIE
WU CcMyLLaeT B UHTEpHEeTe.

Hactaugaiite Ha Tom, YTOObI pEebEHOKINO3BOANIBENM SHERGIVEBSEHEENS
3NEKTPOHHOMW NOYTOH. o

Pacckarkute 06 oTBeTCTBEHHOM WU A0CTOMHOMITOEEAEHNMIEY ] NI HESE

[logpocTku B BO3pacte 14-1/ net

KoHTponupyiiTe, KAaKUMK YaTaMK U
BocKamu 06bABNEHU A NONb3YIOTCA
Bawm getu.

Hactaueaiite Ha Tom, YTobBbI
NnoapocTOK HUKOTAa HEe CornaLanca Ha
NWYHYO BCTPeYy € ApY3bAMU M3
MHTepHeTa Ge3 Bawero cornacus.

HanomuHakTe getam o

KOH®U AEHUWANBHOCTH IMYHOM
uHpopmauuu, obbACHUTE, K YeEMy e
pa3srnaleHue MOMET NPUBECTH.

Momormte Mm 3alUMTUTECA OT CriamMa.

Mpepocreperute oT UCNONb30BAHUA
CeTu ana XynMraHCTBa.

Ybe gutecs, uTo pebeHOK COBETYETCH
Bamu nepeg NOKyNKoM UAW NPoaarKen
yero-nubo nocpeacteom UHTEPHET.
O6cyaMTe C FOHBIM NONbL30BaTENEM
BO3MOMHBbIE PUCKW NPU YYACTHM B
a3apTHbIX MUrpax .




- HENb3A |

* Bcem noapsa coobllaTh CBOK YacT-
Hy0 uHopMauni (HacToswMe WMA,
damunuio, TenedoH, aapec, Homep
Wwrkone, a Tawke doTorpaduu cBoM,
cBOEI CeMbi W Apy3ei

* Henb3A OTKPEBaTb BNOMEHHHE
chalfinbl 3NEKTPOHHOM NOYTHI, KOrAa He
3Haellb OTNpaBUTENA

e Hene3s pacceinaTe caMoMy cnam u
«MHDOPMALIMOHHYIO MPA3LY

e Henb3n rpyBuTe, NpWMAWPETBHCA,
OKa3blBaTk AaBNeHWe — BEeCTH cebs
HEBEXNWBO W @arpeCcCHBHO

« Hukorga He pacnopsxaiica fgeHbra-
MM TeOel ceMmbi De3 paspelweHus
cTapwmx. Cnpocy poauTenei.

+ Bcrpeya ¢ MHTEpPHET-3HAKOMBIMK B
peansHoi xu3Hu, BoiBaeT onacHoi: 3a
NCEBAOHMMOM MOXET CHPbIBaTLCA Npe-

CTYNHUK

« He Bce nuwyT npaeay

« Yutaewr o cebe He-
npaeay B NHTepHeTe — co-
obwr o6 3ITOM CBOWMM po-
AWTENAM WNKW ONEKYHaM

« [llpurnawawT nepenu-
CbIBATBCA, UFPaTh, oBMeHu-
BaTbCA — NPOBEPL, HET AW
nojeoxa

+ HezakoHHOe Konupoea-
Hue daiinoe B WHTepHeTe
= BOPOBCTBO

« OTHPLIA YTO-TO Yrpoxa-
joulee — He 6oiica nozeath
Ha NOMOLLE

. Wcnonbayit

«HUE» (BbIAYMaHHOE WMA) B Ne-
DEMNWCKE W NEePEeroBopax

. Yeaxai Apyroro nonb3o-
BaTena

. Nonbayewbcs MHTepHeT -
MCTOMHUKOM — flEnail CCbinKY Ha
Hero

. Mo3HaKOMWUNCA B CETH W
XOYEWb BCTPETWUTLCA — NOCOBE-
TYICA €O B3pOCNLIM, KOTOPOMY
AOBEPAELb

. OTKPbIBal TOABLKO Te
CCHINKK, B KOTOPbIX YBEPEH.

. MHTEpHETOM AydLWE BCEro
noNb30BATLCA, KOraa nobnmnso-
CTW €CTb KTO-TO M3 poauTene
MK TEX, KTO XOPOLO 3HAET, YTO

9] | MOMKHO |

Ee:;unac““c“ e
pntepHeT®
o
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[ He pacckasbisaTb 0
‘ cebe 1 apysbax

B ceTU MHTepHeT

"~ Mpu peructpauum
npuaymbiBaTbh
C/IOXKHbIWA IOTUH U

naposb, HE TOBOPWUTb
MX HUKOMY

HE3HaKOMbIM NKOAAM

6e3 BegoMa B3pOCAbIX

Mpasuna 6esonacHOCTn B ceT UHTepHeT

" He BCTpeyaTbes co
3HaKOMbIMM U3
cetn UHTepHeT Bes
npeaynpexaeHus
poauTenei

He otnpaensaTb cMmc gna

noay4YeHMa gocTtyna K
MHbopMaLnm ~




COBETbI NO BE30MACHOWN PABOTE B UHTEPHETE

CCXKHbBIN NAPO/b

Ecnu Tbl pervcT pupyellLCcA Ha caliTe,

B COUMANLHOI CETH NN B 3NEKTPOH HOIA nouTe,
NpPUAYMAR CAOKHBIA NapoNk, COCTOALMIA U2 undp,
BoNbWWX U MANEHBKKX GYKE U 2HakoE. Hem cnoxHee
napank, Tem cNoXHee B2NOMATE TEOW aKKay HT.
MoKk, 4TO TECIH Napons MOMEW L 2HATE TONLKO Thl.

MNYHAY MHDOPMALIMA

Hukorpga He pacckazbiBai © CEDE H E2HAKOMBIM
nogam B VIHTepHeTe: rge Thl KUESWL U
YUMWLCA, He cooblaili cEoil HoMep Tenediona.
He roecpu Hukomy © Tom, rae padbotalot

TEOW PORUTENA U HOMEpRAa VX TenethoH oB.

31a vHhopMaLmA MoOXET BbITh MCNoNbIoBaHa
EO Epef Tebe U TEOUM PogUT ensim.

HE 3ABYAb BbIATU

I"Ipu HCNONLI0CEAHUKW HYHMX KOMN LIOT @poE

N1 MOBUNLHEIX Y CTPORCTE, He 2abbieaid

EbIXOAMT b N2 CEOETO A LKA 3MEXT POHHON

noYuTEl WNK Npothneil B COUMANEHLIX CETAX.

WHaue, cnegyowmii nonL20BaT ek 3Toro Y CT pOWCTEa
CMOMET NPOCMOTPETL TEOO NVMHY 10 MHhopMaLUMIo.

COBET B3POCNbIX
Beerga cnpaliveaidl BE2pocnbIX O HENOHATH bIX EEWAX,
KOTOpbIE Thi BCTPeYaciub B VIHTepHeTe: Thl He 2Haelb,
KAKOW NYHKT BbIOPaTh, HA KAKY KO KHONKY HAKATb,

KaK ZaHpbITh NPOTRaMMY MWW OKHO.
Oum pacckaxyT Tebe, Kak nocTy nuTh -
HTO MONHO AENaTh, & YTO HeT.

HE OTNPABMAIA CMC

Ecnu e HTepHete Tl pelumn cradaTk

KapTUHKY, UIPY WKW Menoguio, a Teda

NPOCAT OTNRPABUTEL CMC - HE genail atoro!

Cme Ha KOPOTHKUE HOMEPA MOTY T CTOMWT L HECHONLHO
coTel pyaneii. Tel noTepAewb geHbri,

KOTOpbLIE Mor Bkl NOTPATUTE Ha YTO-TO Apyroe.

rgzjr‘m:rr";:c:c

SAWLNTUA KOMMbIOTEP

Mon pock poguTenei AN cam yCcTaHoBW cucTemy
cunir payum SkyDNS Ha caifre www.skydns.ru.
OHa 2awmnTUT TeDA OT NoTepu AeHer 1

KpaUkn naponeid, a Taoke Byger Bnokvpoeath
BONbLYIO YacTh peKnambl, ¥ CKOPAA

2arpyzky cTpauvy B UiTepHete



