Marepuabl K  TeMme: «IIpodpunakruka KnOepnpecTynjieHui,
OTBETCTBEHHOCTH I'PAK/IAH 32 UX COBEPIIeHHE)

Bcnen  3a pasBuTtHeM — WMHQOpPMAIIMOHHBIX  TEXHOJOTHH, WX
MPOHUKHOBEHUEM BO BCE C(Ephl KUZHEACATEILHOCTH YEIOBEKa 3aKOHOMEPHO
pPacTeT KOJIUYECTBO PETUCTPUPYEMBIX KOMIBIOTEPHBIX HHIIUICHTOB.

B 3akonomarennctBe  PecnyOmuku  benmapych  mpemycMoTpeHa
OTBETCTBEHHOCTh, B TOM YMCJIC YIOJIOBHASI 34 COBEPIICHUE MPOTUBOIPABHBIX
NessHU# B c(pepe BHICOKUX TEXHOJIOTHUM.

YT010BHBIM KOJEKCOM IMPENAYCMOTPEH PsiJi MIPECTYIUIEHUA, OTHECEHHBIX K
KOMITETEHIINH TIOIpa3/IeJICHUM M0 PACKPBITHIO MIPECTYIUICHUM B chepe BHICOKUX
TexHoJoruil. PaccMoTpum ux mojapodHee.

Cmamwsa 212. Xuwenue nymem ucnonvb308aHusi KOMNbIOMEPHOU MeXHUKU

1. XumeHnue umylecTBa NyTeM HU3MEHEHUs HHpopmauuu, oOpabaTbiBaeMOil B
KOMIIBIOTEPHOM CHCTEME, XpaHSIIEHCsS Ha MAaIIMHHBIX HOCHUTENAX WIHM MepeaBaeMoil 1o
CeTsIM MepeAayd JaHHbBIX, JIMOO MyTeM BBEJIEHUS B KOMIIBIOTEPHYIO CHCTEMY JIOKHOMU
uH(pOpMaLIUH -

Haka3plBaeTcss MTpadoM, WIM JIMIIEHHEM TpaBa 3aHUMATh OMPECICHHbIE
JMOJDKHOCTA WJIM 3aHMMAThCSl OMpPENEJICHHOW JEeSTeNIbHOCThIO, WJIM apecToM, WU
OrpaHUYEHUEM CBOOOIbI HAa CPOK JI0 TPEX JIET, WJIM JIMILIEHUEM CBOOObI HA TOT e CPOK.

2. To ke pesHHWe, COBEpPIIEHHOE IOBTOPHO, JUOO TPYNIOW JHI IO
MPEIBAPUTEIIHHOMY CTOBOPY, JIMOO COMPSKEHHOE C HECAHKIIMOHWPOBAHHBIM JOCTYIIOM K
KOMIIBIOTEpHOU HHpOpMaIUY,-

Hakas3bIBaeTcs WTpadoM, WK UCIPABUTENbHBIMU pabOTaMHU Ha CPOK A0 JABYX JIET,
WM apecToM, WJIM OTpaHUYEeHHUEM CBOOOJIBI HA CPOK OT ABYX JO MSATH JIET, WUIU JIUIICHUEM
cBOOOJIBI HA CPOK JI0 TSATH JIET C JIMIIEHUEM IpaBa 3aHUMATh OIpPEIeNICHHBIC JTOKHOCTH
WM 3aHUMAThCSI ONPEICIEHHON IeATeIbHOCThIO UK O€3 JINILIEHUS.

3. JlestHus1, mpeAyCMOTPEHHbIE YacTAMH | WK 2 HACTOSIIIEN CTaThU, COBEPUICHHBIE B
KpPYIHOM pa3Mepe, -

HAKa3bIBAIOTCS JIMIIEHHEM CBOOOJIbI HA CPOK OT JBYX JIO CEMH JIET CO MITpadoM WU
6e3 mTpada ¢ KOHpUCKAIMEH UMYyIIEeCTBa WU 0e3 KOH(UCKAUKM U C JIMIICHHEM IpaBa
3aHUMAaTh ONPEEICHHbIE TOJXKHOCTUA WM 3aHUMATHCS ONPEJEICHHOMN EeATEbHOCThIO W
0e3 muIeHus.

4. JlesHusa, npeayCMOTpPEHHbIe dYacTsMu 1, 2 wiam 3 HacTOsIIEHd CTaThH,
COBEpIIIEHHBIC OPTaHU30BAHHOM TPYMION MO0 B 0000 KPYITHOM pa3Mepe, -

HaKa3bIBAIOTCS JUIIEHUEM CBOOOABI HA CPOK OT IIECTH [0 MIATHAALATH JIET C
KOH(UCKalMel UMyIIecTBa U C JIMIICHUEM MpaBa 3aHUMAaTh ONpPeACIICHHbIE TOJKHOCTH WU
3aHUMATbhCSI ONPeIeTICHHON IeATEeIbHOCThIO UK O€3 JINIIEHUSI.

HeobxomquMo ~ OTMETUTb, YTO  OTBETCTBEHHOCTh 32  JIesHUS,
NpENYyCMOTPEHHBIE cm.2 ]2, HacTynaeT ¢ 14-n1emnezo ospacma.

[IpuMepoM Takoro MNpecTyIsIeHUS MOXKET OBbITh XMILEHHE JICHEKHBIX
CPEACTB C HAWJIEHHOUW JUOO0 MOXUIECHHOW 0AaHKOBCKOM IUIATE)KHOM KApTOYKHU C
UCIIOJIb30BaHWEM OaHKOMAaTa, IUIATEKHOIO TEpMHHAIA, a TakKkKe C
UCIIOJIb30BaHUEM PEKBU3UTOB KapT IPH OCYIIECTBICHUN NHTEPHET-TIATEKEN.
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Cmamws 349. HecankyuonuposanHuwlil 00Cmyn K KOMIbIOMEPHOU UHGopmayuu

1. HecaHKIIMOHUPOBAHHBIM AOCTYN K WHGOPMAIMH, XPAHAIICHCS B KOMITBIOTEPHON
CUCTEME, CETH WJIH Ha MAIIMHHBIX HOCUTENSIX, COMPOBOXKIAOIINIACS HAPYIICHHEM CUCTEMBI
3alUThl (HECAHKITMOHUPOBAHHBIM JTOCTYI K KOMIBIOTEPHOU WH(OPMAIIHH), TIOBJIEKIIUN 110
HEOCTOPOYKHOCTH M3MCHECHHE, YHUYTOXKEHUE, OJIOKMpOBaHWUE MH(MOPMAIIMU WM BBIBOI M3
CTPOSI KOMITBIOTEPHOTO 000pYyI0BaHUS KOO0 MPUIUHEHUE HHOTO CYIIECTBEHHOTO Bpea, -

HaKa3bIBaeTCs MTpadoM WUITH apECTOM.

2. HecaHKIIMOHUPOBAHHBIA JTOCTYN K KOMIBIOTEPHON HMH(OpMAIUHU, COBEPIICHHBIN
U3 KOPBICTHOW WM WHOH JIMYHOW 3aWHTEPECOBAHHOCTH, JIMOO TPYIIOW JIHIl TI0
MIPEIBAPUTEIIHHOMY CTOBOPY, JIMOO JHMIIOM, HMEIOIINM JOCTYI K KOMITBIOTEPHOUN CHUCTEME
WJIH CETH, -

Haka3blBaeTCs IITpadoM, WIM JIMIICHHEM T[paBa 3aHUMAaTh ONpEICIICHHBIC
JNODKHOCTH WJIM  3aHUMATBCS  OINPENEICHHON JCSITeTbHOCTRIO, WM  apecToM, WIH
OTpaHUYCHUEM CBOOOIBI Ha CPOK IO IBYX JIT, WJIM JIMIIIEHUEM CBOOOIBI HA TOT KE CPOK.

3. HecaHKIIMOHUPOBaHHBIM JOCTYl K KOMIIBIOTEPHOW WHGPOpMAIMK  JTHOO
CaMOBOJIBHOE TOJIb30BaHUE JJICKTPOHHOHN BBIYHCIUTEILHOW TEXHUKOH, CPEJACTBAMH CBSI3H
KOMITBIOTEPU30BAHHON CHCTEMBI, KOMIIBIOTCPHOW CETH, MOBJICKIIHE IO HEOCTOPOKHOCTH
KpyIIeHWEe, aBapuio, KaTacTpody, HECUACTHBIC CIIy4aW C JIIOJbMH, OTPHUIIATEIHHBIC
U3MCHCHHUSI B OKPYXKAIOIICH CPeJIe MM MHBIC TSHKKUE TIOCICICTBUS, -

HAKa3bIBAIOTCS OTPAaHUYCHHUEM CBOOOJBI HA CPOK JIO MATH JIET WIHA JIHIICHHEM
CBOOO/IBI HA CPOK JI0 CEMH JIET.

Hampumep — HECaHKIIMOHUPOBAHHBIM JOCTYN (OTKPBITHUE M MPOCMOTP
¢aitnoB, nuceM, NMEPENUCKU) K JJIEKTPOHHOW IMOYTE, YUYETHBIM 3amlucsiM Ha
pa3IMYHBIX cailiTaXx, B TOM 4YHCJE B COIHAIbHBIX CETAX, K HHPOPMAINH,
coJieprkalleiicss Ha KOMIbIOTEpe, B CMapTPOHE U 3alIUUICHHOW OT JIOCTyIa

TPETHUX JIUIIL.

Cmamws 350. Moougukayus komnvromeprou ungopmayuu

1. U3meHenue mHpopmanuu, XpaHsiiencs B KOMIBIOTEPHON CUCTEME, CETH WM Ha
MAaIIMHHBIX HOCHUTENSX, JIMOO BHECEHUE 3aBEJOMO JIOXKHOW MHGOpMaluy, MPUYUHUBILNE
CYLIECTBEHHBIM BpeJl, MPU OTCYTCTBHM MPU3HAKOB MPECTYIICHUS NPOTHB COOCTBEHHOCTH
(MoauduKaKs KOMIbIOTEPHON UHPOPMALIUHN) -

Haka3bplBalOTCA MTpadoM, WIM JIMIIEHHWEM [paBa 3aHUMaTh OIpeAelICeHHbIE
JOJDKHOCTH WJIM 3aHMMATbCS ONPEJEICHHOW JAESITENIbHOCTBIO, WJIM apecToM, WIH
OrpaHUYeHreM CBOOOJIbI Ha CPOK J0 TpeX JIeT, WK JIUIIEHHEM CBOOOIbI Ha TOT K€ CPOK.

2. Monuduxanus KOMITBIOTEPHOM uH(popMaILnH, CONpsHKEHHAs c
HECAaHKLMOHUPOBAHHBIM JOCTYIIOM K KOMITBIOTEPHOI CHUCTEME WJIM CETH JIMOO MOBJIEKIIas
110 HEOCTOPOKHOCTH TOCECTBUS, YKa3aHHbIe B yacTu 3 crath 349 Konekca,-

HaKa3bIBae€TCsl OTpaHUYEHHEM CBOOOJABI HAa CPOK 1O MSATH JET WIH JIMIIEHUEM
cBOOOJIBI Ha CPOK JO CEMH JIET C JIMIIEHHWEM IpaBa 3aHUMATh OINpEAesIeHHbIE AOHKHOCTU
WY 3aHUMAThCS ONPECIIEHHON ACITEIbHOCTHIO MIIN 0€3 TUIIEeHUSI.

B kauectBe mnpummepa MOKHO NPUBECTU IPOU3BEICHHBIE H3MEHEHUS
KOMIBIOTEPHOUN MH(OPMAIIMH: TIEPEIIUCKA B JICKTPOHHOM MOYTE, B COIMATLHON
CCTHU, B MCCCCHIKCPE C IIpaBaMH Jpyroro I1oJb30BaTciisi; HN3MCHCHUC
TEKCTOBOM, rpadudeckod W WHOW HWH(pOpManuu, BHECEHWE W3MEHEHUU B

3alUIIEeHHbIE 0a3bl JaHHBIX U T.J.
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Cmamows 351. KomnvromepHuiti cabomasic

1. VYMblLJIeHHbIE YHUUYTOKEHHE, OJIOKUPOBAaHUE, IPHUBEJIEHUE B HEIPUIOJHOE
COCTOSIHUE KOMIIBIOTEpPHON WH(GOpMalMd WM MpPOrpaMMmbl, JHOO BBIBOA M3 CTPOs
KOMIIBIOTEPHOTO 000pYJOBaHUs, JUOO pa3pylIeHHE KOMIIBIOTEPHON CHCTEMBI, CETH WIIU
MAaIIMHHOTO HOCUTENS (KOMIBIOTEPHBIN caboTax) -

Haka3plBalOTCs wITpadoM, WIM JIMIIEHUEM [paBa 3aHUMaTh OIpeeSCHHbIE
JOJDKHOCTM WM 3aHMMATbhCsl ONPENEIICHHOW JEATEIbHOCTBIO, WM apecToM, WIH
OrpaHUYEeHHEM CBOOOBI HA CPOK JO ISATH JIET, WK JHMIIEHHEM CBOOOIBI HA CPOK OT OJJHOT'O
rojia 10 IsTH JIeT.

2. KomnbroTepHslii cab0Tax, CONPSKEHHBIM C HECAHKIIMOHUPOBAHHBIM JIOCTYIIOM K
KOMIIBIOTEPHOM CHCTEME WM CETU JIMOO0 MOBJIEKIINN TAKKHUE MTOCIEICTBUSA, -

HaKa3bIBaeTCs JIMILIEHHUEM CBOOO B! Ha CPOK OT TPEX /0 AECATH JIEeT.

3nech Mbl TOBOPUM OO0 YMBIIUICHHOM YHHUYTOXXEHUHM (yJaJICHUU,
NPUBEJICHUU B HENPUTOJHOE COCTOSIHUE, IHU(PPOBAHWU) KOMIIBIOTEPHOU
uHpopmaruu OO €€ OJOKMpPOBAHMM (HAampUMEp ITyTEM CMEHbI MapoJs
JOCTYyTa, U3MEHEHUH rpauiecKoro Kiaya u T.1.).

Cmamows 352. Henpasomepnoe 3asnadenue KoMnblomepHoU ungopmayueti

HecankmoHupoBaHHOE KOMHMPOBaHKWE JHUOO WMHOE HEMpPaBOMEPHOE 3aBIIaJICHUE
uHpOpMaIel, XpaHSMIeHcs B KOMIIBIOTEPHON CHUCTeMe, CeTH WIM Ha MAaIIWHHBIX
HOCHUTENSAX, JIMOO mepexBaT MHGOpMalMM, MepeaBaeMoOil C HCIOJb30BAHUEM CPEICTB
KOMITBIOTEPHOM CBSI3H, MOBIIEKIINE IPUUYNHEHNE CYIIECTBEHHOTO Bpea, -

HaKa3bIBAIOTCS OOIIECTBEHHBIMU pabOTaMH, WM IITpadoM, WIH apecToM, HIU
OrpaHUYeHHeM CBOOOJIBI Ha CPOK J0 IBYX JIET, WM JIMIICHUEM CBOOOBI Ha TOT XK€ CPOK.

B nanHOM ciydyae ydMTBHIBarOTCS AEUCTBUSA, CBSI3aHHBIE C KOIMMMPOBAHUEM
KaKOW-I100 3HAUMMOM MH(pOpMAITUH, ITOBJICKIITHE MPUUYUHEHUE CYIIIECTBEHHOTO
Bpena. K mpumMepy — KONMHMPOBAHUE MHUCEM M3 BJICKTPOHHOW IMOYTHI, JTUYHOMU
MEPENMUCKU U3 COLMAIBHBIX CETEM, 3aKPBITBIX JJI1 IPOCMOTpPAa TPETbUMU
munamu ortorpaduii ¢ KoMIbOTEPA.

Cmamvs 353. Hzeomoenenue nubo cObIm cneyuanvbHuix cpeocms OJisi NOLyYeHUs
HenpasomMepHo2o 00CMyna K KOMNbIOMePHOU cucmeme Uil cemu

N3rotoBnenue ¢ uenbio cObITa JHOO0 COBIT CHEUANBHBIX MPOTPAMMHBIX WU
amnrapaTHblX CPEACTB JUISL MOJYYEHHsS HEIPABOMEPHOTO JOCTyNa K 3allUIIECHHON
KOMHBIOTCpHOﬁ CHUCTCMC NN CCTH -

HaKa3bIBalOTCS MTpadoM, WINM apecTOM, WM OTPaHHYCHHEM CBOOOJBI Ha CPOK 1O
JBYX JIET.

Crathss AocTaTOYHO creuupuyHa W TPUMEHSIETCS Tpu pa3paboTKe,
W3TOTOBJIGHUM W COBITE  CHENUAIBHBIX MpOrpaMM M YCTPOMCTB,
[PEIHA3HAYECHHBIX [UISI OCYIIECTBJICHUS HECAHKIMOHUPOBAHHBLIX HOCTYIIOB,
HapuMep NOAAEIIBHBIX CMapT-KapT i1 IMIPOCMOTPA 3aKOJMPOBAHHBIX KAaHAJIOB

CIIYTHHUKOBOI'O TCJIICBUACHMA.

Cmamovsa 354. Paspabomka, ucnoiv3osanue aubo pacnpocmpanerue 8peodOHOCHbLIX
npozpamm

1. Pa3paboTka KOMIBIOTEPHBIX TMPOTPaMM HJIM BHECEHHME U3MEHEHHH B
CYLIECTBYIOIME IPOrpaMMbl C  LEJbI0  HECAHKIMOHUPOBAHHOIO  YHUYTOXKEHHS,
OJIOKMpOBaHMS, MOJAU(PUKAIMU WM KONMHMPOBAaHUS HMHPOpPMALMHU, XpaHsIIedcs B
KOMITBIOTEPHOW CHCTEME, CEeTH WJIM Ha MAaIIMHHBIX HOCUTENAX, JHu0o pazpaboTka
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CHEIUAIbHBIX BUPYCHBIX Iporpamm, JHOO 3aBEIOMOE WX HCIOJIb30BaHHME, JUOO
PacCIpoOCTPaHCHHUC HOCHUTEJIEH ¢ TAKUMU ImporpaMmmMamu -

HaKa3bIBalOTCS IITpadoM, WM apecTOM, WM OTPaHMYEHHUEM CBOOOJBI HAa CPOK [0
ABYX JICT, WJIX JIMIICHUCM CBO60I[BI Ha TOT 7K€ CPOK.

2. Te xe ,I[eflCTBPI}I, ITOBJICKIIHNE TAXKHUE ITOCICACTBUA, -

HaKa3bIBarOTCs JIUMILICHUEM CBO6OI[BI Ha CPOK OT TpEX OO0 ACCATH JICT.

K yromoBHOW OTBETCTBEHHOCTH TIO JaHHOW CTaTheé MOTYT OBITh
MIPUBJICUYCHBI JIUIIA 32 PA3padOTKy BPEIOHOCHOTO MPOTPAMMHOI0 0OECTIeUeHHUs,
a TakXe pa3pabOTKy M UCIOJb30BAaHUE BUPYCOB, HAMPUMEP OJOKUPYIOIIUX

cMapTPOHBI TUOO0 MHUDPYIOLUX KOMIIBIOTEPHYIO HHPOPMALIMIO HA CEpPBEpaXx.

Cmamos 355. Hapywenue npasun sxkcniyamayuu KOMNLIOMEPHOU CUCeMbl UTU
cemu

1. YMblIeHHOE HapyLIeHHe MPaBUI HKCILTyaTallud KOMIBIOTEPHON CHUCTEMBI WU
CETH JIUIIOM, UMEIOILIMM JJOCTYM K TOHM CHCTEME WIIU CETH, TTOBJIEKIIEE [0 HEOCTOPOKHOCTH
YHUYTOXXEHHE, OJOKHpOBaHHE, MOAM(DUKALNIO KOMIBIOTEpHON HH(OpMaIMy, HapylIeHue
paboThl KOMITBIOTEPHOTO 000PYAOBAHMS TMOO MPUUMHEHUE HHOTO CYILIECTBEHHOTO Bpea, -

Haka3plBaeTcsd ImTpadoM, WIM JHMIICHHEM [paBa 3aHUMATh OINpE/EICHHBIC
JOJDKHOCTH WJIM 3aHMMAThCS OIPEICIICHHON MesITeIbHOCTBIO, WM HCIPaBUTEIBHBIMU
paboTamu Ha CPOK JO JIBYX JIET, WJIM OTpaHHYEHHEM CBOOOIBI Ha TOT K€ CPOK.

2. To xe mesHue, COBEPLUICHHOE MPH IKCIUTyaTallMM KOMIIBIOTEPHONW CHCTEMbI WIIH
ceTH, cozeprxKaiieii nHpopManuo 0codol IIEHHOCTH, -

HaKa3bplBaeTCS JIMIICEHHEM TIpaBa 3aHUMATh ONPEJACICHHBIE TOJDKHOCTH WM
3aHUMATHCS OTPEJICIEHHON JEATeNbHOCTHIO, WIIN OTPaHUYEHHEM CBOOOBI Ha CPOK JI0 Tpex
JIET, WIN JTUIIEHUEM CBOOOIBI Ha TOT K€ CPOK.

3. JesiHus, MpeaycCMOTpPEHHBIE YacTSAMHU IEPBOM WM BTOPOIl HACTOSIICH CTaThy,
MOBJIEKILIME 10 HEOCTOPOXKHOCTHU IOCJEACTBUS, YKa3aHHbIE B YacTH TpeTheil cTtaTbu 349
Hacrosmero Koaekca, -

HaKa3bIBAIOTCS OTPAaHUYCHHUEM CBOOOJBI HAa CPOK O MATH JIET WM JIHIICHUEM
CBOOOJBI Ha CPOK JI0 CEMH JIET C JIMIIEHUEM IIpaBa 3aHUMAaTh OINPENENIEHHbIE AOJKHOCTU
WY 3aHUMAThCS OTIPEICIEHHOMN IeTeIbHOCTHIO WK 0€3 JHUIICHNUS.

VYkazaHHas cTaThsl MOXKET OBITh IPUMEHEHA K JIUIaM, UMEIOIIUM JIOCTYII
K KOMIIBIOTEPHBIM CETSIM W CHUCTEMAaM, B KOTOPBIX XPaHUTCA 3HAYUMAas
nHpopmarus, XajgaTHbIC JCHCTBHS KOTOPBIX IIPUBEIM K HapYIICHHUIO
(G YHKITMOHUPOBAHUS TAKUX CHCTEM.

OTBETCTBEHHOCTh 3a JIeSIHUSA, MPEIyCMOTpPEHHbIe cm.cm.349-335,
HacTynaer ¢ [ 6-1emnezo 6o3pacma.

Taxxe ¢ uCoab30BaHUEM CETU MIHTEPHET MOKET COBEPIIATHCS PSAJT UHBIX
YIOJIOBHO HAKa3yeMbIX ITPOTUBONPABHBIX ACAHUN:

— motenHnuectBo (¢1.209 YK);

— NMPUYMHEHHE HMMYIIECTBEHHOTO yImiepOa 0e3 mpu3HakoB XuIIeHHs (CcT.216
YK);

— W3TOTOBJICHHE M PACHpOCTpaHEHWE MOpPHOTpaPUUIECKUX MaTEpPUATIOB WIIH
nmpeaMeToB nopHorpaduyeckoro xapakrepa (cr.343 VK, c1.343-1 YVK);

— wieBeTa (cT.188 YK);

— ockopOJiierue (ct1.189 YK);
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— pa3XUraHve pacoBOM, HALIMOHAJIILHON WJIM PEIUTHO3HOM BPaXKIbl WU PO3HU

(ct.130 YK) u unsie.

B 2019 romy Ha Tepputopun oOnacTu HaOmomanca Oosee dYeMm
TPEXKPaTHBIM POCT KOJMYECTBA 3aPETHUCTPUPOBAHHBIX KHOEPIIpeCTyIUIeHU. 3a
12 mecsueB yureno 930 Takux mpectymienuii (+630 k mpouuioMy romy Hid
+210,0%), 66% 13 KOTOPBHIX — XUIIEHHUS IYTEM UCIIOIb30BAHHUS KOMITbIOTEPHOM
TexHuku. O0mas cymma yiiepoa 1o npecTyIuieHus M (C y4eToM MOKYIICHH) B
obmactu mpeBbicusia 446 Teicau pyoOnei, B pecnybinuke — 6,4 MHUIMOHA
pyoOJIeii.

VYienbHbIM BeC MNPECTyIUIEHW B cdepe BBICOKMX TEXHOJIOTHH, 10
KOTOPBIM YCTAaHOBJIEH IMOJO3PEBAEMbIi U MPOU3BOJACTBO MO KOTOPBIM
okoHueHO, B ['pogHeHckoit obnactu cocraBui 29,2%.

3a 2019 rom 3a coBepiieHHWE TMPECTYIUICHHH B cdepe BBICOKUX
TEXHOJOTHM K OTBETCTBEHHOCTH IpuBIeueHO 196 mui, urto Ha 87 OobIie
aHAJIOTMYHOTO MEepUoAa MPOIUIOTO rofa, U3 Hux 7 (+5) HECOBEPIIECHHOJIETHHUX,
42 (+15) xenmunsl, 63 (+32) — paHee cyumbIe.

B Tom uuncne Toapko B HOsIOpe B 00JacTH yuTeHO 96 (PakTOB XMILEHUN C
KapT-CYETOB TI'pakJaH, 77 U3 KOTOPBIX ObUIM COBEpIIEHbI B ceTH NHTEpHET, B
pe3yabTaTe Yero JAepKaresiv KapT noTepsiin okoyio 70 Teicsau pyoseit. Cpennsis
CyMMa XHWIIECHHMs B YKa3aHHOM MecCsIe COCTaBWjia OkoJio 725 pyOrei,
MakcumaibHas — 6 900 pyOneii. B nekabpe 37m0yMBIITUICHHUKAMH TPUYUHEH
UMYIIECTBEHHBIN yiepO OENIOPYyCCKUM TpaKJaHaM M OpPTaHU3alUsIM Ha CyMMY
6onee 1 MuoHa pyoIIei.

Cpenu akTyalbHBIX Ha CETOAHSIIHUN J€Hb BHUAOB NPECTYILICHUH,
COBEPILIAEMbIX B OTHOIIEHUH PU3MUECKHUX JIMI, HEOOXOIUMO BbIICIIUTD:

— 3aBJIaJICHUE [JICHE)KHBIMU CpPEJACTBAMHM C KapT-CUETa C HCIIOJIb30BAHUEM
COILIUAJIbHBIX CETEH;

— XUIIEHHE C KapT-cueTa ¢ UCMOIb30BaHUEM BUIIMHTA M0 TenedoHy;

— 3aBJIaJICHUE JICHE)KHBIMU CpPEJACTBAMHM C KapT-CUeTa C HCIOJIb30BAHUEM
¢buimHra;

— HECAHKIMOHMPOBAHHBIM JOCTYN K YYETHOW 3alMCU B COLICETH, IJIEKTPOHHOU
1ouTe.

B oTHOmeHMM NpeINPUATHI M  OPraHM3alMH  COBEPIIAIOTCS
CJIEIyIOIIME TPOTUBONPABHBIC JICIHMUS:

— OJIOKUpOBaHHWE KOMIBIOTEpHOM HHMoOpManuu myTeM ee MmudpoBaHus c
HEeNbI0 MPEIbABICHUS TpeOOBaHUM O JICHE)KHOM KOMIIEHCAllMK 32
pa30JIOKUPOBKY;

— 3apaxeane [[DBM  BpenoHOCHBIM  MpOrpaMMHBIM  OO€CIIeUeHHEM
(OaHKOBCKMMH TpOSIHAMH) C UEJIbI0 JaIbHEHIIEro XHIICHUS JICHEXKHbBIX
CPEICTB TPEANPUITHS Yepe3 CUCTEMY JHUCTAHIIMOHHOIO OaHKOBCKOIO
00CITyKUBaHUS.
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PaccMoTpuM yKa3aHHBIE BBIILIE TPYIIIBI IPECTYIIEHUN MOApOOHEe.

3adacTyro HMMEET MeCTO CHUTyalus, KOorja cO B3JIOMaHHOM JHOO
MOJUIOKHOM YYETHOW 3alucChd B  COLICeTH OCYIIECTBISIETCS  pAaCcChUIKa
COOOIIEHUH C 1IeNbIO MTepeBOia ACHEKHBIX CPEICTB JIMOO Nepeiaun PEKBU3UTOB
OAHKOBCKOM MJIATEKHOM KAPTOYKHU JUOO0 YUETHOU 3anucu B cucteme MHTepHeT-
0ank. Hampumep:

— «IIpuBer, y TeOs ecThb JelCTBylomIas OaHKOBCKas KapTodka? Moto
3a0JIOKMPOBAIIH, a KaK pa3 CEro/iHsI MHE JOJDKHBI IEPEUYUCIUTh AeHBI'U. MOXKHO
s J1aM PEKBU3UTHI TBOCWU KapThl, HA HEE MPUAYT JICHbIH, NMOTOM NEPEBEACUIb
MHE, KOI'/Ia MO0 KapTy pa30JoKupytoT. B nonry He octanych!»;

— «Kakoro 6anka y Te0s xaprouka? Mue HykHa VISA wim MasterCard s
OILIaThl B UHTEpHETE. MoOXellb AaTh PEKBU3UTHI WK choTorpaduponats? Tam
enie Ha oOpaTHOU cTopoHe Tpu HUQpPHI ecTh. Tedbe Ha TenedoH JOKEH TPUIATH
KOJI, HanuIu ctojia. Her, He Oecniokoics, st IEHbI'M BEPHY C KOMUCCHUEH.»;

— «Moxenb AaTh JOTHH U MapoJib OT MHTEpHET-OaHKuHTA. B MoeM Bbigaer
KaKyl0-TO OIIMOKY, XOUy MPOBEPUTH, €CTh JIM B TBOEM Takou Oar. Ilmarexeit
nenarb He Oyy, MbI Ke Ipy3bs!»

Tpengom mnocnenquux wmecsueB 2019 roma cran BMmMHrT — Qopma
MOIIEHHUYECTBA, OCHOBaHHAs HA COLMAIbHON MHKEHEPUU. 3JI0YMBIILICHHUKH,
UCHOJIb3Ysl TeIe(POH U WUrpasl ONpEAeNIEHHYIO poJib (Yalle BCEro COTPYJIHHUKA
0aHKa), TOJA pa3HBIMH TMpPEAJIOTaMU BBIMAHMBAIOT TEPCOHAJBHBIC JaHHBIC
(HampuMep, PEKBU3UTHI IJIATEKHBIX KapT), YTOOBI 3aMOJyYUTh JEHEKHBIC
CpEICTBa KIIMEHTOB OAHKOB.

[Ipensiorom st nepeaadu JaHHBIX MOTYT OBITh:

— OCYILECTBJIECHUE IO KapTe MOILIEHHUYECKOW olepanud U HEeoOXOIUMOCTb
CPOYHOU €€ OTMEHBI;

— oopmiieHue dYepe3 MHTEPHET-OAHKWMHT OHJIAWH-KpeIuTa U MPUHSITHE
CPOYHBIX MEp IO €r0 OTKJIOHEHMIO U T.[.

[Ipn 3TOM B 3aBUCHMOCTH OT CHUTYAllMU 3JIOYMBIIUICHHUKH MBITAIOTCS

3aBJIaJIETh CIEAyoIIel nHpOpMaIe:

— UACHTU(UKAITMOHHBIM HOMEP U MHBIC MMACTIOPTHHIC TaHHBIC;

— HOMeEp KapThl, CPOK JiercTBUs, uMs Biaaensia, CVV/CVC-kogn;

— KOJIbl MOATBEPKACHUS, Mpuxo e Ha Bam nomep tenedona;

— PEKBU3UTHI JOCTyna Kk cucteme MHTepHeT-0aHK (JIOTHH, Maposib, CEAaHCOBBIM
KJIFOY).

Eme oguum cnocoboM 3aBnajgeHusi peKBU3UTAMH SIBISETCS (PUIIMHI —
BUJI WMHTEPHET-MOLICHHHYECTBA, LEIBI0 KOTOPOTO SBISETCA TOJy4YEHUE
JOCTyNa K KOH(DHICHIIMAIBHBIM JaHHBIM TOJIb30BaTENCH — JIOTMHAM U
napoyisiM. ODTO JOCTUraeTcss MNYTEM MPOBEICHHS PACCBUIOK JJIEKTPOHHBIX
COOOIIEHUH, B KOTOPBIX COJIEPAKHUTCS CChUIKA HAa CAlT, BHEIIHE HEOTIUYUMBIMI
OT HACTOSILIETO.
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[locne Toro kak mModb30BaTeNb MOMANAE€T HA MOJJEIBHYIO CTpaHUILY,
MOIIIEHHUKHU TMBITAIOTCS MOOYAUTH MOJIb30BATENsl BBECTH Ha HEH CBOM JIOTUH U
napojib JOCTyNma K ONpPeAeNEHHOMY CalTy, 4YTO TO3BOJSET MOIICHHUKAM
MOJIYYUTh JOCTYI K aKKayHTaM U OAHKOBCKHM CUETaM.

Hepenko >xeprBamu KHOEPHPECTyMHUKOB CTAaHOBSTCS M OENOpyCCKUe
OpeNnpusITHs U OpraHu3aluu. B pe3ynpTaTe MPOBEICHHOTO aHANU3a
0003Ha4Y€HbI BO3MOYKHbIE MPUYMHBI 3apa:keHust KopnopaTuBHbIX [I9BM:

— OIMMOKU B HACTPOMKE CUCTEMBI O€30ITaCHOCTH JIOKAIBLHOM CETH;

— HUCTOJIb30BAaHUE yCTapeBIIEro JMOO KOHTpadakTHOrO MPOrpPaMMHOTO
oOecrieueHus, He MOAeP>KUBAEMOT0 POU3BOAUTEIISMH,

— WCTONB30BAaHUE  MPOrPAMMHOIO  OOECIeueHus,  MOJYYEHHOTO U3
COMHUTEIbHBIX UCTOYHUKOB;

— OTCYTCTBHE OOHOBIISIEMOTO aHTHBUPYCHOTO MPOTPAMMHOTO 00ECIICUECHNUS;

— MOCEIICHHE M0JIb30BATENIAMU [TOA03PUTENbHBIX IHTEepHET-pecypCoB;

— MPOCMOTP TOJIH30BATEIIIMA BXOJAIIUX AJIEKTPOHHBIX MHCEM OT HE3HAKOMBIX
COOECeTHUKOB M OTKpBITUE  TMpWiIaraeMbix  (QaiiaoB.  3ayacTyro
3JIOYMBIIIJIEHHUKNA PAacChUIalOT MHCbMa C MPUIOKEHUEM JIOKYMEHTOB,
apXUBOB, UCHOJHSAEMBIX (DalIoB, MOJ KOTOPbIE MAaCKHUPYETCS BPEJOHOCHOE
mporpaMMHOe oOecreueHue.

[Ipuy  >TOM  BCce  wyamie  HWMEHHO  HEOCMOTPUTENIbHBIE U
Henpo(decCHuOHAIbHBIE  JIEUCTBUA  OOBIYHBIX  IOJIB30BATENIEd  CTAHOBSTCS
NPUYMHON yiiepOa g MPEANpUATHN, U3MEPSEMOT0 B HEKOTOPBIX CIydasx
JECATKaMU ThICSY pyOei.

Bo wu30exanwe pa3audyHOro poja KUOCPUHIMICHTOB Ha YpPOBHE
MI0JIb30BATENSI MOYKHO J1aTh CIEIYIOUINE PeKOMEH 1Al
— HCTIONB30BATh CII0KHBIC TTAPOJIH U IEPUOIUYECKU UX MEHSTD;

— HE COXPaHATH MapoJii B Opay3epax, He XpPaHUTh UX B AJICKTPOHHOM BUJIE WIH
Ha OyMaXKHBIX HOCUTEISIX B IOCTYITHBIX MECTaX;

— HCIOJb30BaTh AHTUBUPYCHOE MIPOrpaMMHOE 0OecTieueHue;

— yCTaHaBJIMBaTh Ha MOOWJIbHBIC YCTPONCTBA M TMEPCOHAIBHBIE KOMIBIOTEPHI
IPUJIOXKEHUS TOJIBKO U3 MPOBEPEHHBIX HCTOYHHUKOB,

— HE TIePeXOAWTh IO TOJO3PUTEIBHBIM  CChUIKAM, HE  OTKPHIBATh
MI0JI03PUTEIIbHBIC UChbMa U BIIOKEHUS K HUM;

— HE WCIONB30BaTh s mepenucku €-mail, x xortopomy mpuBs3aHbI
yCTpPOICTBA, YUETHBIE 3anucH, MIHTepHeT-0aHKWHT;

— OOMEHUBAThCA COOOUICHUSIMH B  MECCEHIKEpax TOJBKO IOJHOCTHIO
yIOCTOBEPUBILKCH B TMUYHOCTH COOECEIHUKA.

JlepxatensimM 0aHKOBCKUX KapTOYEK HEOOXOIUMO:

— BHUMATEJIbHO O3HAKOMHUTHCS C TMpaBWJIaMH TMOJb30BaHUS OAHKOBCKUMHU
IUTATeKHBIMU KapToukamu Barero 6aHka,
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— HE mepeiaBaTh KapTy U €€ PEKBU3UTHI TPETHUM JIMIAM, B TOM YHUCJIE B X0
NuTtepHeT-niepenucku U0 Mo TelePoHy JHIaM, MNPEICTaBISIONIUMCS
COTpyAHUKaMH OaHKa,

— HCIOJIb30BaTh OTIEIbHYIO KapTy Uil MIHTEpHET-MOKYNOK U HE XPaHUTh Ha
HEel JCHbIU,

— noAkmounTh yeayru  3D-Secure, SMS-undopmupoBaHue, YCTaHOBUTH
HEOOXOANMBIE IUMUTHI,

— OCYIICCTBJISITh OIUIATYy B CeTH VHTEpHET Ha MNPOBEPEHHBIX pecypcax,
padoTaroNuX 1Mo 0e30MacHoOMY MPOTOKOIY https.

B m1060if curyanuum HEOOXOAUMO MTPOSBIATH OJUTEIBHOCTH M CBOMMU
JNEUCTBUSIMU HE CO3J]aBaTh YCIOBUSA JUIsl COBEpIICHUS B OTHOIIEHHH Bac
MPECTYIUICHUN.

B ciyyae coBepmieHus B OTHOIIEHMM Bac NPOTUBOIPABHBIX JESHUM,
pekoMeHayeM Bam B kparyaiiiime Cpoku oOpaTUTHCS B OpPraHbl BHYTPEHHUX
el 1O MECTy IKUTeNbCTBAa JMOO OOHapykeHusi (akTa COBEpIICHUS
MPECTYIICHUS.



