NMPUJIOXKEHHE 1

Kax ¥e cTaTh JKepTBOH KHOepUpecTYNHHKOB: O NMPHAMEPAX XHIICHHH
JIEHEHBIX CPelCTB

=S

B Burebckoif 06IacTH YYACTHIHCH CIydad XUIICHWH IEHEXHBIX
CPEJICTB C WCIIONb30BAHHEM IUIATEXKHBIX OAaHKOBCKMX KapT M COLHanbHBIX
ceTel. '

3a 4 Mecsama 3Toro roja B BureGckoft obmacTé ClIeNOBATENSIMH
036y aeHo 720 yronosusx gen (8 2020 roxy -2 820) mo ct. 212 (XueHue
IIyTeM WCIIONE30BAHMS KOMIILIOTEPHOHU TeXHHKH) YTOJIOBHOIO KOzeKca
Pecriybmuku benapyce. : Ny °

OmHAM U3 clI0co00B 3aBaeHyst PeKBU3UTAMHE [IATEXKHBIX HaHKOBCKHX
KapT sBisieTcs QHIIMHT (AHIL. phishing, or fishing — peiOHas 0B,
BEIY)KKMBaHUe). HeusBeCTHBIE JIHLA PAcCHUIAIOT  JIIOIAM * 3IIEKTPOHHBIE
COOBIIIEHNS, B KOTOPEIX COLEPYKUTCS CChIIKA Ha CaT, BHEIIIHE HEOTIHYAMBIN
OT HacTosIIero. Korma mofb30Barelsb IONafacT Ha MONNEIbHYIO CTPAHHMILY,
MOIIEHHUKH TOGY)KIAIOT €0 BBECTH HA HeH CBOM JIOTHH M [apoyb 0CTYIA K
OTIpeJIeIEHHOMY Cal{Ty, 4TO TO3BOMACT MM IOMYIHTE AOCTYIL K aKKayHTaM U
HaHKOBCKKM CUETaM.

Bumuar (auri. vishing — voice+phishing). — onHa 13 PasHOBUAHOCTEH
HWINMHTA, [pH KOTOPOM TAKXE HCIONB3YIOTCA METOIEl COIHabHON
WH>KeHepHH, HO YKe ¢ [IOMOIIBIO TeIe(OHHOro 3BOHKA.

Kax oOBYHO JeMCTBYIOT 3II0YMBILITICHHUKH «BUIIEPBIN?

Ha TenedoH mocTymaeT 3BOHOK OT COTPYIHHKA faHKa W OIEepaTop
peIyNpexIacT, eciu IPIMO ceifyac HEe Oymer NpeacTaBIeHa TIOJIHAA
rHdopManus GaHKOBCKOH KapThl €My 110 TertehoHy, TO KapTy 3a0JIOKUPYIOT,
WM BEIMBIIUIEHHEIS 3MOYMBIIICHHUKH IIOXATAT BECh OCTATOK TIEHEKHBIX
CpEelCTB, HaXONIIAHCA Ha KapTe. JloBepuMBEIH I0B30BATENb, CIIBIIIA
OOBHYIO «yTpo3y» cpasy JXe BIajaeT B IAHHKY M MOJKeT BEIJATh BCE
epCOHAIBHEIE JaHHBIE BIIOTH 1O [IPOBEPOYHOTO KOJa M3 SMS.

TakoKe TIpH BUIIMHTS MOYKET OBITh NPEMIOKEHA BBIMOJIHAS TIOKYTIKa C
OrpOMHOM CKHAKOH MM 03BYHCHA pH(GOpMANHd O BEIUIPHIIC B Kaxo#-1mbo
axid. He HyXHO cpasy e pajoBaTbCs CTOJb yIaYHOM IIOKYIIKE KA
BLIFOIHOMN aKIWi, BCETIa CTOMT JIMIIHHUHA pas TIeperpOBEPHUTE MH(OPMALIHIO,
oGpaTHBIIKCE K OQHIKATEHEIM HCTOTHHKAM.

B mo60oit HEMOHSTHOH CUTYaLFH TaBHOC HE MaHHKOBATD. TToMHHUTE —
BCErN[@ BCE MOKHO IIPOBEPUTE. BeiUIHBO IOTIPOINAATECE ¢ COOCCEAHHKOM H
[[O3BOHHTE Ha TOpSYyl0 JIMHWIO OpraHH3aliy, TIpeACTABHTEIEM KOTOPOH
HazBajCA BBOHHBHIKﬁ, Tax BBl JIETKO CMOXXCTC [TOHATE ORI JIH 3BOHOK
06OCHOBAHHEIM, HIIH BBl 4yTh HE CTAIH YKepTBOY BHILIMHTA. '



K npumepy, nHeM 4 (Qespajs 3TOro roia B MECCCHIDKEPE Viber
67-meTHelt KUTeNbHHMIlE HOBOMOJOIKA IIO3BOHUIM  HEHU3BECTHBIC U
IpeACTaBMINCE COTpyAHMKamu Oaxka. Ilocnennme ckasald, 49T0 C €€
GaHKOBCKMX KapT IBITAIOTCS CHSTH [CHEKHBIE CPENCTBA M npeﬂnommi{
06e30mMacuTh WX. becega ¢ MOIIEHHMKAMHU UIMJIach MPaKTHIECKH 4Hac — B
FTOre, TIOCIE TOT0, Kak MOTepIeBIIas IPeJOCTaBrIIa HEOOXONMMEIE NaHHbIC K
JIHYHOMY KabuWHETy MHTepHeT-baHKuHra, ¢ e KapT, B TOM YHCIIe BAJIFOTHOIO
JIETIO3UTHOTO cueTa OBLIH MOXUIIEHEI BCE ICHEKHBIE CPEICTBA, HAXOAAMUECH
Ha HHX — 6osee 62 Thicsu pyOueit. Bo3OyxkueHO yroloBHOE HEJO IO . 4
ct. 212 VromnorHoro kojekca Pecrrybnuxu benapyce.

Cxoxuit ClTydali IPOU30ILIEI B IIEPHO]] BpeMeHH ¢ 12 110 14 ampens 3TOTo
rona. HeusBecTHOE JHUIO CBS3aJ0Ch ¢ BUTEOYaHMHOM B MECCEHIDKEPES Viber.
B xojie pa3sroBOpOB MyXX4YMHY yTOBOPH/IN B3STh Ha cebsi KpeIuT, SIKOOBI AIst
BBLISBJIEHHS COTPYIAHMKA 0aHKa, 3aHUMAIOLIErocs MpOTHBOIPABHEIMH
JefCTRHAME, TIOCIE UYero, 3aBlaleB PEKBH3MTaMu OaHKOBCKOHM KpeOUTHOM
KapTEl, C PAcuyeTHOro CYeTa IOTEepIeBLIero OBLIO MOXMIICHO comnee 4300
py6ueit. Bo3OyxieHo yrolioBHOE A€JO 10 1. 2 cr. 212 YronoBHOro Kojaekca
Pecnyonuku benapyce.

Fmé oxuu ciyyaif uMea MECTO B MapTe 3TOro IoJd. KurensHune
BuTebcka HamMcaad B COUaJbHOM ceTH Instagram M 1OA PEAIOroM Tpu3a,
PA3BITPHIBAIOIIETOCS HA OJHOM X3 CadTOB, 3aBJIajeld pPEKBU3UTAMHU
IpUHAIeKaNlel ef IaTexHoH OaHKOBCKOH KapThL. B pesynpTare ¢ Kapt-
cyeTa GEUTH MOXUINEHBl A€HEKHBIe cpeicTBa. Bo30yXIeHO yroloBHOE NeN0
1o 4. 2 c1. 212 YronosHoro konekca Pecirybnuku benapyc.

Taxsxe, 12 ampenst 3TOro rojga MyX4MHA pasMecTW]l Ha TOProBOM
nnomanke Kybap oObsBreHMe O Ipofaxe ToBapa. B MECCEHIKEpE
«Telegramy» eMy Hamucall «IIOKyNIaTesb» H, MOJ IPEIOroM IpUOOPETEHUS
ToBapa, AKOOKI s OQOPMIIEHHsS. ero NOCTaBKH, OTOCHAN €My CCHUIKY Ha
bUIMHETOBEIR caifT. IoTepreBIIII IEPEIEN 110 CCIIKE 1 BB JIaHHBIE CBOEH
[LIaTeXHOH GAHKOBCKOW KapTH B TONE IS PeKBUSHTOB. B pesyinerare y
MY>KIHHBI € KapT-CUeTa MOXUTHIIN BCe ICHEKHBIE CPE/CTBA, TO ECTH 6omee 290
py6meit, ITo manHOMy (GakTy BO3OYXKIEHO YroJoBHOE NENO IO H. 2 ot 212
VrojoBHOTO Kojekca Pecry6iuku bemapycs.

MOIlIeHHUKY ~ [POJODKAIOT — [IPUIYMBIBATh  PA3IMIHBIC crioco0B!
XHIIeHH IeHeKHBIX CPEICTB, a IpaXkJaHe BO MHOTHX CITyHasX MpPOAB/LIOT
W3JIUINHIOK 0BEPUYHBOCTE M HEBHUMATE/IEHOCTE.



YTo6El HE CTAaTh XEePTBOM TMONOOHBIX IPECTYIUICHWH, CIEIOBATENH
PEKOMEHIYIOT cOOIIoAaTh CIeAyIore IIpaBya. )

Bam no3Bonmiam/mpuciaann SMS u3 «0aHKa» ¢ HEH3BEeCTHOI0
HOMepa:

- He TOPOIIUTECH CNeI0BaTh HHCTPYKIIMSAM;

- He cooOLaiTe MepCOHAJBHBIE JaHHEIC HEM3BECTHBIM JIHUIEAM, HaXe
eCJTH OHH IIPEJICTABIIAIOTCS COTPYIHUKAaMH OaHKa;

- poBepbTe HH(OPMALIHIO, IO3BOHUB B KOHTAKTHBIA LEHTP OaHKa;

- He3aMe UIUTEIbHO 00paTUTeCh B IPABOOXPAHUTEIBHEIC OPraHbl.

Bam mo3BoHmau/mpucaaan SMS ¢ HeH3BeCTHOro HoMepa ¢
npock00ii 0 MOMOIM GJIM3KOMY YeJI0BEKY:

- He BrajaiiTe B aHuKy. He ToponuTech NpeApUHAMATh JSHCTBHA 110
WUHCTPYKIIMSM HEU3BECTHBIX JIFOJIEH; |

- 3gmaifTe 3BOHSAIIEMY BOMPOCHI JMYHOTO Xapakrepa, IIOMOTarOIIHe
OTJIMYUTE OJIIM3KOTO BaM HellOBeKa OT MOIIEHHHKA,

-mof JOOBIM IIPEMIOrOM TOcTapaiiTech TMpepBaTh KOHTAKT C
cobeceIHHKOM, TO3BOHUATE POIHEIM U y3HaHTe, BCE JIM Y HUX B ITOPSAAKE.

BbI 32110103 PHIH HHTEPHET-TIPOAABIA B HEX0OPOCOBECTHOCTH:

- HeoBXOMUMO OCTaBaThCs OMUTENIBHBIM, HE NMPUHUMATE ITOCTICIIHBIX
pelLleHni W IPY MEePBhIX XKe MOT03PEHUAX 0TKa3aThes OT NOKYIIKH,

- HUKOT[a He IePEeBOJAUTE JEHBIM HE3HAKOMBIM JIOAAM B KadeCTBE
TIPEIOILIATEL.

Kaxk He cTaTh xKepTBOH QHINHHTIA:

- BHMMATENLHO IIPOBEPHTE CCHUIKY, IO KOTOPO# COOMpanTeCh KITMKHYTb!
He IepeyTaHs! i OYKBEI B Ha3BAHUH CalTa,

- 3auacTylo (aJpMBEE MHCEMa U (albIIMBEIE CAHTHl BO BCEM
ITOBTOPSIOT AHU3aiH HACTOSAIIMX;

- BMECTO TOTO, 4YTOOBI K/JHMKaTh IO CCBUIKE, CIEAyEeT BBECTH aaApec
BPYUYHYIO B HOBOM OKHE Opay3epa;

- TIepel TeM Kak BBOAUTB JIOTHH ¥ IIapoiib, HyXKHO MPOBEPUTH 3aIIUIIEHO
A coemuHeHHe. Ilepen agpecoM caiTa BBl yBHUIUTE npeduke https (rae s
o3HayaeT secure) — 0e30IacHOe COEUHEHNE,

- He 3aX0oquTe B OHIAlH-GAHKM W TOMY IHOJOOHBIE CEPBHCHI 4e€pe3
otkpeiTeie Wi-Fi-cetn B kade nim Ha yIdLe. JIydie BOCHOIB30BATHCA
MOGUJILHEIM HHTEPHETOM WIIH IIOTEPIIETh, YEM IIOTEPSATH BCE ACHBIM HA KAPTE,

- JJae eCI TMECEMO MM COOOIIEHKE CO CCBUTKOM IIPHUIITIO OT JTY4ILIETO
apyra, BCE€ pPaBHO HYXHO IIOMHHUTE, YTO €TI0 TOXE MOTJIH 06M3HYTB I
B3ntoMars. [losToMy BeauTe cebs HE MEHee OCTOPOXKHO, HeM TIpU obpalleHnH
CO CCHIIKAMH, TIPUIIEAIIAMHU U3 HEU3BECTHOTO HCTOYHUKA.



CrenoBaTeNny IPU3BIBAIOT I'PaXKIaH K MPOSBIEHUIO 6MTETLHOCTH 1
ocmotputensroctu! Ilomenutech HaHHOH uHpopManued CO CBOHUMH
IPY3bSIMHU, POJHBIMU U OIU3KUMH.

Cnencreennoe ynpasinenne YCK no Bure6ekoi obmactu



