KAK HE CTATb YXEPTBOW
UHTEPHET-MOLLEHHUKOB
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KAK HE CTATb XEPTBOM
OULLNHITA

@uwwuHr (aum. phishing o fishing "pbibHan noenA, BelyXMBaHUE") - BU MHTEPHET-MOLLEHHUYECTBA
ONA NoNyYeHuA AOCTYNA K KoHPMOEHUMANbHBIM OaHHLIM MONb30BaTENein - NOrMHaM U NaponaM. 310
OOCTUraeTcA NyTeM NPoBeAeHUA MaCCOBbIX PACChINOK INEKTPOHHBIX NMCEM OT UMEHW MOMNYNAPHBIX
6peHOoB, a TaKKe NYHLIX COOBLLEHWIA BHYTPW Pa3NNYHLIX CEPBUCOB, HanNpWUMep OT UMeHN 6aHKOB WK
BHYTPW COLMAnNbHLIX CETEN.
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Oare ecqiv NMCbMo MNn oBHapyHUB QULLMHIOBYH He 3axoduTe B
COO6LLEHWNE CO CChINIKOM onepauwio, HeobxoauMo OHNaiH-baHKn 1 ToMy
MPULLINO OT Nydllero gpyra, CO06LWMTL O Hell B BaHK nonobHble cepeuChl Yepes
BCE PaBHO HY)HO NMOMHWTB, (ecnv NUCBEMO NPULLNO OT OTHpbITEIe Wi-Fi-ceTv B Kade
YTO ero TOHe MoK UMeHU pUHaHCoBOro Wnu Ha ynuue. Jydwe
06MaHyTh WK B3NIOMaTh. YYpPEHOEHUR) MK B BOCMONb30BaTLCA
MosTomy BeauTe ceba He CNy6Y NnoaaepKu MOBMABHEIM MHTEPHETOM MNK
MeHee OCTOPOMHO, YeM Npu coucetu (ecnu Takue NoTepneTsb, YeM NOTepATL
06palLLeHM CO CChINTKaMM, CChI/TKK PacChbIiNaeT KTo-To BCe AeHbMM Ha KapTe
NpyLLIeALWMMI U3 13 Nonb3oBarTene) 1 T.4.
HEeW3BeCTHOMO MCTOYHKA
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KAK HE CTATb YXEPTBOW
BULLUHIA

BuwuHr (ronocosoit ¢puwwmHr - voice fishing) - oauH u3 METOQOB MOLLEHHWYECTBA C MCMOMNb30BaHWEM
CDL[HEHI:HDIT"E HHHEHEDMA. 3HD‘{MI:!LIJJ1EHHI¢1HM, HCMNoONBL3YA TEﬂEdJEIHH‘,ﬂ-D HOMMYHWUKaLWIO U Mrpaf
onpegeneHHyto ponk (coTpyaHuKa 6aHKa, NoKkynaTens v T. A.), Noa pasHeIM1 NpeasoramMy BbIMaHWBAIOT Y
[epHaTeNa NNaTeHON KapTel KOHGUOSHUMaNEHYH MHGOPMaLMIo (ee peKBM3WTLI, HOMEP NacnopTa,
NIMYHBIA MOEHTUOUKALMOHHDBIM HOMEP, NOrMHbI, Naponu, CMC-Koabl) UK CTUMYNMPYIOT K COBEPLUEHWIO
onpeaeneHHbIX AeACTBMIA CO CBOMM KapTOYHLIM CHETOM/MNATEHHOM KapToN.
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Bam nossoHunu/npyrcnanu
CMC c Hem3eecTHOro HoMepa

Bam nosesoHunu/npucnanu
CMC "u3 baHKa" ¢

HeM3BecTHOro Homepa: BULLIMHI C Npocs60# 0 NOMOLLM

@ He ToponuTeck CnefoBaTb 6nu13KOMy YenoBery:
VHCTPYKLUMAM; He BnagawTe B NMaHuKy, He

@ He coobLyaiTe @® TOponuTECH
NepcoHanbHLe AaHHbIe npeanpYHAMaTL OercTBUA
HEM3BECTHLIM NLaM, Mo MHCTPYKLMAM
[are ecnv oHU HEW3BECTHLIX N0AeN;
npeacTaBnAwTCA 33alTe 3BOHALLEMY

COTPYOHMHaMKM BaHKa;
@® nposepbTe MHGOPMaLMIO,

BOMPOCHI IMHYHOMo
@ XapaKTepa, NoMoraiowme

MO3BOHWB B KOHTaKTHbIA OTMM4MTE 6/IM3KOMO BaM
LeHTp 6aHKa; YenoBeKa OT MOLLIEHHUKS;
@ HesaMeqMTeNLHO nog Nio6bIM MpeaoroM
obpatuTecs B nocTapalTeck NpepsaThb
MpPaBoOXpaHUTesNbHBIe @ HOHTaKT C cobeceH1KOM,
opraHsbl. MO3BOHWTE POAHLIM 1

y3HalTe, BCe NN Y HUX B
ropAaKe.

Bbi 3anogos3punuv MHTepHeT-NpoaaeUa B HE,HGG[JDCDBECTHDCTH:

HeobX04MMO OCTaBaTLCA 6AUTENBHLIM, He MPUHUMAaTE NOCNeLwHbIX pELIJE'HMﬁ M NpK
Nepebix He NoOO03peHUAX OTHA3aTECA OT NMORYNHKK,

HUKOrOa He nepeeoguTe eHer HeaHakoMelM NOAM B Ka4ecTee npegonnatkl.
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