HE HAL10:

... OTKPbIBATb BJIOMXXEHUA
NoOYTOBbLIX COOBLLEHUIA
OT HEU3BECTHbIX
OTNPABUTENEN

.- MEPEXOAUTL NO
CCbIJIKAM. NOJIYYEHHbLIM
OT HEU3BECTHbIX

.- XPAHUTb U
NEPEOABATDL B OTKPLITOM
BUILE BAMHbIE NIAHHbIE
(SBAAPXUBUPYUTE UX U
YCTAHOBUTE MAPOJIb)

... MPU PETUCTPALIAA
ALLUKA YKA3BIBATb
BUOI PAOUYECKUE
NAHHBIE. UCNOJIb30BATb
NPOCTLIE NAPOJIA U
NMOBTOPAIOLLUECAH
CUMBOJIbl

BHUMAHUE!
ENUHCTBEHHbIA HANEMHbIA CNOCO6 SALLUTDI
- 3T0 BALWIA BAIUTEJIbHOCTb!

I NIABHOE YINPABNEHWE 10 NPOTUBOAEUCTBUH KUBEPITPECTYITHOCTU KM MBJ1 bEJIAPYCU




KaK He cTaTb *epTBOWN KMbepnpecTynHUKa.

3ALLMUTA BAHKOBCKOU KAPTOUYKU

OcHoBHble npaBuna MHGopMaLMOHHOM 6e30MacHOCTU No 3awuTe
6aHKOBCKOWM KapTO4KM:

He pekoMeHpyeTca

f XPaHWUTb B TailHe NMUH-KOof] KapThl
@ XpaHWUTb MUH-Kog BMecTe

NPUKpPbIBaThb J1a0OHbIO =
C HapTO‘-IHOVI/Ha KapTo4Ke
KnaBuaTtypy npu eeofe

NMUH-KoAda

A\

coobwatb CVV-Kog unu
odpopMnATL S ' OTNpaBNATb ero ¢oTo
OTAENbHYI0 i P o) NS

KapTy AnA ., & pacnpocTpaHATb JIMYHbIE
OHNaH-MOKYMOK AaHHble (HanpuMep
[EeHbr 3a4ncnaTb A nacropTHbIe), NoruH
TONbKO B pasMmepe 1 naponb A0oCTyrna K cucrteme
npennonaraeMoii NoKymnKu "UHTepHeT-6aHKUHr"

ncnone3osatb ycnyry 3-D Secure* n nuMuThl Ha @ coobLaTh AaHHbIE
MaKcKMarbHble CYMMbI OHNaH-onepaumn NoNyYeHHbIe B BUAe

CKpbITb CVV-Koa** Ha KapTe (Tpex3Ha4HbI HOMep Ha SMS-coo6LeHunit, ceaHcoBbie
o6paTHOW CTOpPOHe), NpeaBapUTeNIbHO COXPaHMB ero naponu***, Kog asTopu3auum,
naponu 3-D Secure

$

0
0

nogKounTb yenyry “SMS-onoselyeHve”

%
&
o

*Yenyaa 3-D Secure - dns nodmaepyKdeHUs oHAatH-nnamesxa deprameris KApMOoYKU 8800um ocobbiti Kod
(nony4aem e2o 8 cMc-coobujeHUU Ha mesiegoH).

** Kod CVV - nocnedHue 3 yugppel Homepa Ha obpamHoli cmopoHe niamexkHol Kapmel cnpasda Ha 6enol AuHuU,
npedHa3Ha4eHHoU dna nodnucu. Kod daem Bo3MOMHOCMb PacnopsHamMbCa Cpedcmaamu, HaXO0AUUMUCA Ha cHemy,
Pu3u4ecKu He KoHMaxkmupys ¢ Kapmod.

*** CeaHcosbIl Naposib - npedocmassiemca NpU 8xode 8 UHMepHem-baHKUHe, delicmaumesieH Jlulb 8 meYeHue
00HO020 N/IaMeHo20 ceaHca.

‘Vl, | Uctounnk: MB[] Benapycn.




2CeMNPHLIV
AdeHs
HeKYrPelHWA

mtmnmumt?

KadKOas ssiKYPel
curareTa oTiHW
JenoseKka ﬂ@] M



MOLUEHHWYECKAA CXEMA “YEJIOBEK I'IOCEPEJ],MHE;’:

UTUTE CBOK 3JIEKTPOHHYH) NO4TY!

ABHOEPABNERVEMOINPOTBONENCTBYI KiBEPTPECTYNHOCTI KM Ben.




KAK 3ALUTUTD MPEANPUATHE
0T KNBEPYTPO3

B 2048-2020 I'T NPEANPUATUAM INPUYHUHEH
YUIEPE HA CYMMY BOJIEE 2 MJTH. PYBJIER

OCHOBHBIE CXEMbI KUBEPNPECTYNHWKOB

D><]- A -><]

nonmeua PEKBH3INTOB
T ANA NepPesoa cpeacTs
Wudpposanne
KOMMEpPYeCKon

wHpopmauumn

1D APUNERAIHAR (XM PONOABTYETCA §
ANATRRBMEEX 1 YINSWHLX JEA0BLIX OTHOWEHUAX
GenopyConod upaat it 33pyGemmiro KoNTRIreHa,
. AKTAEN0 KONIIKTHYNT 0O INEKIPOsmDR
RUNCHMIMKH NOAYNNT ROCTYN X
08, FUICTEYOmAX B DEPEnNCE
OVNINI AN EIETCA XPYTHAR (AEAKD,
200 el npegnpuATIA (wain we
TPOsOR PONTH ¢ MAKCHMARMO
DORNNMM JAPECOM) XIX2PEE EIOMAINT (b0, B
KO0POM OT HMEHA LPAFYA YRLAOMAANT
BIPIHEPOB 00 HIMEHERAL DEXEASATON A2
PePLBOAI (PLACTs.

YaK2Ptd DOTYNSOT AOCTYR K
AINNBIM OPF I LIUMM,
NPESPIANT WX B
Gocommarntumi 1360 CLBON0s
KOLIIRAROT NCewd ¢
NPEATORERAEM PACASHOLITS
AINHNE 33 AewarY

KAK SALWLUTUTDBCA OT KUBEPYIPO3

<’

1Y)

NOMA3083TH(R
AKTYANLHLMMK
dHTREBHDY(IVA

BOCROAS308ATH(A
YENYTIAMH NPOYECCHONINGS
NO J3UpATe [3mMpx

PErYNAPIO BHNONKATS
pe3epenoe
KOMMPOBAHKE NAHNBIX

\7a%
>
oo
Ouwmnnrosoe
nUcLMO
Ha 2eex1ponmy nonty
YSPEXACHRA NProddnT o Ve
CAMONERLEM-BPEAMROCOM,
CROCOSMRAM NPLIPILIITH UCHNYO
AR KOMAINAA UHOOPAIUND &
Gecnone 3usit naBop CHMBORN0E,

HICTPOUTS (MRGAIALMOL
NpRrpavNHOe obecneas e,
OnoKupyO@Ee TIPrETHPOEI ML
ATAKA MY R POPMILPOHNDE
cucrens

[NABHOE YNPABJIEHME N0 NPOTMBOAEACTBIID KUBEPNPECTYNHOCTH KM MBLL PB




BE3OMNACHbIN WI-FI

PekoMeHavyeTcs:

OTKNIOYMTL Q6K focTyn K cBoen Touke Wi-Fi, naxe
ecnu y Bac 6e3NMMUTHLIN UHTEPHET;

MCnonb3oBaTh HageXHbIM Naponb ansa fgocrtyna K
cBoen Touke Wi-Fi;

BbIK/IQYATL aBTOMATU4YECKOE NMOAK/IIYEHNE CBOUX
YCTPOWUCTB K Toukam Wi-Fi.

BAXHO NOHUMATD,

YTO MHOIMe YSI3BMMOCTM B 3aLLUMTE BO3HUKAIOT U3-3a
ycTapeBLero no, no3ToMy obsi3atensHo
yCTaHOBUTE BCe nocnepgHue O6GHOBNEHUA AOns
cBoero HoyTbyka unu tenedoHa.

FNABHOE UNPABREHUE NO NPOTUBORENCTBUN KUBEPNPECTYNHOCTU KM MBA BEARPYCU




BlH{MIMIATHIW]E]{

BEPEIVUTE CBOW OEHbLI !

YYACTUINNCH CIYYAU XULLEHWA LEHET C BAHKOBCKWUX KAPT-CHETOB!

A l -

Ecnv Bam npuwino . H/ B KOeMm cnyyae
... B KOTOPOM rOBOpPUTCH
coobLeHme B p ; ' He nepexogute no
YyTO DaHKOBCKas kKapTa |
MeCCeHaxepe, 6 cebinke!
3abnokupoBsaHa, u
coLManbHbIX CETAX P HesameaonutensHo

o npeanaraeTca =
W No SJ1IEKTPOHHOU P 06paLLlaV|Ter B

a3brnokupoBathb ee
novTe... P P ' cnyx6y 6esonacHoCTU

nponas no CChIsIke... & kit

EcnvBbI'n

lnaexoe ynpasnexue no ucTBulO nus pccrynnoetu y
KPUMUHQIbHOU m}mu wu MBJ] PecnySnuxu Sompycb / A
i s



T T v
ADEPUCT MOXET ADEPUCT MOXET AM®EPUCT COOBLLIAET,
MO3BOHWTH M0 NnoBoaY NPEACTABUTLCA YTO POACTBEHHUK
TOBAPA HA TOPI0BOW BAHKOBCKWM PABOTHWKOM U JKEPTBbI MOMAN B BEAY
MIOLWALKE U BbIMAHUTb U EMY HYXXHA

MPEANOXWTb CAEJIKY C KOH®UAEHUWAJIBHBIE (MUHAHCOBAA MOMOLLb
MPEZIONMATON NAHHbIE

& 0
T 0

BULLIWHI" - cnocos MOLLEHHWYECTBA C NOMOLLbH TENEMOHA, KOI A MOLIEHHKMK Nofa
PA3JIMYHBIM MPEJ10r OM NbITAETCA BbIMAHUTL NEPCOHATIbHYH UHDOPMALLNID XXEPTBbI
1A NOCNEAYHLLEN0 XWULLEHWA OEHET C EE BAHKOBCKOI0 CYETA

- HUKOT [1A HE COOBLLAWTE - HAIEXXHO BALLIVLLAVTE CBOW

HESHAKOMOMY CBOW [AHHBIE (ABYX®AKTOPHAA
[TEPCOHAJIbHBIE [JAHHbIE . ABTOPU3ALINA.

j CMC-OMOBELLIEHWE , W T.0)
- HE TOPOMNWTECD BbIMOJTHATD
10, 4T0.0T BAC NPOCKT

COBECEHUK. MOLLEHHVKW - B CJIYHAE YTEPU I/|ﬂvl/| KPAXW
0YEHb N30BPETATE/TbHbI KAPTbl 3ABJIOKWPYWTE EE 110

YBEINTE/IbHb! TENEDOHY WK B BAHKE

FY/KEKM RECNY.BIINKW BEINARY.Cb



bbiTb XAKEPOM:
He pa3B/ieYyeHue, a npecTynneHue!

Vron0BHas 0TBETCTBEHHOCTDb 3a KMﬁBpI’IpECTVI'IﬂBHMSI HaCTyMaer:

Cr 212YK b c 14 Cr 349 VKb c 16
atbAl 212 YK benapycu nert artbfl YK benapycu net
XuueHue nyTeM HenoIb30BaHWs HecaHKUMOHNPOBaHHbIH AOCTYN K )
KOMMNbIOTEPHOW TEXHUKW UM BBEJCHNS B KOMMNbIOTEPHOW WH(OPMALLAK, COBEPLLICHHbIA
KOMMbIOTEPHYI0 CUCTEMY JI0XHOW MHDOPMaLK U3 KOPBICTHOA WM MHOW IWYHOM
= HaKa3bIBaeTCA BNIOTh /10 JIMLLIEHUA CBODOABI Ha “ 3aMHTEPECcOBAHHOCTH, /MO0 FpyNNow NuL, no
CPOK A0 3 ner. npejBapuTe/IbHOMY CT0BOPY, HaKa3bIBaeTcs

BIJIOTH 0 JINIEHUS CB0BOABI Ha CPOK
Te Xe JeicTBus, COBEpLLIEHHbIE MOBTOPHO WK 110 2 ner.
([ JPS IPYNMNoN JINL, N0 NpeABapUTeIbHOMY
CrOBOPY, HaKa3bIBAKTCA MLIEHUEM CBO6O/bI Ha
CPOK /10 5 ner.
ol 3a HECAHKLVMOHMPOBAHHbIA JOCTYN K

Ecv xuiienue KpynHoe, T0 NpeAycMoTpeHo KOMMbIOTEPHO I MHGOPMaLLMK, MOBAEKLLKA N0
l.l HaKa3aHve B BAe IMLIEHUs CBOBOZbI Ha CPOK HEOCTOPOXHOCTY KPYLIGHUE, aBapHI,

n0 7 ner. &‘ _ KatacTpody, HECYacTHbIe CYYau C JIHABMM,

M OTpULATeNbHbIe M3MEHEHMS B OKPYXatolleH

e o 3a XuiLieHve, COBEPLIEHHOE OPraHH30BaHHOM CPe/e WK MHble TAKKUE NOCJIeCTBYS,
- FPYNNoW Win B 0c060 KPYNHOM pa3mepe, FPO3UT HaKa3aHUe BMOTh A0 JINLIEHHS
a (s rpo3uT 210 12 J1eT NveHus cBo6obl. cB00O/b! Ha CPOK 10 / JieT.

YnpaBnexue uHpopmauum n obuiectBeHHbIx cBasei MBJ], Pecny6nuku benapych



BHUMAHVENOTKREITEIMAWIREI

YI'PO3A

JUIA BNIALRESIBLIEB Wi-FI:

= 3I0YMbILWNEHHUK MOXXET BHEAPUTDL
BPEQIOHOCHBIE NPOrPAMMbI HA BALLE
YCTPOACTBO YEPES OTKPLITOE
Wi-FI-COEQAWHEHUE

- BAll TPA®WUK MOXKET bblTb NEPEXBAYEH
SNOYMBILNEHHAKOM, BKNIOYAR
NEPCOHANBHLIE NAHHLIE, PEKBUSUTLI KAPT, U
T.4.

- BALll KOMNbIOTEP MOXKET BbiTb NOAKNIOMEN K
BOT-CETW, OCYLLECTBNAIOWER DDOS-ATAKW,
YTO MOXKET NOBNEYDL YIONOBHYIO
OTBETCTBEHHOCTDL

YI1PAB

YIPOSA |

JUTA NONb3OBATENERA

- BBOAAUMbIE BAMW NEPCOHANBHLIE 1IAHHBIE
MOryT BbiTb NEPEXBA4EHbLI XAKEPOM
(MNATEXHAR UHOOPMALIUA, PEBUSHUTDI,
KOHTAKTbI HA TENE®DOHE, NAPONW)

= SNIOYMbBILNEHHUK MOXET NONYYUTH
A0CTYN K BAWWAM NEPCOHAJIbHBIM NAHHbLIM,
®0T0-BUAEOD, XPAHALLUMCA HA YCTPORCTBE,
UT.A.

= SNOYMbILNEHHWUK MOXKET B3/IOMATDL BALLK
NPOrPAMMbI U COLMANIBHLIE CETH,
COBEPLLAA SATEM PASNIUYHLIE NEACTBUA OT
BALWIEI0 UMEHK

1ENCTBUIOIKUBERIIE

M

AHATIbHOWIMWJIV

E{N0]MPOTHE

B [1{PECTYBIINKH]




BHUMAHWNEROMACHOCTb!
BRENOHOCHDIEJPACLINBEHVS BPAY3EROB!

4TOIYMEIOT \ENATD|BUPY.CHBIE PACIIMPEHUR?

~—r




KAK CHUNONARALOT B BA

]

(AKX BPAY3ERAX GHUIYCT!




KAK SALTUTBLCA OT “BF

5

IBABAEHVESN 0NN BOTBOAEVETE
NMHOETAIEMIMBOYBEENSEANHALE




He oTKpbiBaTb BNOXXeHua ot
HEen3BeCTHbIX NCTOYHUKOB

He ocTtaBnaTb B KOMMblOTEPE
nogxkn4veHHbIM USB-KnoY

He ncnonb3oBaTtb cny»kebHble e-mail
B NINYHbIX LIensax

CBoeBpeMeHHO 06HoBNATH MO,

aHTMBUPYC, 6pay3epbl 1 T.4.




OULLAHI: KAK SALLIWILIUTD
CBOW BAHKOBCKWWA CYET

HWKOI A HE MNMEPEXOOWTE MO HESHAKOMbIM CCbUIKAM,

NPUCJIAHHbIM BAM B MECCEHO>KEPAX, IO 3J1.NMOYTE, B SMS-COOBLLEHNA
[pu3Hakm ABHOro
MOLUEHHNYeCTBa

MoTeHLManbHbIl MOKynatenb Ballero
TOBapa npepnaraer ‘
0TKa3blIBaACb 06lllaTbCﬂ

Ha TOpI’OBOM Nnotajke.

Hanonee kpynHble nAOLAZKH ANA 3aLIHTBI (BOHX
nonb30Barenei 0rpaHHYHBAIOT GYHKLIMK OTNPABKM CCHINOK

Heu3gecTHblil B MecceHfxepe

'NPUCHINAET CChiTKY

nepexo/a Ha wi
NoA NPeANoroM KOHTpona KapT cqua,
NpocmoTpa 6anakca Unut npoBepKu
COCTOAHMA ONNarbl,

He3HakoMelj npegnaraet nepefatb ey
NOMHbie aHHble BalLieii 6aHKOBCKOIA

Kaprbl, BKtoyas CVV-kog nubo norvH
| 1 Naponb OT BalLlero UHTEPHET-0aHKWHra,

B-BY

(© COBMECTHAA MHOOrPAGUKA: ey




