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DNEeKTPOHHBIE CEPBHUCHI, WHTEPHET-OAHKUHI, ynajieHHas paboTa u
yueba, OHJIAWH-PETrUCTpallii, UHTEPHET-Mara3uHbl U MapKeTIUIINChl — BCe
3TO HACTOJIBKO MPOYHO BOLLJIO B HAIly MTOBCEAHEBHOCTh, YTO MHOTAA TPYIHO
MOBEPUTh, KaK XKUJIU O€3 3TOro panplie. Yem OoJbIlIe TOTpy)KaemMcsi B MU
UH(POPMAITMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJOTUU (daree — HMKT), TeMm
OOJIbIIIE CTAHOBUMCS ysI3BUMEE.

KubepaTtaku Ha HH)OPMALMOHHYIO CTPYKTYPY — 3TO OJIHA U3 CAMbBIX
3HAQUUTEJbHBIX M TOCTOSHHO  pacTylIMX Yrpo3 i rjao0anbHON
oesonacHoctnu B XXI| Beke. Ha ¢one BceoOmeld uudpoBuzanum 3ta
npoOjemMa HE MPOCTO HApacTaeT, a HBOJIONUOHUPYET, HAa 4YTO BIUSET
IIIUPOKOE UCIIOJIb30BAHNE UCKYCCTBEHHOI'O UHTEIIEKTA (Oanee — ), Tak KaK
3MIOYMBIIIJICHHUKA HAYMHAIOT MCMHOJB30BaTh €ro g Cco3JaHusi Oojee
U30LIPEHHBIX BPEJOHOCHBIX IPOrpaMM, aBTOMATHU3alMUU aTaK M aHalIu3a
YSI3BUMOCTEM.

KubGeparaku npeBpaTuinch U3 Npo0sieMbl TEXHUUECKUX CHEIHAINCTOB
B OJHY M3 IVIABHBIX CTPATErMYECKUX yIrpO3 HALMOHAJIBHOM, YKOHOMUYECKON
1 00IIIECTBEHHOM 0€301aCHOCTH JIF0OO0M CTPaHBI.



Ilo pesynbraTaM HCCIEHOBaHMs, INPOBEACHHOIO B IMPOLLIOM TOAY,
benmapyce maxonurces Ha 3-M mecte B pertunre crpan CHI', kotopeie vaie
BCEro MOJIBEpraroTcsi Kubeparakam.

Kaxxnas nsatas ataka B benapycu nMpuxoauTcs Ha roccekrop (22%). Ha
BTOPOM MecTe — cdepa NMpoMbIILIEHHOCTH (14%), a Ha TpeTbel CTPOUKE —
dunancoBas otpaciab (11%). MHOro arak Tak)Ke HaIlCJICHbI Ha CEKTOp
TEJIEeKOMMYHUKALINH, cepbl Hayku U oOpazoBanus (8%).

Kaxnas  Bropas  kubeparaka (57%) OpuBOAUT K  yTEUKe
KOHQUICHIMAIBbHBIX  JaHHBIX. Pexe OHM  HapylmaloT  OCHOBHYIO
nestenbHOCTh (16%) mnu HecyT mpsiMble uHaHCOBBIE moTepu (8%). boiee
IIOJIOBUHBI YKPAJCHHBIX CBEICHUN COCTABISIOT IEPCOHANBHBIC JAaHHBIE U
KOMMEpUYECKasl TailHa. AKTyaJbHOM MPOOJEMOM OCTaeTCs Kpaxa JICHET C
OAHKOBCKHMX KapTOUYEK U 3JIEKTPOHHBIX KOLIEIHKOB.

Cnaiin 2.

POCT KMBEPATAK B BEJIAPYCU

[l Nozuuus Benapycu: 3-e mecto & CHE no
KONM4ECTBY knbepatar

. OCHOBHbIE LENKM ATAK:
foccexrop — 22%
Mpombiwnennocrs — 14%
DuHancel - 11%

B NOCNEACTBMA:

Yreuxa ganHbix — 57% cnyvaes

Hapywenne paborel — 16%
Dunancosbie norepu — 8%

CormacHo ganHeiM 3a 2024 TOM, HamIa pecmyOMKa IO YPOBHIO
kubepoe3onacHocTu 3aHssa 70-e mecro u3 166 crpan B peittunre NSCI
(National Cyber Security Index, Hayuonanvnwviti unoexc xubepbezonacHocmu),
yCTynuB 1o 3ToMy uHAEKcY cpenu crpan CHI' mume Mongose,
Azepbaitmkany u Poccun.

PocT U ycJ10:KHEeHHe METOA0B KHOepyrpo3 TpedyIoT onepekaruero
U KOMILIEKCHOTO pearupoBaHus.

B Benapycu npuHAT psii CUCTEMHBIX Mep, U 00pbba ¢ kubepyrpo3zamu
BEJIETCSI Ha HECKOJbKUX YPOBHSX. Tak, Ha rocyJapCTBEeHHOM YPOBHeE
VYkazom IIpesunenta Pecnyonuku benapycs Ne 40 «O xubepbe3onacHOCTH
peanusyercs KOMILJIEKCHBIHT MHOI'OYPOBHEBbIi MEXaHHU3M
NMPOTUBOACHCTBUA KHOepaTakaM HAa TOCYJIApCTBEHHBbIE OpraHbl U
OpraHu3alii, KpUTHYECKyr0 HH(OpMalMoHHyI0 HHpacTpykTypy. Co3nan



HannonanbsHblil 1eHTp oOecrieueHusi KuOepOe30MacHOCTU U pearupoBaHUs
Ha KUOCPUHIIMACHTHI (Oanee — Hayuonanohuvlii yenmp Kubepbe3onacHocmiu).
Hanaxxeno Mex1yHapoaHOE COTPYTHUYECTBO B 3TOM cepe.

Co3manbl  HEOOXOJUMMBIE  TPABOBbIE  YCJIOBUS  JUISL  3aIlUThI
NEPCOHANIbHBIX JAHHBIX M 0€30MaCHOCTU JIMYHOCTH U OOLIECTBA NIPH HUX
ucrnosib3oBanuu. 3akoH Pecny6nuku benapych «O 3amuTe nepcoHaabHBIX
NaHHBIX», npuHATEIMN B 2021 romy, ycTaHaBIMBaeT TPaHULBI,
ONpENEA0INe, KaKyl0 HH(OpPMALMI0O O YEJIOBEKE MOXHO coOupaTh M
pacnpocTpaHsTb. Bmecte ¢ TeM, yTOOBI 3aluTa MEPCOHAIBHBIX JaHHBIX
ObU1a Mo-HacToAlEMY 3()PEKTUBHOM, HYX HBI OOILIKME YCUIUS — HE TOJBKO
rocyAapcTBa, HO U Ipak/iaH.

[IpoTUBOAEHUCTBUE OCYIIECTBISIETCA U HA KOPIOPATHUBHOM YPOBHE.
OpranuzauMd W TOPEeANpUATHS HWHBECTHPYIOT B KuOepOe30macHOCTh U
0o0y4eHHE COTPYAHUKOB.

Hnst 6oprOBI ¢ kubOepyrpo3aMu Ha MHAMBUAYAJIbHOM YPOBHeE
TpeOyeTcs MNOBbILIEHHE HU(PPOBOIl I'PAMOTHOCTU HACENEHUs, COOJIOJICHUE
AJIEMEHTAPHBIX MPaBUI HU(PPOBONA TUTUEHBI.

CoBpeMeHHbIe aCIIeKThI KH0ep0e30macHOCTH

Kubepnpectymienus TpaHCHAIIMOHAIbHBI, 3JI0YMBIIIUICHHUKHU
WCIIOJIB3YIOT AaHOHUMAM3EPHI (Cepsucsl, no3eosioujue CKpblms JuuHble 0aHHble
noavzoeamens u obecneyums AHOHUMHOCHbL 6 HHmepHeme) U HaxXoAgsATCA 3a
pyOEKOM, UTO KpailHe 3aTpyaHSET X 3aJeprKaHue.

ITo manneiM CrnenctBeHHoro komutera PecnyOonuku benapycs,
oTMeuaeTcs yxon 6oisee 80% BbeiMoraTeabcTB U 6osiee 90% MOIIIEHHUYECTRB B
«OHJIAH»-CXEMY, Y€MYy CHOCOOCTBYET B TOM YHCJI€ HHU3KUUA MPOIEHT
OCBEJIOMJICHHOCTH TpaxJaH O TMPECTYMHBbIX CXEMax, a TaK¥XKe pa3BUTHE
CITOCOOOB COBEPIIEHUS TAKUX XUIIEHUM.

Kaptuna pacnpoctpaHeHHbIX BUAOB KuOeprpecTyiieHuid B bemapycu
MOBTOPSIET TJIOOAJIbHBIE TPEHIbI, HO C AKIIEHTOM Ha MECTHBIC IIJIATCKHBIC
CHUCTEMBI U MPUBBIYKU HACEJICHUS.

[lo JgaHHBIM  TJABHOTO  yOpaBICHHUS 1O  MPOTUBOJECHCTBUIO
KHOEPIPECTYIMHOCTH KPUMHUHAILHOW MIIMIIMM MUHHUCTEPCTBA BHYTPCHHHUX
nen Pecnybnmuku benapych, 3a 9 MecsieB Tekyniero rojga B bemapycu 1o
CPaBHEHUIO C aHAJIOTUYHBIM TMEPUOJIOM MPOLLJIOTO Toja KOJUYECTBO
KUOEpIPECTYIUIEHU CHU3UIOCh Toutu Ha 11% (3a 9 mecayes 2025 200a
3apesucmpuposaro donee 13 moic. cnyuaes (13 420), mpemov uz komopuwix (4 121)
— 6 2.Muncke).

ITo cratuctuke sKeHIUHBbI (65%) yaile BCEro CTAHOBATCS KEPTBAMHU
MOIIIEHHUKOB, KOTOPBbI€ BBIMAHUBAIOT JICHBI'M IIYTEM TICUXOJOTHYECKUX
MaHUTYJSIUH 1o Tenedony (77,9%), Kymn-mpoaaku TOBAPOB M OKa3aHUS
ycnyr (65,6%), OmarorBoputenbHocTu (100%). Myskuunbl (84,8%), kak



IIpaBUIIo, CTaHOBATCsA KEpTBAMHU MOIICHHHNYCCTBA, CBJ3aHHOTI'O C
HCIIOJb30BAHUEM CAMTOB 3HAKOMCTB.

Cmaiin 3.

MOPTPET XXEPTBbl MOLUEHHUYECTBA

R & HeHwmHb
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s L i TeneoHHBIe MOWEHHNKK — 77,9%
> Y ) | OmaH B chepe yoryr — 65,6%

MyW4mnHbl
MOILEHHUHECTBO HA CaWTax 3HakomeTe — 84 8%
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nosywwn (46,2%)

Cnpagouno:

Bospacmmuuie cpynnot nomepneguiux:

a00u cmapuie 50 n1em yawe cmano8AMCcs Hcepmeamu mene@doHHbIX
MOULEHHUYECMS, obmana, 0osepuusocmu, Je2eH0 0  nomouwu
POOCMBEHHUKAM,

Mo100ex#ch 00 30 n1em ysa36uma om MOULEHHUYECKUX OUCMAHYUOHHBIX
coenok ¢ Heosudxcumocmovio (56,3%), ncesdo-unsecmuyuti 8 «OUpHCU» U
«posviepviuiel unu akyuiy (65,4%);

auua cpeonezo eo3pacma (3049 nem) — naubonee maccosas epynna
cpeou  nomepnesuwiux om  HUKT-mowennuwecmsea ¢  3axiroueHuem
2PAaAHCOAHCKO-NPABo8biX 002080pos (33,1%).

be3pabomnvie u Heyuawuecs yawe nonaoaromecs 8
uHgecmMuyuoHHwle 108yuiKu (46,2%), umo moosicem 66imb C88A3AHO C NOUCKOM
UMU UCTOYHUKOB 00X00a WU Y8lledeHUeM aA3apmMHbIMU CXeEMAMU.

ITo cmocobam coBepiieHUs] MOIIEHHUYECTBA Yallle BCETO MPOUCXOIAT
OT MMEHHM JOJKHOCTHBIX Jul (28,2%). Adepuctsl mnpeacTaBIsSIOTCS
COTPYAHUKAMH TPABOOXPAHUTEIbHBIX OpraHoB (MB/], CK, /[®P, KIF) u
paboTHMKaMU OaHKOBCKUX OpraHu3aiuid. MOIIEHHUKH CTald 3BOHHUThH OT
UMCHH PaO0OTHUKOB CIY)KO rasza, BOJOKaHaIa, YHEPTOHAI30pa, MOOMIBHBIX
ONEPATOPOB CBA3M TMOJ TMPEIJIOTOM OKOHYaHWA CpOKa JOroBopa H
IpeuiaraloT JJisi ero mpojJieHus: cooOmuTh udpoBoi ko u3 cMmc. Ilocne
nmeperadyd  KoJa JKePTBE 3BOHUT  COOOIIHHUK MOIICHHHKA W YXKe
MPEJICTABISACTCS MIPABOOXPAHUTEIIEM, 3aIyTUBAET TEM, YTO YEJIOBEK Mepeaa
JVYHBIC JAHHBIE M HA €ro uMs OyayT o(OpMIIEHBI KpEeIuThl. A 4TOOBI HX
n30exath npeiaraeT ohpOpMHUTh BCTPEUHBIC KPEIUTHI M MOJYYSHHBIC IEHBI'U
MEPEBECTH Ha yKa3aHHBINA CUeT Uik OAHKOBCKYIO KapTy.

IIpu cxeme oOmMaHa oT wuMeHM pykoBoautener (Fake boss)



(yupesicOenuii  00pazoeanus, 30PABOOXPAHEHUs,  K)YIbMYpbl, NpPeOnpusmuii)
MOIIEHHUKH 3aITyTUBAIOT MOJ03PEHNEM B (PUHAHCUPOBAHUU IKCTPEMUCTCKOM
NEATEIIbHOCTH, TTPOBEJICHHEM OOBICKA U U3bSITHEM JICHET, TaK)Ke MpeIJiararT
JaHHBIM (akT Jaep)kaTh B TalHE M IMOOOIIATHCA C  OMNPEICICHHBIM
COTPYIHHUKOM IPABOOXPAHUTCIBHBIX OPraHOB, KOTOPBIA SIKOOBI IS
COXPaHEHHUs JEHEXKHBIX CPEJICTB MPEIAracT «BPEMEHHO» MEPEBECTU JAEHBIU
Ha 3alllUIIeHHBINA CYET.

B TenedonnoM pasroBope He HOBEPSUTE HE3HAKOMBIM JIUIAM, KEM Obl
OHHU HE MPEACTABUINCH, €CIIU BbI HE KJAETE TAKOTO 3BOHKA.

Tperp momeHHuuecTB (27,6%) coBeplIaeTCs MO BHUIOM MMPOJAANKH
ToBapoB B cerd Instagram wiaum Telegram (uawe 6ceco mowennuxu
((I’lpOdCllOl’l’l» asmosanyacmiu, caooevie Kaueiu, HOB0200HUE eju, Mopenpobykmbz u
opyeue  mogapvl).  3JIOYMBIIUICHHUKH  NOPEAIAraloT  MOTCHIUAIbHBIM
MOKYIIaTeIIIM TIePEBECTH MPEAOIIIaTy 3a TOBap M OOCIIAIOT €ro BBICIATH IO
MOYTE WM KypbEepOM, IMOCJIE 4Yero OOIIEHHE MPEKpaIlaeTcs, U «KIUCHT
OCTAETCSI HUA C YEM.

Cnpagouno:

Takorce naubonee pacnpocmpanentvie NpecmynHble CXembl:

360HKU om umenu oaunka, compyonuxa MBJ], KI'b u wunvix
20CY0apCmeenHplX 0p2an08, K020a MOUWEHHUK, UCHONb3YS MEXHOI02UIO
NnOOMeHbl HOMepA, 360HUM C HOMepPd, NOX0HCe20 HA OQPUUUATIbHBIL HOMED
bauka u coobwaem o «nOOO3PUMENbHOU ONEPayUU» ¢ Kapmou, «OJI0KUposKe
cuema» UNU «NONbIMKE 6310MA», A OAd «3aAWUmMbly ULU «OMMEHbI
onepayuuy npocum coodowumo CVV-xo0, daumnvie uz SMS-coobwenus c
KOOOM NOOMBepIHCOeHUs, NaApoib U3 UHMepHem-OaAHKUHea Uiu nepesecmu
OeHbeu Ha «Oe30nacHvlily (Ha camom oOelle NOOKOHMPOJIbHbIU MOULEHHUKY)
cuem,

¢dumunzosevie SMS-cooduwenua u nucoma, xozoa npuxooum SMS-
coobweHue unu 2J1eKmMpOHHOe NUCbMO C COooOujeHuem o «OloKUposke
Kapmosly, «npobieMe C HALO20MY», «8blucpvlule 8 Jlomepeey, Komopoe
cooepaicum CColIKy Ha QUUUH208bLI UHMepHem-pecypC (caim — KIOH),
KOMOpblll  8bl2IAA0UM  KAK  OQUYUANbHBILL  UHMepHem-pecypc  0auKa,
HAI02060U UHCNEKYUU UIU OpPy2020 20CYOAPCMBEHHO20 Op2aHa, 20e
mpebyemcs 66ecmu J102UH, NApo/b, OAHHblE NIAMEHCHLIX CPeoCms, Nocje
8800a KOMOPBIX COBEPUIACTCS XULEeHUe;

MOUIEHHUYECMEA 8 COUUATbHBIX CemaAX U meccenoxcepax («Vibery,
«WhatsApp», «Telegramy), ko20a 310yMblulIeHHUK 831AMbIBAEN, AKKAYHM 8
coycemu unu cozoaem ¢YelKosvil, NOXOJHCUU HA He2o, nuuiem ONUKUM
POOCMBEHHUKAM OM UMEHU 61a0elbyd aKKAYHMA, 4mMoO CPOYHO HYHCHbL
0eHbeU HA «O0YeHb 8adCHOe 0el0» (NONAll 8 CIONCHYIO CUmyayuio, NOnau 8
HTII u 0p.), npocsi HUKOMY He 360HUMDb, TUOO AHALOSUYHASL NPedblOyujell
cxema, Ko2oa MUULEHbIO CIMAHOBAMCS OPY3bsl, A MOUEHHUK OM UMEeHU Opyea
nuwiem, Ymo 3acmpsil 3a cpasuyel, y He20 YKpauu OeHbeU/00KyMeHmbl, U
npocum cpo4Ho nepesecmu cpeocmed;

¢heiikosvle unmepHem-maza3unbl, K020a co30aenmcs KPacusblii caum-
OOHOCMPAHUYHUK UMW 2PYNNA 8 COYUAIbHOU cemu (3adyacmyro 8
«HUucmaepamy»), ¢ 02pOMHBIMU CKUOKAMU HA AKMYAIbHBIU ) HACENeHUs
moseap (mexuuxa «Apple», caodosas mebenb, Hady8Hble Oaccelinbl,
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bpenoosas odedxcoa u Op.), a nocie npedoniamvl Mmosap He Npuxooum, d
caum umu 2pynnel  ucyesaiom, Jaub0 CcooOweHus Jcepmevl  Odajee
UCHOPUPYIOMCSL,

MOUIEHHUYECMBA HOO BUOOM 20CYOAPCHIBEHHBIX OP2AHO08, K020d
Jcepmee nocmynaem 360HOK OM UMEHU «cyobuy, «compyonuxa MBJ[»,
«HAL02060UY ¢ MpedosaHUeM CPOUHO ONAAMUMb HEeKUl (OUKMUBHbIL 002,
WmMpacgh unu NOWIUHY, Yepoxcas apecmom C4emos Uiy Opyeum HaKazaHuem,
npocsam YCMAaHO8UMb NPULONCEHUe O YOANeHH020 00Cmyna (Hanpumep,
«AnyDesky unu «TeamViewery) 015 «npogepku cyemayn, 4mo oaem um
HOJHBIL KOHMPOJIb HAO YCMPOUCIEOM NOMEPNEBUIELO,

¢unancosvlie nupamuosl u UHEECMUUUOHHbIE MOUIEHHUYECMEd,
maxkue KAk — NPeONoNCeHUs.  «B8bICOKOOOXOOHBIX — UHBECMUYULY 8
KpUnmoeauomy, Oupxicu uiu cmapmanvl ¢ 2apaHmupo8aHHbIM GblCOKUM
ooxooom. Ilpu smom Ha nepsom smane Mmoz2ym 0adxce GbINAAYUBAMD
HebobuUe NPOYEeHMbL, Ymodbl nomepnesuiull 8Hec euje DOIbULe OCHENHCHBIX
cpedcma u npusei pPOOCMEEeHHUKO8, Opy3ell U 3HAKOMbIX, NOCIe 4e20 NPOeKm
3aKpbl6aemcs, a OeHedlcHble CPeOCmB8a NOXULWAOMCSL,

8bIMO2AMENbCME0 HA UHMUMHOU noYee («ceKxcmopuieny), Koz2od
MOUWEHHUK Yepe3 CoYcemu 3HAKOMUMCS C JCePmaEoll, GMupaemcs 6 0osepue,
CKJIOHsem K 00ujenuio 6 gudeouame UHMUMHO20 XapaKkmepa uiu K OmnpasKe
OMKPOBEHHBIX (hOMO, 3anucvléaem Uoeo Ulu 0eiaem CKPUHWOmul, a 3amem
wanmasicupyem.

OnaceHusi BBI3BIBAIOT HaOWparoIue OO0OpPOTH BbIMOraTeJbCTBA
(526 cnyuaes) ¢ wucHoib30BaHUEM WHGOPMAITMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTUI: MOTEPHEBIINX MMOJ PA3IUYHBIMU MPEIIOraMu BBIHYXAAIOT Ha
anuHbIX ycTpoiictBax [Phone BoiiTu He B cBOIO ydeTHyro 3anuck. llocie
Bxoaa [IPhone GmokupyeTcs Kak MOXUIICHHBIM U CTAHOBUTCS HE TIPUTOTHBIM.
JI1s1 pa30IOKUPOBKY 3JIOYMBIIIICHHUKH TPEOYIOT BBIKYTI.

[ToaTOMYy HU B KOEM Cily4yae HeJib3sl BXOAUTH HA CBOEM YCTPOIiCTBE B
YyKYH0 YYETHYIO 3allMCh, BIaJIeNIC] yYETHOM 3aliCcCh MOXKET 3a0JI0KUpOBATh
YCTPOUCTBO.

Cnaiin 4.

BUAbI KUBEPNPECTYNNEHUMA,
COBEPLUAEMDBIE B CTPAHE

- 3B0HKK OT umeHu Banka, coTpyaHusa MBA, KI6 u
MHBX FOCYARPCTBEHHBX OPTaHOB

PrwmHrosse SMS-coobueHun u nucema

MOWEHHUYECTES B COUMINLHLIX CETRX M
MeCcCeHpsepax

MOWEHHUYeCcTBa NpuW ounaﬁu-nouynuax H3
NNCWAARaX NO NPOA3NEe TOBapoB

g
i
@ DeRROBLIE MHTEPHET-MAraIuHN
&)

MOLWEHHUYECTEA MO BUAOM rOCYA3 PCTBEHHBIX
Opravos

rbuuaucoeue nUpaMmuan 1 MHBECTULUMOHHDE
MOWEeHHWYecTea

BHMOr3TENDCTEO H3 MHTUMHONW NOYEE




CremyeT OTMETHTD, YTO (PUIIUHT 1 MOIIEHHUYECTBO ¢ 0AaHKOBCKUMM
KApTaMM SBJISIOTCS CaMOW MacCOBOM KaTeropue KMOEepMOIIEHHUYECTBA B
Pecnybnuke bemapycs.

[Ipu >TOM Hapsiy C JIaHHBIMU MPECTYNMHBIMU CXEMaMU MOIICHHUKU
AKTUBHO HCHOJIB3YIOT M Takod METOJl (UIIMHra, TMpU KOTOPOM
KOH(pUIEHIIMAIbHBIE  JaHHbIE  OCJIOPYCCKUX  TpaKJaH  JTOOBIBAIOTCS
3JIOYMBIIIUICHHUKAMU  MOCPEJICTBOM  TeJIe(OHHBIX 3BOHKOB. ITOT BUJ
MOIIEHHUYECTBA HA3BIBACTCS «BUIIIHHI).

Crnaiig 5. Buaeopouk.
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Cnpagouno:

Buwunz — smo ycmuas pasznosuoHocms @uuiunea, npu KOmopou
3NOYMBIUAEHHUKU NOCPEOCME0OM MeNeq)OHHOU C8A3U, UCNONb3Y NpUembl,
MemoObl U MEXHON0SUU NCUXOTI02UYECKO20 MAHUNYIUPOBAHUS, NOO PASHLIMU
npeonoeamu, UCKYCHO Uepas onpeoesieHHyI0 poib (KaK npasuio, COmpyoHuKa
OaHKa, MmexHuuecko2o chneyuamucma u m.0.), GbIHYHCOAIOM YeloBeKd
coooWUMb UM C80U KOHPUOEHYUAIbHble OAHKOBCKUE UNU NEePCOHANbHbIE
OauHble TUOO0 CIMUMYAUPYIOM K COBEPULEHUIO ONPEOeleHHbIX OelCmEUll co
CBOUM DAHKOBCKUM CYEMOM UIU OAHKOBCKOU Kapmoll.

[Io wmepe pa3BuTHS HH(POPMAUMOHHO- KOMMYHHMKAIMOHHBIX
TEXHOJIOTUH BO3PACTAlOT M BO3MOKHOCTH KHOepNpecTyNHUKOB.
HekoTopbie MOILIEHHUYECKHE CXEMbl MOJYYMUIIM HOBYIO KM3Hb Ojarojaps
UCKYCCTBEHHOMY MHTEJUICKTY.

Pacrer KoaM4ecTBO cCilydaeB MOIIEHHUYECTBA C HCIOJb30BaHUEM
TexHosioruu Deepfakes — 3To co3gaHHBIE MCKYCCTBEHHBIM HMHTEIIEKTOM
rOJIOCOBBIE COOOUIEHUSI U BUACO3BOHKM OT SAKOOBI KOJUIET, Apy3ed WU
POACTBEHHUKOB, KaK MPaBHUJIO, C MPOCHOOH O CPOYHOM JIEHEKHOM IEPEBOJIE U
Ap.

[Ipu BUACO3BOHKE cieayeT oOpaniaTh BHUMaHUE Ha TaKue JIeTalu, KakK
HEYETKOE WJIM CMa3aHHOE M300pa)K€HUE JIMIa TOBOPAILEro, OTCYTCTBUE WIIU
HEEeCTECTBEHHAs] MUMUKA JIUILIA.



[ToMHUTE, 9TO COTPYAHUKHA OAHKOB W MPaBOOXPAHUTEIHHBIX OPTaHOB
HE 3BOHST 4Yepe3 MECCEH/DKEPbhl C UCIOJb30BaHHEM BuUAEOCBs3U. Ilpwm
COBEPIIEHUHN [IEHEKHOT0 TMepeBOJa O] BJUSHHEM MOIIEHHUKOB
HEOO0XO0AUMO He3aMeJINTEJIHLHO 00PATHTHLCA B OPraHbl BHYTPEHHUX el
JUTSI COXpaHEHUS JIEHEKHBIX CPEACTB.

Jlaxke Korja MCKYCCTBEHHBIM HWHTEJUIEKT HCIIOJBb3YyeTCs BO 0OJjaro,
HY)XKHO OBITh OCTOPOXHBIM. EcCin paOOTHHK OpraHW3aldd JAyMaeT, YTo
3arpy3uT nokymeHT B 4aT GPT um oH Bce ObICTpO caemaer, TO 3TO MPSMOM
nyTh K yT€UKe KOH(MUICHIUAIbHBIX aHHBIX. JJOKYMEHTHI OTMpaBsITCS Ha
CEpBEPHI B JIPYrOM T'OCYJIapCTBE, W 3aKOHBI HAIIEW CTPaHBl y)K€ HE MOTYT
rapaHTHPOBATh X OE30MACHOCTb.

Cnaiin 6.

MCNOJIb3OBAHUE 74
WCKYCCTBEHHOIO UHTE/INEKTA ©

B Uenesoi duwmnr Ges owmnBoK:
NEPCOHANUIMPOBIHHBIE H TPAMMATHYECKH De3ynpedHble
Pacchinku, o6X0AALUME (MABHEIA MapKep yrpo3sl. |

B Mowennmuectso yepes Deepfake: !
reHepaUmMs BMALO M rON0C3 PYHOBOACTES ANA
CIHKUMOHUPOBIHUA HEIIKOHHBIX PUHAHCOBLIX ONEP]

B “H-6oTbl AnA COUMANBHOR HHMEHEPHM: \
BEJEHHE OCMBICTEHHBIX AMANOTOB ANA ablmauuaami}
KOHPMALHUMANEHOK MHPOPMIUMK. ] 5

Ilpe3unent benapycu A.I'.Jlykamenko, Boictynas Ha |l MuHckoit
MEXTYHAIIPOAHON KOH(MEPEHIMU 0 €Bpa3uiiCKOM OE€30MaHCOCTH, KaK OJHY
U3 KIFOUEBBIX 3a7a4 B I[€JIOM 0003HAYMI HEOOXOAMMOCTh MPUHATHS MEp B
00JIaCTH HMCKYCCTBEHHOro uHTeIUieKTa: «Heynpaenaemasn 2omnka 6 mou
chepe npeepaujaem e2o u3 none3nozo pecypca é opyscue. B nepcnexkmuese
— MACco68020 NOPANHCEHUA) .

Cnaiin 7.



(4

Heynpaenaemas 2o0HKa 8 amoli
chepe npespawjaem e20 (npum. -
UCKycCemeeHRbIl uRmennekm) U3
Mone3Hoz20 pecypca 8 opyrue.
B nepcnekmuse — maccosozo

nopa3eHus. , ,

MMpezudenm Pecnytnusu Benoppcs A.5. SIyK0Wenwo,
I MuHCKas MeROYHGPOOHER KOHBEDEHILS MO
eapoavickoli GezonacHoomu, 28 oxmatpa 2025 2

CotpyanukamMu MuHHCTEpPCTBAa BHYTPEHHHUX Jel W HammonaabHOTO
O0anka PecnyOmuku benapych mpuHUMalOTCS Mepbl, HallpaBJIeHHbIe Ha
0J1I0KMpOBaHUe MOLIEHHHYeCKHX onepanuii. B bemapycu ¢ 1 mapra 2024 r.
neiicteyer Yka3 Ilpe3ugenta Ne 269, koTophwiii mpemocTaBisieT OaHKaM
BO3MO>KHOCTb MTPUOCTAHABIMBATH MOJO3PUTENbHBIEC IEPEBOABI U COBMECTHO C
IPaBOOXPAHUTENBHBIMU OpraHaMU pacciieloBaTb HWHUUACHTHL. JlaHHBIN
MEXAaHU3M  TMO3BOJISIET JOCTAaTOYHO A(P(EKTUBHO  B3aUMOJCHCTBOBATH
rpakJlaHaM ¢ OpraHaMy BHYTPEHHHUX JIEJ, @ UM, B CBOIO OUEpElb, «B PEKUME
24 na /» mepenaBaTh yKa3aHHYIO HMH(OpManui OaHKOBCKOMY CEKTOPY M
noyiydatb OT Hero »((eKTHBHO M OBICTPO HHPOpPMALUIO O JHUIAX U
MHCTPYMEHTAX, KOTOPBIC 3aI€MICTBOBAHbI B IPOTUBONPABHON JIEATEILHOCTH.
W camoe riaBHOE — NpPENNPUHUMATH MEPhI, HAIIPaBJICHHbIE HA COXPAHEHUE
y’K€ TIOXUIIEHHBIX JCHEKHBIX CPEACTB Y TPAKJIAH U HEJOIMYIICHUS IepeBoia
UX Ha 3apyOexHbIE CUeTa.

B c¢Ba3u ¢ HEOOXOAMMOCTBHIO 3allUThl OT MOIIEHHUKOB OaHKU
YCTaHABJIMBAIOT JIMMUTHI MO CHATHIO JICHET B OaHKOMAaTax Ha TEPPUTOPUU
benapycu.

boprba ¢ »TUMu mpecTyrieHUsMH TpeOyeT HE TOJbKO Ooiee
COBEPILECHHBIX TEXHOJIOTUHN 3alIUThl, HO U (PYHIAMEHTAJIBLHOTO MOBBIIICHHUS
nu(poBON IPaMOTHOCTH HACENEHHUS, MOCKOJIbKY UMEHHO YE€JIOBEK OCTAEeTCs
HamOoJIee ysI3BUMBIM 3B€HOM B JIFO0OM crcTeMe 0€30MMacHOCTH.

Hudposasi rpaMOTHOCTH HACETCHUS
Knobep6e30nacHOCTh — 3TO OTBETCTBEHHOCTh KaKA0ro u3 Hac. OHa
HAYMHAETCS C TAKUX IMPOCTHIX Belel, KaK BBIOOp HAJACKHOTO Mapojis s
JIOMAITHEW BJIEKTPOHHOW MOYThl. BaXHO MOMHHTH, YTO OJAWH M TOT XK€
1apoJib HEJNb3sl HWCIOJIb30BaTh OJHOBPEMEHHO [jIsi paboued MOYTHI, s
perucTpanuy Ha pa3MYHBIX calTaXx W B MecceHipkepax. K cioBy, Ju4yHbIE
JAaHHBIE Yalle BCEro NOMaJaloT K 3JIOYMBIIUICHHUKaM U3 0a3 JaHHBIX
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MAarasvHOB (Mbl ocmasisieM amunuro, uUmMs U omyecmeo, aopec u meie@on npu
peaucmpayuu 051 NOAYYeHUsL OOHYCHLIX UL CKUOOYHBIX KaApm).

Heobxomuma »nementapHas unu¢poBasi TUTHMeHA, TPU KOTOPOM
c00.1I0/1eHUe MPOCTHIX NMPABWJ NMOBEAECHHUS] B CETH I103BOJISACT 3alIUTUTH
NepCOHAIbHBIE JaHHbIE, ((MHAHCHI U YCTPOUCTBA OT KMOEPMOIIIEHHUKOB.

OcoOyt0 axkTyalnbHOCTh TeMa UU(PPOBON TUTHEHBI MNPUOOPETAET B
OTHOILICHUU TOPACTAIOIIETO MOKOJIEHUS. J[eTu ceroaHs He TOJIbKO aKTUBHO
00IIIat0TCSl B MECCEHIPKEepax, HO U MOTPYKAKOTCS B MUP OHJIAMH-UTP, TIE UX
Kpyr OOIIEHUS pacHIupsieTcss 3a cdeT He3HakomIeB. Cpenu HUX MOTYT
CKpBIBAThCS U KUOEPIPECTYITHUKHU, CTPEMSIIIIUECS UCTIO0JIb30BaTh peOCHKA JJIs
noJiydeHus: KoH(uIeHIuampHOW wuHGopManuu. Heokpenmas TCUXHKA,
MIOJIBEP)KEHHOCTh BHYILICHUKD W MAaHUIYJMPOBAHUIO [IE€JIAIOT HX JIETKOU
«J100OBIYEI JJIs 37I0YMBIIIJICHHUKOB.

Conaiin 8.

BE3OMACHOCTb IETEA B CETU —

3TO HE 3ATMPETHI, A AOBEPUE U NPABUNA
BbICTPaMBARTE OTHPBITLIC OTHOWEHUA: PECEHON

AONMEH FHATH, YTO MOBMET PACCKAZATH Bam 0 Mobok
npobGneme Ge3 cTpaxa HaKalaHMA.

YETaHOoBMTE YeTHWE rPaNnLbl: COMAcyATe Bpems
OHNARH, PAIPEWEHHBIE CAATHI M NPUAOKERHA

Wcnonb3yiTe TeXHUNECKWE CpeacTea:
POAMTENLCKNIE KOHTPONL W OBILME 3HKAYHTLI
AN MAAALMX NeTeR

Be3onacHocTh J1eTeil B ceTH — 3TO He MPOCTO 3alpeThl, a co3aHue
3alUMIIEHHON cpeabl M 00yYeHHMe NMPABWJIbHOMY NOBeleHHI0. B cembe
HEO0OXOJIUMO BHICTPauBATh I0BEPHUTEIbLHbIE OTHOLIEHUS ¢ pedeHkoM. [leTu
HE JIOJDKHBI UICKATh TIOHUMAaHUS Y HE3HAKOMIICB B CETH, a OBITh YBEPEHBI, UTO
MOTYT paccKa3zaThb PpOJUTENAM O J000W CTpaHHOW WM HENPHUATHOU
CUTYyalllU B CETU 0€3 cTpaxa ObITh HAKA3aHHBIM.

BaxHo 10roBOpUTHCA U YCTAHOBUTDH YeTKHE MPABUJIA. KAKUE CAUTHI
MOXHO TIIOCEIaTh, CKOJBKO BpPEMEHHW NPOBOJAUTHL OHJIAH, KakKue
MPUIIOKEHHUS MOYKHO MCITOJIb30BaTh.

Joist Maaamux geTed peKOMeHIYeTcsl CO3/1aBaTh aKKayHThl BMECTE U
3HaTh WX mapoJid. Vcnosib30BaHue cnenuajau3upoOBaHHOIO MPOTPAMMHOIO
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ol0ecmevyeHnsi POAUTEIHLCKOI0 KOHTPOJIA IMO3BOJIUT OrPaHUYUBATH BpEMS 3a

AKpaHOM, PUIBTPOBATh KOHTEHT, OJIOKUPOBATh HEXKENATEIbHBIE CAUTHI.
CylmecTByeT MHOKECTBO NPECTYNHBIX CXeM, HCIOJb3yEeMbIX

KHUOEpPMOIIICHHUKaMH B OTHOIIIEHU U HECOBEPIIEHHOJIETHUX JeTeil.

Coatin 9.

PACMPOCTPAHEHHbIE CXEMbl KUBEPNPECTYN/IEHUMA NPOTUB AETEW

ubecnnarHeien nofapku Defkosbie sanpockl OT «Apyseiy Fpymunr ==

Kubepbynnmur DecTpyKTHBHLIA HOHTEHT

X X

Uein LEBHT P pOBBTE DElansb ¢ Ui

s ..
" s

Cnpagouno:

Cnocobul kubepnpecmynienuti 8 OMmHouleHuy oemetl U NOOPOCMKO8:

«becniamuviey) NOOAPKU U  PO3bIZPBIMU, K0204d peOeHKy O
NOJYVYEHUsl BblUSPLIUA Npednaeaemcs nepeumu no CCulike U 68ecmi
niamedicHvle U umbvle OanHwvle e2o pooumenei. OCHOB8HAS Yelb — YKPACHb
OaHHble DAHKOBCKUX KAPM UNU YUeMHbIX 3anucell,

«gheiikosvie» 3anpocel om Opy3eil, Ko2c0a C UCNOJb30BAHUEM
83IOMAHHO20 AKKayHma opyea pebeHKa npocsim HnoModb (nepesecmu
OeHedCHble CPeOCcmBa), a peDeHoK, Heelds NOMOUb, MONCEM He YCOMHUMbCS
8 IUYHOCMU NPOCAWe20;

«ZPYMUH2Y, KO20A 83DPOCTbLU 3N0YMbIUICHHUK NOO BUOOM CEEPCIMHUKA
emupaemcsi 8 0ogepue K pebeHK)Y 6 COYycemsx Uiu uepax, nocmenenHo
8bl6eObl8aem NUYHYIO UHDOPMAYUIO, MAHUNYIUPYEN, 6bl3bleaem Hy8CHEo
onuzocmu, a 3amem MOdNCEM GLINPAWUBAMb UHMUMHblE (HOMOo/8udeo uiu
HA3HAYaMb JUYHYIO 8CMpedy, UYMO MOMCen HNPUBeCmu K COBePUIeHUIO 8
OmHOUleHUU pebeHKa OellCmBUll CeKCyalbHo20 Xapakmepd, Komopbvie
pebeHok 6 Ccuiy 603pacma He Modcem OYEHUBamv, KAaK COYUALIbHO-
3HauUUMble, CUUMAs NPoUcxoosujee uepou,

«CeKcmopueny, Ko20a npecmyntux, noayuue UHmumHvle Gomo uiu
8U0e0 (000POBOILHO OMNPABIEHHblE PEDEHKOM UNU Yepe3 83/10M Kamepbl),
HauuHaem wanmanxicuposams pebenKd, 8biMo2as KaKk mamepuaibisle oiaza,
Makx u yciyey, 8 mom 4ucie CeKCyaibHo20 Xapakmepa,

kubepoyanune (unu mpaeis), Ko20a co30aOmMcs 2pynnvl U NAOIUKU
0J1s1 HACMewleK, VHUSUMEIbHLIX KOMMeHmapues, OMnpasisomcs yepo3vl 8
JIUYHBIX COOOWEHUSX, UMOoObl NPUYUHUMb PeOeHK) NCUXO0N02UYecKyio OOIb,
YUMo HepeoKo MONCem 3aKOHYUMCS Oenpeccuell Uil 0axce camoyouticmeom;

606/lIeYeHUEe 6 ONACHble CO00Wecmea,  Nponazanoupyrouue
Ooenpeccuenvlie meyeHus, Cyuyuod, AHOPeKCuro, HAcuiue Wi SKCMpemMusM,
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KOmMopvle NpenooHOCAMCs pebeHKY KAaK Ymo-mo «MOOHOe», «Kpymoe» U
«3anpemuoey.

v

4 KNKOYEBBLIX NPABUNA BE3OMACHOCTH
B CETU AETEW U NOAPOCTKOB

Xpamu nuunoe B Taine
He nyGankyit aapec, WHoMy, reomeTky, AaHHbIe JOKYMEHTOR M K
NAaHLI CEMBbA.

Nomum anropurm « CTON-CNPOCKA-PACCKAXU»
CTON, ecnn uro-To Hactopamusaet. CNPOCH y poantensh,
ecnu HenokAaTHO, PACCKAMM eapocnbim o moboi yrpoze j
Wik Anckomopre.
Koutponupy# kpyr obujenms

y [oBGagnnit B Apy3uR TOALKO TEX, KOTO IHAEILIL AMUHO.
Hacrpoit npreatHocTs npoduna. \

BHAKOMAA KPUTHMECKOE MbILLNEHHE
He nepexoau no COMHUTENbHBIM CChINKaM. He Bepb CAMLIKOM
ABTOAHEM S NPEANOMEHNEM

Cmaiin 10.

Baxxno wnayuuth neredt 1udpoBONH TPaMOTHOCTH M KPUTHUYECKOMY
MbIIIIEHNI0. VUM HYXKHO mNOHMMaTh, 4ro WHTEpHEeT — 3TO OTpaKeHHe
peajJbHOro0 MHUpa: B HEM eCTh M XOpollHe, H IUIOXHe JIIHM, U MpaBuJia
0€e30IaCHOCTH 3/1eCh TaK Ke BasKHbl, KaK U Ha yaune. He sxkoHOMBTE Ha
BpPEMEHHU, Yallle U 00Jibllie pa3roBapuBailTe cO CBOMMU JeThMU!

Taxke B 3amuTe OT MPECTYMHBIX MOCATATENBCTB, B HHOOPMUPOBAHUU
Y JOTIOJIHUTENIbHOM BHUMAHWUH HYXJAOTCS U JIFOJH MOKHIOrO BO3pPACTa.

*k*kk

3a mocienHee BpeMs B pecnyOiMKe MNPOU3OILLINM 3HAYUTEIbHBIC
MO3UTUBHBIC CIBUTH: YJAJOCh OOLIMMH YCUIUSIMH MEPEIOMUTH TEHJICHIIUIO
pocTa 4ucia KAOEPHPECTYIUICHUM, 3aMETHO BBIPOC YPOBEHb IH(PPOBOM
3alUThI, JEMOHCTPUPYET OIEPATUBHOCTh W aJalNTUBHOCTh K TEKYIIUM
BBI30BaM O€JIOPYCCKOE 3aKOHOJATENBCTBO B 00JaCTH KUOEPOE30MACHOCTH U
ap. IlpumedarenbHO, YTO HaAMl OMNBIT OOPHOBI C KUOEPHPECTYNMHUKAMU
AKTHUBHO MTPUMEHSIOT B APYTUX CTPAHaX.

Kak ormerun Ilpesuaent PecnyOiuku benapycs A.l.JIykaieHko,
«abconiomuylo 3awjumy oOm Kudepamaxk He 2apanmupyem HU OOHA
cucmema 3auiumosl, HO Mbl OONHCHbBI MUHUMUIUPOCAMb PUCKU). DTOTO
BO3MOXKHO JOOWUTHCS, KOTJa KaXIbld YYaCTHUK HMH(POPMAIMOHHBIX
OTHOIIIEHUM, KaKJIas oOpraHusanus OyAyT OTBETCTBEHHO TMOJIXOJIUTh K
BBINIOJIHEHUIO TpeOOBaHMM MO KuOEpOe30MacHOCTH, a KaXKIbli YeJIOBEK
OpPOSIBUT OJUTEILHOCTh W BHUMATEJIBHOCTh B CIIydya€ CHUTyallud C
MOUIIEHHUKAMH.
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Cnaiig 11.

Pogurany, HaywHTe qeTed Npagwna BEpErHTE SHKIYHTL
NONESSEATECA HHTEpHaToM BE3NacHONDS NOES 4 HAA T adeprcToe!
Npaanbs!

AEAOEMMS YTIFARTEHAS

MNPK NP IAEHTE
PECMYBMNWKH BENAFY (R




