KoHncnekT Ha TEMY: «Hpez[ynpemnelme MOIICHHNY€CTB, B T.4.
coBepmiaceMbIX C HCIIOJIB30BAHHEM KOMHBIOTepHOﬁ TEXHUKHN»

CeromHsi B TIOBCEIHEBHOW JKM3HU HCIIOJB3YyEeTCS  MHOXKECTBO
Pa3HOOOPA3HBIX BBICOKOTEXHOJOTHYHBIX YCTPOWCTB — TUIACTHKOBBIX KapT,
MOOWJIBHBIX TENE(POHOB M KOMIBIOTEPOB. [1OCTOSSHHO MOSIBISIOTCS HOBBIE
MOJIJIU, TIPOTPaMMBI U CEpBUCHI. Bce 3To nenaeT Hamly Ku3Hb yJI00HEe, HO
TpeOyeT onpeneIEHHBIX HABBIKOB U 3HAHUIA.

OOHOBpPEMEHHO C pPa3BUTHUEM TaKUX YCTPOMNCTB TMOSBISIOTCS BUIBI
MOIIICHHUYECTBA, TMO3BOJISIONIME OOMaHYTh W TPUCBOUTH JICHEKHBIC
cpenctBa rpakaad. UToObl He TOANATHCS HA YJIOBKH 3JI0YMBIUICHHUKOB,
JIOCTaTOYHO 3HATh, KaK OHU JEHCTBYIOT, U COOJIOIaTh MPAaBIIIA TIOJIb30BAHUS
MOOWJIBHBIMHA TeJIe(DOHAMH, MITACTUKOBBIMH KapTaMu U KOMITBIOTEpaMHU.

[lepBbIit U3 BUAOB — 3TO Tele()OHHOE MOIIIEHHUYECTBO.

TenepoHHOE MOIIIEHHUYECTBO U3BECTHO JABHO — OHO BO3HUKIIO BCKOPE
MIOCJIE MACCOBOTO PACIIPOCTPAHEHUS JOMAIIHUX TEIE(POHOB.

B mHacrosmee Bpems, KOTJa IIUPOKO HCIOIB3YIOTCS MOOHWIIBHBIC
TenedOHBI U TUIHBIA HOMEP MOXKET OBITh y BCEX, OT JCCATIICTHETO peOEHKA
70 BOCBMHJICCATHIICTHETO MIEHCHUOHEPA, ClIy4yau TenaeOHHOTO
MOTIICHHUYECTBA PACTYT C KaKIBIM TOJIOM.

Yame Bcero B cetu Teiae(OHHBIX MOUIEHHUKOB MOMAIAI0TCS TOKUIIbIE
WIN JIOBEpUUBbIE JIOAU. [Ipy 3TOM KaKIIbIii YEJIOBEK MOXKET CTaTh >KEPTBOU
MOIIICHHUYECTBA, €CJAM He OyJeT cleloBaTb MPOCThIM  IpaBUiiaM
0€30I1acHOCTH.

K ocHoBHBIM cxeMaM Te1e(pOHHOT0 MOILIEHHMYECTBA OTHOCSTCS:

SMS-npocs6a 0 momonu

SMS-coo61ienus mo3BOSIOT YIPOCTUTh CXeMy oOMaHa 1o Tenedony.
TakoMy BapumaHTy MOIIEHHUYECTBA OCOOCHHO TPYIHO MPOTHUBOCTOSTH
MOXKHUJIBIM WJIM CIIMILIKOM FOHBIM BiajiefibliaM TesieOHOB. [[0NOMHUTENBHYIO
OIACHOCTb MPEJCTABISAIOT YIIPOCTUBIIUECS CXEMBI MIEPEBOJIAa IEHET Ha CUeT.

Kak 310 oprann3oBaHo: K puMepy, aOOHEHT MOJy4aeT Ha MOOUIIbHBIHI
tenedoH cooliienne: «Y MeHs npoobiaembl, kuHb 100 pyOsei Ha 3TOT HOMED.
MHe He 3BOHM, MEpe3BOHIO cam». Hepenko mobOaBiseTcs oOpalieHue
«Mamay, «Ipyr» WiId JpyTHe.

[ToxXWIbIM JTFOASIM, IETSIM U TIOJPOCTKAaM CJIeAyeT OOBSICHUTH, YTO Ha
SMS ¢ He3HaKOMBIX HOMEPOB pEarupoBaTh HENb3s,, 3TO MOTYT OBITh
MOIIIEHHUKH.

Bropas cxema — TesiepoOHHBIIT HOMeEpP-TPaduTe/b

Pa3ButHe TEXHOJIOTUN U CEPBUCOB MOOMIIBHOM CBS3U YIPOIIAET CXEMBI
MOTICHHUYECTRA.

Hanpumep, Bam mnpuxomgutr SMS ¢ mnpock00il TEepe3BOHUTH Ha
yKa3aHHbIM HOMep MoOwibHOro Ttenedona. Ilpockba MoOXeT OBITh
000CHOBaHa JIF000M MPUUYMHOM - TOMOIIIb JIPYTY, U3MEHEHUE Tapu(OB CBs3H,



po0JIeMbI CO CB3bIO WM ¢ Baieit 6aHkoBCKoOM kapToi u Tak nanee. [locne
Toro kak Bel mepe3BanuBaere, Bac monro nepxar Ha nunHun. Korma sto
Hajgoenaer, Bbl oTkirowaerech - M OKa3blBaercs, 4yTro ¢ Bamero cuéra
CIIUCAHbl KPYITHBIE CYMMBI.

Ha camoM pene mpouCXOAWT CIEAYIOMIEE: CYMIECTBYKOT CEPBHUCHI C
IJIATHBIM 3BOHKOM. Hamie BCEro 3To pa3BieKaTEIbHBIE CEPBUCHI, B KOTOPHIX
YCIYTU OKa3bIBAKOTCSA MO Tene(OHy, U JOMOJHUTEIHHO B3UMAETCA IulaTa 3a
caM 3BOHOK. Pekiama Takux cepBUCOB Bcerga MHGOPMHUPYET O TOM, 4YTO
3BOHOK ILJIATHBIN.

MOUIEHHUKHA PETHUCTPUPYIOT TAKOM CEPBUC M PACIPOCTPAHAIOT HOMED
0€3 mpeaynpexACHUS O CHATUU TUIaThl 32 3BOHOK.

Berpeuaercs u Takoit BUA, Kak TeJie(OHHbIE BUPYCHI.

Ouenp  4yacTo  uUcCHOJB3yeTcss  (opmMa  MOIIEHHHUYECTBA  C
UCIIOJb30BaHUEM TelieOoHHBIX BUpycoB. Ha TenedoH aOoHeHTa MPUXOAUT
cooOllleHNe craeayrouero Buaa: «Bav npuwino MMS-coobwenue. [{na
noJyueHus npououme no ccolixe...». lIpy nepexoje no ykazaHHOMY apecy
Ha TejaedOH CKauUBAETCsl BUPYC U MPOUCXOAUT CIIUCAHUE JIEHEKHBIX CPEJICTB
C BallleTO CYETA.

Jlpyro# BUJ MOIIIEHHHWYECTBA BBITJSIUT Tak. [Ipu 3akaze kakou-mu0o
YCIAYTH 4Yepe3 SIKOObl MOOWIIBHOTO OmepaTopa WA TMpU CKaYMBAHUU
MOOUJIBHOTO KOHTEHTa a0OHEHTY NPUXOJUT MPEAyNpexkICHUEe BUIA: «Bbl
coboupaemecb omnpasums coobujeHue Ha KOPpOMKuu Homep ..., O
noomeepaicoenus onepayuu, omnpasvme coobwerue ¢ yugpou 1, 0ns
ommensl ¢ yugpot Ox». [Ipn oTnpaBke MOATBEPKACHUSA, CO cueTa abOHEHTa
CIIMCBIBAIOTCS ICHEKHBIE CPEACTBA.

MOUIEHHUKHA HWCNOJB3YIOT — CIHEHHUAIbHBIE MOPOTrPpaMMbl, KOTOPBIE
MO3BOJISIIOT aBTOMATHYECKU T€HEPUPOBATh THICAUM TaKUX cooOieHuit. Cpazy
MocCJe epeBo/ia JeHeT Ha (PabIIMBBINA CUET OHU CHUMAIOTCS ¢ TenedoHna.

He cnenyer 3B0HUTH O HOMEPY, C KOTOPOTO OTIpaBieH SMS - BIoJIHE
BO3MOXHO, YTO B 3TOM ciiy4ae ¢ Baiero tenedoHa OyJaeT aBTOMaTHYECKHU
CHATA KpyHHasi CyMMa.

JlocTaTOYHO  pacHpoOCTpPaHEHBI B  TOCJIEAHEE BpPEMsA  CIydad
MOIIIEHHUYECTBA C UCII0JIb30BaHNEM OaHKOBCKUX KapT.

bankoBCkas kapTa - 3TO MHCTPYMEHT MJII COBEPIICHHS IUIATEXKEH H
JOCTyNa K HaJUYHBIM CPEACTBAM Ha CU€Te, HE TPeOyIOIM ISl 3TOro
npucytcTBusi B Oanke. Ho mpocToTa HCHoib30BaHUS OAHKOBCKUX KapT
OCTaBJISIET MHOKECTBO JIA3€€K JIJI1 MOIIIEHHUKOB.

Pexomennyem BceMm BiajenblaM IUIACTUKOBBIX KAapT CJIEAOBATH
npaBuiaM 0€30MacHOCTH:

HUKOTJIa 1 HUKoMy He cooOmiaite [IMH-kon Bameir xaptel. Jlydiie
Bcero ero 3anomMHuTh. OTHOcuTech K [IMH-koqy Kak k kiatouy oT ceida c
BammuMu cpeacteamu. Henb3sa xpanuts [IMH-kox psamom ¢ kapTod U TeM



oosee 3anuceiBaTh [IMMH-koa Ha He€ - B aToM ciydae Bwl maxke He ycrieete
00€30MMacuTh CBOM CUET, 3a0JIOKUPOBAB KapTy MOCIE KPakul WA yTEPH.

He mo3BosistiiTe HUKOMY HMCIOJB30BaTh Bally miacTUKOBYIO KapTy -
3TO BCE PaBHO, UTO OTJATh CBOM KOIIEIEK, HE MIEPECUNUTHIBASI CYMMY B HEM.

Ecnu Bam no3BOHMIM U3 KaKOW-IM00 OpraHu3anuu, Wik Bel nomyyuinu
MUChbMO IO BJEKTPOHHOW modTe (B TOM 4Yuciae u3 0OaHkKa) ¢ IPOChOOit
cOoOOIIUTh PeKBU3UTHI KapThl U [IMH-k0o1 mo1 pa3nuyHbIMU TIpEJIOTaMu, HE
criermuTe e€ BhIMOJIHATh. [103BOHUTE B yKa3aHHYIO OpraHU3AIMIO U COOOIIUTE
o nmanHoMm ¢akte. He mepexomutre mo yKa3aHHBIM B MHCbME CCBUIKAM,
MIOCKOJIbKY OHM MOTYT BECTM Ha CalThI-IBOWHUKH. [lomMHuUTE: XpaHeHHE
pexBusutoB u I[IMH-koma B TailHe - 3TO0 Bama OTBETCTBEHHOCTh W
00sI3aHHOCTb.

Ecnu Bbl yrpatunu kapTy, CpOYHO CBSIKUTECH C OAHKOM, BBIJIABIIUM
e€, COOOIINTE O CIIYYUBIIEMCS U CIIEIyIUTE MHCTPYKLUSAM COTPYIHUKA OaHKa.

IIpu mpoBeneHMM omnepanuii ¢ KapTOM MOJb3YUTECh TOJIBKO TEMH
OaHKOMaTaMM, KOTOpPBIE pACIOJOKEHbl B  O€30MAaCHBIX MecTaXx u
000pyI0BaHbI CUCTEMOW BUICOHAOIIIONCHHS U OXPAHOU: B TOCYAapCTBEHHBIX
YUPEKIEHUAX, OAHKAX, KPYTTHBIX TOPTOBBIX IIEHTPaxX U T.1.

Cogepinasi onepanuu ¢ MJIACTUKOBON KapTOW, CIEIUTE, YTOOBI PSAOM
HE OBUIO MOCTOPOHHUX JtOJeH. Eciu 3TO HEBO3MOXKHO, CHUMHUTE JICHBIH C
KapThl M03KE JIMOO BOCTIONB3YHTECh IPYTHUM OaHKOMATOM.

B cnydae HekoppekTHOM paboThl OaHKOMATa - €CIU OH JIOJIT0€ BpeMs
HaXOAUTCS B PEXKUME OXKUJAHHS WIIM CaMOINPOU3BOJIBHO IEepe3arpykaercs -
OTKaXXHUTECh OT €ro HCIOJIb30BaHUA. Bennka BEpOATHOCTh TOrO, YTO OH
NEPENPOrPAMMHUPOBAH 3710YMBIIIJIEHHUKAMHU.

Hukorna He mpuberaiite k moMouiy MO0 COBETaM TPETHUX JIUIl TIPU
MPOBEJICHUM Olepalnii ¢ 0AHKOBCKOM KapToil B OaHkoMartax. CBSIKUTECH C
Bamum 0aHkKOM - OH 00s13aH MPENOCTABUTh KOHCYJIbTAIIMOHHBIE YCIYTH IO
paboTe ¢ KapToil.

B TtoproBeix Toukax, pectopaHax W kade Bce aeiicTBus c Bareit
IUIACTUKOBOM KApTOM JIOJDKHBI NMPOUCXOAUTh B Bamem mnpucyrcrBuu. B
IPOTUBHOM CJIy4a€ MOILIEHHUKH MOTYT IMOJYYHTh PEKBU3HUTHI Bamei kapThbl
P IOMOIIU CHENHUAIBHBIX YCTPOMCTB M UCIOJB30BaTh UX B JaJbHEUIIEM
IUIS1 U3TOTOBJICHUS TTOAJICIIKU.

O01ue pekoMeHIAHMH 10 _00ecreYeHUK) 0e30MacHoil _padoThl B
HHTEpHeTe:

1. AHTHUBHpPYCHBIE POTPAMMbI

YcTraHoBUTE aHTUBUPYCHOE MPOTPAMMHOE OOECIEUEHUE C CaMbIMU
MOCJIEIHUMHU OOHOBJICHUSIMU aHTUBUPYCHOU 0a3bl.

PerynsipHo 0OHOBIIANTE aHTUBUPYCHBIEC MTPOTpaMMBbI JIMOO pa3periaiTe
aBTOMAaTHUYECKOe OOHOBIICHHE MPU 3aPOCe MPOTPaMMBI.

2. O0HOBJIEHUS




OtciexxuBalTe MOSIBICHUE HOBBIX BEPCUU OINEPAIMOHHBIX CHCTEM H
CBOCBPEMEHHO YCTaHaBIMBalWTe OOHOBJICHUS K HHUM, YCTPAHSIOIINE
oOHapy>KEHHbBIEC OITHOKH.

PerynsipHo 0OHOBIISIHTE MOJIB30BATEIBCKOE MPOTPAMMHOE 00ECIICUCHHE
JUIst pabOThl B CETH, TaKOE KaK UHTEPHET-Opay3ep, MOUTOBBIE MPOrpPaMMBI,
yCTaHABJIMBas cCaMble TTOCIEAHUE OOHOBJICHUS.

ITomHuTE, YTO OOHOBIICHHUS OMNEPALIMOHHBIX CUCTEM pa3padaThIBAIOTCS
C Y4ETOM HOBBIX BUPYCOB.

3. HacTtpoiiTe cBoii KOMNIBIOTEP MPOTHB BPEI0OHOCHBIX IPOrPaMm

HactpoiiTe omnepaniMOHHYIO CHUCTEMY Ha CBOEM KOMIIBIOTEpPE Tak,
4TOOBI 00ECIEUNBAINCh OCHOBHBIE TpaBUjia 0€30MacHOCTH IMpuU padoTe B
CETH.

He 3a0yapTe mNOAKOPPEKTHUPOBAThH HACTPOMKHU TOYTHI, Opay3epa Hu
KJIIMEHTOB JIPYTHX MCIHOJb3YEMbIX CEPBUCOB, UYTOOBI YMEHBIIUTH PHUCK
BO3J/ICHCTBUS BPEJIOHOCHBIX MPOrPaMM U MOJIBEP>KEHHOCTh CETEBBIM aTaKaM.

4, IlpoBepsniiTe HOBBbIE (PailIbI

Huxorma He ycTaHaBiIuMBaiiTe M HE COXpaHAWTE 0€3 MpeBapUTEIIbHOM
MIPOBEPKHU aHTUBUPYCHOM ITporpaMmoit (haitiibl, OTyUYeHHbIE U3 HEHAIEKHBIX
UCTOYHUKOB: CKauyaHHbIE C HEM3BECTHBIX Web-caliToB, TMpHCIaHHBIE II0
AJIEKTPOHHOM MOYTE, MOJyuYeHHbIE B TelekoH(epeHuusx. [lomo3purenbHbie
(ailibl Tydlille HEMEJICHHO YIaJISTh.

5. ByabTe 0AUTENbHBI M OCTOPOKHBI

ITo BO3MOXKHOCTH, HE COXPAHSIUTE B CUCTEME MAPOIU (1 YCTAHOBKH
coequHeHU ¢ HHTepHETOM, [JI1 DJJIEKTPOHHOM MOYThI W Jp.) U
MEPUOINYECKU MEHSIUTE UX.

[Ipy mosydeHWH H3BEIICHUHA O HEJIOCTaBKE IOYTOBBIX COOOIICHMM
oOpaillaifTe BHHMaHUE Ha TMPUYMHY U, B CIy4a€ AaBTOMATHUYECKOTO
OMOBENIEHUSI O BO3MOXHOW OTHpPAaBKE BHUPYCa, HEMEMJICHHO IPOBEPSMUTE
KOMIIBIOTEP aHTUBUPYCHOU MPOTrPaMMOH.

[TomuwuTe, ecnu Bel unu Bamm 61u3kue ctanu xepTBaMu MOIIEHHUKOB
uni  Bel  momo3peBaeTe, UYTO B OTHOUIEHMM Bac miaHupyrorcs
MIPOTUBOIIPABHBIE JICUCTBUS - HE3aMEUIUTEILHO OOpaTUTECh B OJIMIKAMIIIHIA
OTAEJ MUJIALIUY.

OmeemcmeeHHOCHIb _3a_MOWEeHHUYecCmeo _npedycmompena _cm. 209
Yeon06n020 kodexka Pecnyonuxku benapyce.

1.3aBnajieHre UMyIIECTBOM JIMOO MIPUOOPETEHNE TIpaBa Ha UMYIIECTBO
nyTeM oOMaHa WIH 3710yNnoTpeOaeHus 1oBeprueM (MOIIEHHUYECTBO) -

HaKa3bIBAIOTCS OOIIECTBEHHBIMU paboTaMu, WIM IITpadoM, HIH
HCIIPAaBUTEILHBIMUA pabOTaMU Ha CPOK JI0 JBYX JIET, UJIM apeCTOM Ha CPOK JI0
IIIECTU MECAIEB, WJIM OTPaHUYEHHUEM CBOOOJBI HAa CPOK JI0 TpeX JIeT, WIH
JIUIIIEHUEM CBOOOJIBI HA TOT K€ CPOK.

2. Mol11leHHUYEeCTBO, COBEPIIIEHHOE MOBTOPHO JMOO0 TPYIION JIUIL, -




HaKa3bIBAETCSA UCIPABUTEILHBIMU PA0OTAMH Ha CPOK JO ABYX JIET, WIH
OTpaHUYEHUEM CBOOOJIBI Ha CPOK JO YETHIPEX JIET, WM JIMIIEHUEM CBOOO/IbI
Ha TOT € CPOK.

3. MoOmeHHNYECTBO, COBEPIICHHOE B KPYITHOM pa3Mepe, -

HAKa3bIBAETCS JIMIIIEHUEM CBOOOJIBI Ha CPOK OT JBYX JO CEMHU JIET C
KOH(HUCKaAIUEeN UMYIIECTBA WK 0€3 KOH(PUCKAIIUH.

4. MOIIIEHHUYECTBO, COBEPIIEHHOE OPraHW30BAHHOW T'PYMIoOl JubO0 B
0c000 KPYITHOM pa3mMepe, -

HAKa3bIBAETCA JIMILIEHUEM CBOOOJIBI HA CPOK OT TPEX 10 AECSTH JIET C
KOH(UCKalue uMyIiecTna.

YOIIII MOb YB/] rpo/iHeHCKOT0 00IUCIIOIKOMA



