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['taBHBIE yHIpaBiieHUs 10 00pa30BaHUIO
(oOpazoBaHus) 0OJIUCIIOIKOMOB

Komurer no obpazoBanuto
MuHropucnonkoma

O IMPUHATHUHU OOMOJHUTEIIBHBIX MEP

CoBpeMeHHOe  OOIIECTBO  JXKMUBET B  3I0Xy  OecnpenedeHTHOTO
pacnpocTpaHeHHs TEXHOJIOTHH, BBHUIY KOTOpOro LH(POBU3ALUS CTAHOBUTCS
OJTHOW M3 OCHOBHBIX IBMXKYIITUX CUJ Pa3BUTHUS Pa3IMUHBIX chep AesITeTbHOCTH.
Hapsiny ¢ cOBepIIEHCTBOBAaHMEM TEXHOJOTHYECKUX IIPOIECCOB TMOMyYaroT
pa3BUTHE BJIEKTPOHHbIE CEPBUCHI: (UHAHCOBBIE YCIYTH, IUCTaHIIMOHHOE
yIpaBlIeHHe yCTpoWcTBaMM, ynajeHHas pabora U ydeba, MHTEpPHET-TOPTOBIIS,
couuaigbHble W HeWpocetd. OHM MPOYHO BOLUIM B IOBCEIHEBHYIO >KU3Hb,
ynpolnas ObIT, MOBBIIast KOMGOPT, yiIyullas KauecTBO )XU3HU TpakIaH.

Hapsiny ¢ 6e3rpaHWYHBIMM BO3MOXKHOCTSMHU BceoOmias HuppoBU3aUs
HeceT HOBBIE BBI3OBbI W yrpo3bl. ['o0anbHas KommbeioTepHas ceTh MHTepHer,
Co3laHHas Kak nuargopma I cBoOOJHOro oOMeHa WHQopMmanued u
COTPYJIHHMYECTBA, BCE Yallle CTAHOBUTCS I1OJIEM Ul MPECTYMHON NesSTeIbHOCTH.
KubepnpectynHocTs mpencraBiseT cobod OIHYy W3 Hauboliee Cepbe3HBIX
OIIaCHOCTEW COBPEMEHHOCTH, SBIISSICh OPraHM30BaHHOMN, BBICOKOTEXHOJIOTUYHON
¥ (pMHAHCOBO MOTHBHPOBAHHON CHCTEMOH, CTOCOOHOM HAHOCUTH KOJIOCCATTbHBIH
yuep6. 3a4acTyro oHa HalpaBJIeHa Ha OJIHY U3 Haubolee ysI3BUMBIX KaTeropui
— HECOBEpPILEHHOJIETHUX.

Tak, mo wrToram sHBaps T.I. KOJMYECTBO HECOBEPIIEHHOJIETHUX,
MPU3HAHHBIX [TOTEPIEeBIINME OT KHOeprpecTymieHuni, Bo3pocio (+39,0% c 41
10 57). B ocHOBHOM JeTH MOCTpajiaii OT BeIMoraresbeTB (pocT B 3,4 paza; ¢ 9
no 31) W yHUUTOXEHHUs, OJOKMPOBKM MM MOIUGUKALKUN KOMIBIOTEPHOM
nHdopmaimu B cet MuTepret (poct ¢ 0 10 3).

OIHUM W3 pacHpOCTPaHEHHBIX MeXaHW3MOB BBIMOTrATENbCTBAa y JAeTei
JeHer siBiiseTcs 0710kupoBKa «Apple ID» 11X MOOUIIBHBIX YCTPOMCTB: MOCTpanao
28 mompocTKoB, 3 — B pe3yibTaTe yrpo3bl pacmnpocTpaHeHus GoTorpadpuil
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UHTUMHOTO XapaKTepa, U3TOTOBJIEHHBIX W BBICJIAHHBIX HECOBEPLIEHHOIETHUMHU
37I0YMBIIIJIEHHUKAM B X0/1€ 3HAKOMCTBA.

OT MoIIeHHUYeCKUX JeMCTBUI MOTepneBIIMMU IPU3HAHO 16 MOIpPOCTKOB
(AITIT — 17), u3 KoTophixX 13 mbITanuchk NpuOOPECTH Ha OHJIAMH-ILIONIAIKAX
TOBApHI 110 [IeHe HUXKE PRIHOYHON (B OCHOBHOM 3TO OBLITU MOOUJIbHBIE TeNe(hOHBI
mapku «Iphone»), 3 — or pgelicTBUii TelepOHHBIX MOILIEHHUKOB IO
«JIEKIIapUPOBAHUIO» JEHEKHBIX CPEICTB POAUTETEH.

Heobxomumo oTMeTuTh, uTO B (eBpasie T.. MOSIBUIACH HOBas CXeMma
pPeCTYITHBIX TeHCTBUM C UCIIOJIb30BaHUEM UH(pOPMaIIMOHHO-
KOMMYHHMKAIIMOHHBIX  TexHonoruid  (manee — HWKT) B  oTHOUEHUH
HecoBepiieHHoNeTHNX. OHa BBIMIAIUT CIEAYIOIUM 06pa3oM.

PeGenky B Meccenmkepe («Telegramy, «WhatsApp», «Viber» u np.)
TIOCTyTaeT 3BOHOK OT siIKOObI Kypbepa « Wildberries», koTopslii coobmiaer o
MOCTYNUBINEH MocklIKe. [1o7 mpeaioroM yTo4HeHus ajpeca ee JOCTaBKU OH
IPOCUT TPOAUKTOBATH €MY HaHHbIE JIMYHOW 3JIEKTPOHHOM MOYTHI U KOX W3
coobmenusi. I[locime 53Toro ¢ NOTEHUUAIbHOW JKEPTBOW  CBA3BIBAETCS
«TICEBAOTIPABOOXPAHUTEINBY, KOTOPBINA co00IIaeT NOIPOCTKY, UTO OT €ro MMEHH!
MIPOU3BOJISTCS HE3aKOHHBbIE MEPEBO/bl JEHEKHBIX CPEACTB 3a IpaHully. Taxxke
HECOBEPIICHHOJNIETHETO HWHQOPMUPYIOT, YTO 3a OTO POAWTENSAM TPO3UT
yTOJIOBHAS! OTBETCTBEHHOCTD, & €r0 CaMOr'o HAMpPaBsT B MIPHUIOT.

UrtoOsI 3TOr0 N36EXKaTh, pEOEHKY MpearaeTcs rnepenarsb NpecTyHUKaM
UMEIOIIHecss B JJOMe JCHEXHBbIe cpelcTBa. JIeHCTBUS MO TOUCKY cOepexeHUi
HeoOXOQMMO CHHMMaTh Ha KaMmepy MOOWIBHOro TenedoHa W BBICHUIATH
MOJITBEPIKJAIOIIE BUIE03ATUCH 310y MBIIIICHHUKY .

Ecnu HecoBepllleHHONETHUI HEe MOKET HAlTH JEHbIH, eMy IMpelararT
MOy4acTBOBaTh B «CIEIHAIBLHON onepanum» Mo U300JUUeHNI0 MPECTYITHUKOB.
YroObl mociemHHe He CMOMIM MpOCIyIlaTh ero Telle(OHHBIE pPa3roBOPHI,
MOJIPOCTKY PEKOMEHIYeTCs BBIKIIOUUTH MOOWUIBHBIA TenepoH, H3BIEYb H
YHUUTOXUTB (CIOMaTh) CUM-KapTy OIepaTopa CBA3M M HIATH 10 yKa3aHHOMY
MOIIIEHHUKAaMHU aJipecy, Kak MpaBWJIO, YIAJIeHHOMY OT MECTa JKUTEJIbCTBA, T
«OymeT TMpOXOIUThL crienornepauusy. llocae 3TOro MOIIEHHUKH MULIYT
POIUTENSAM, UTO X peOeHOK MOXUIIIEH, U NpeIaraloT UM IepeBeCTH JeHEKHbIE
CpelCTBa, KOTOPBLIMM OHM paclojiararoT, Ha O3JIEKTPOHHBIM Komwmenek. Jnd
yOeMUTENLHOCTH 3aKOHHBIM MPEICTABUTENSIM BBICHIIAIOT BHJEOMAaTepHalbl U
nepcoHanbHble  (QoTorpaguu W3  KBapTUPHl (AOMa), NpelOoCTaBJIEHHBIE
MpEeCTyTHUKAaM MyTeM TMepechblIKh CcaMHUM K€ MOAPOCTKOM. B cBszu c
JUKBHUIALMEH CUM-KapThl Tele(OoH MOAPOCTKa CTAHOBUTCS HENOCTYITHBIM, YTO
He JaeT BO3MOXHOCTh CBSI3aTbC C HUM W YCTAHOBUTH €ro peajgbHOe
MECTOHaXOXICHHE.

Kpome Toro, pacmpocTpaHeHa clemyrollas cXema XWILEHUS IEHEXKHBIX
cpeacts ¢ wucnons3oBanreM WKT Ha Ttoprosoit mmomanke «Kufary. Tak,
MOIIIEHHUKAaMH pa3MeraeTcs nHQOpMalus 0 Mpoiaxe TOBAPOB, MOJIb3YOIINXCS
CIIPOCOM Y TTOAPOCTKOB (TenedoHbl Mapku «Iphone», GpeHn0BbIE BEIH, IIAThS



s GanbHBIX TaHLEB W Jp.) MO0 LEHE B pa3bl HUXKe PBIHOYHOM CTOMMOCTH.
PeGeHok, BU/Is BBITOIHOE IPENJIOKEHNE, HallpaBliseT MpoaBlly cooblleHue, B
KOTOPOM YTOYHSIET MHTEpEeCYIOIIWe €ro BONPOChl OTHOCHUTEIBHO ToOBapa Hu
cnoco0 ero mony4yeHus. B ciydae AOrOBOPEHHOCTH, IMPOAABELl Ipeliaraer
MOKynaTelnro 0(GOPMHUTH  JOCTAaBKy TOBapa 4Yepe3 II0YTOBOE OTIpaBiIeHUE
(benmoura, EBporiodra u 1Ip.), IpeABapUTENLHO OIIATUB YCIYTH AOCTaBKH. Jls
3TOro pebGeHKy B MECCEH/KEp BBICBUIAETCS CChbUIKAa Ha MOLIEHHUYECKHUH
(bUIIMHTOBBIN) calT, KOTOPBIA BHU3yaJbHO CXO0X C OQUUHUAIBHBIM CalTOM
CEPBUCOB JIOCTAaBKM TOBApOB M MOYTOBBIX oTnpaBieHuit (benmoura, EBponoura
u ap.). OgHaKo, B €ro Ha3BaHUH, KaK [IpaBUIIO, 3aMeHeH OJMH UJIK JBa CUMBOJIA.
B n1aHHOH cchUIKe ‘yKas3blBaeTcs CcymMma oOmjaTbl M HeoOXOIUMOCTb
00s13aTeNIbHOTO BBeJIeHUsI HoMepa OaHKOBCKOM MnaTexxHol kapThl (nanee — BITK)
u Tpex3zHayHoro CVV koja, pa3MelleHHOro Ha 000poTHOM ee cTopoHe. Kpome
3TOro, HEOOXOOWMO 3allOJHUThL CHEUUaJbHYr rpady «OcTaTok IeHEXKHBIX
cpencts, wumeromuxcss Ha bBIIK». BeimonHuB ykazaHHble TpeOOBaHUA,
NIOIPOCTKY-TIOKYIIATENF0O  HallpaBJseTcsl KOJA aBTOpHU3allMM, KOTOpbIH OH
coo0IllaeT MOIIEHHUKY, TeM CaMblM IIPeNOCTaBsSeT YyAalleHHBIA IOCTYI K
IeHexXHbIM cpencraM, nMmeromumces Ha BIIK. [lanee 3moymbeinuiennuk ¢ BIIK
TIOKYTIaTeNsl IEPEeBOIUT UX Ha cBOM cueT. [locrne coBepienne XuileHus Topap He
BBICBUTAETCS, a TIOKYTaTelNs OJIOKUPYIOT.

B nensx npenynpexxaeHus YKa3aHHOTO poja MPEeCTYIHBIX MOCsATaTeNlbCTB
B OTHOLIEHWH HECOBEPLICHHOJETHUX MUHUCTEPCTBOM BHYTPEHHUX el
PecnnyObmiku benapycy (manee — MBJI) pazpabGoTanbl mpoduiakTHUecKue
maTepuansl ¢ UHQopmanMeld o cxeMax BOBJIeUeHHUs JeTel B MPecTYIUICHUS C
ucrions3oBanueM MKT.

VkazaHHbIe CBEIEHMS IIpeajiaraéM pa3MecTUTh Ha OpUIHMATIbHBIX calTax
ydpexIeHud o0pa3oBaHWs, B BEIOMCTBEHHBIX akKayHTaX (cooOllecTBax) B
COLIMANIbHBIX CeTSIX W MeCCeHIKepaX, a TaKKe OpraHu30BaTh €€ [OBeIeHUE
ydalmuMes U UX POTUTEIISIM.

Marepuainsl JOCTYTIHBI Ha oduranrbHOM caire MB/I
(https://mvd.gov.by./ru/ O wmunuctrepcrse/l naBHble  ynpasienus/I maBHOe
yIpaBlieHHe OXpaHbl paBoropsaka u npodpunaktuku/«IlonesHo 3HaTh OeTIM U
POIUTETSAMY ), a TaKxe JUTST CKauyuBaHHUS o CCBLIKE
(https://drive.google.com
3iBK?usp=sharing).
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