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AKTYAJIBHBIE BU/Ibl KHBEPIIPECTYIIJIEHUM
N CITOCOBbI 3AIIUTHI OT HUX

Mamepuan nooecomosner 0moenom HympeHHux oei
Jlenbuuykoeo pationHo20 UCHOTHUMETLHO20 KOMUMEMA

B Hacrosimiee BpeMsi HMHTEPHET MW KOMIBIOTEPHBIE TEXHOJOTHUU
CTPEMUTEIILHO MPOHUKAIOT BO Bce cdepbl KU3HEACSITEIBHOCTH YEIOBEKa.
C onmHOI CTOPOHBI, 3TO OTKPBIBAECT IMepe]] OETOPYCCKHUMH TpakIaHaMU
1 OOILECTBOM PAJ MEPCHEKTHB, C APYrol — BJEUET MOSBICHHE HOBBIX PHCKOB
U yIpo3.

Tak, OypHOe pa3BUTHE  TEIEKOMMYHHUKAIIMOHHBIX  TEXHOJIOTHUH,
CTPEMUTEIILHBIA ~ POCT  YHUCIA  DJCKTPOHHBIX  YCTPOWCTB U YCIYT,
NPEAOCTABISIEMbIX ~ HACEJIIEHUIO C  HCMOJNb30BaHMEM  HMH(GOPMAIIMOHHBIX
TEXHOJIOT' M, MPUBEJIO K YBEIHMUECHUIO KOIMYECTBA KUOEPIIPECTYIIIICHUI.

B Tomenbckoit obmactu (Kak W HAa TEPPUTOPUM BCEU pecmyOINKH)
NpoBOAMUTCA OOmuMpHas pabora 1Mo NPOoPUIAKTUKE KHOEPIPECTYIUICHUH,
OpnnHako, HECMOTpsI Ha MPEANPUHUMAEMBbIE MEPHI Ha TPOTSIKEHUH HECKOIbKHUX
NOCIEeIHUX JIET Ha TeppuTopun ['oMenbckoil obmacTu HabOIOaeTcs pocT
KOJIMYECTBA 3apErUCTPUPOBAHHBIX KHOEPIPECTYILICHU.

HAWBOJIEE AKTYAJIBHBIE BU/Ibl KUBEPIIPECTYIIJIEHU:

Duwmunz

OtnpaBka  MONJENBHBIX  BJEKTPOHHBIX  COOOIIEHUHM,  TEKCTOBBIX
cooOIeHnt Wik co3naHue (GHerKoBbIX BeO-CalTOB, KOTOPbIE HMHUTHUPYIOT
JIETUTUMHBIC KOMMYHUKAITUU U TPEOYIOT y MOJIB30BATENsl JTUYHBIC TAHHBIC —
naposii, HoMepa bIIK wimm nocryn k ydernsiMm 3anucsaM. Knaccuueckui npumep
dbummHra — BPEAOHOCHBIE CCBHUIKH. Hampumep, Ha (anpmuByl0 CTpaHHUIY
BX0JIa B CUCTEMY KPHUITTOOUPIKH.

Buwiune

Buwiune ommuocumca K COUUANBHOU  UHIMCEHEpUU, MO  eCHlb
NCUX0/102UYECKOMY MAHUNYIUPOGAHUIO JII00ObMU C UETbI0 COBEPUIEHUS
ONPEOC/ICHHbIX  OCUCMEUNl  UIU  pa3ilauieHus  KOHQUOeHUUATbHOU
ungopmayuu

JlaHHBIN cTOc00 BBIpaXkaeTcsl B OCYIIECTBICHUH 3BOHKA HA aOOHEHTCKHI
HOMEpP MOTEPIEBIIEr0 WJIM B €ro aKKayHT B MECCEHJKepe (B OCHOBHOM —
sto Viber wnmm Telegram). B Xxome roiocoBoro oOLIEHUS MPECTYIMHUK
IpeICTaBIsETCS PaOOTHUKOM OaHKa WM MpaBooOXpaHuTeabHoro oprana (MB/I,
KI'b, CnencrBeHHOro KOMHTETa) M IIOA BBIMBIIUICHHBIM MPEIJIOrOM



(mpecevyeHre nogo3pUTENIbHON TPAaH3aKIIMH, TIOBBIILIEHUE YPOBHS 0€30MaCHOCTH
MOJIb30BAHUSI  KapTOil, TEPENpOBEpPKA MACIOPTHBIX JAHHBIX  BJAJEIbLA
OaHKOBCKOI'0 CuUeTa, y4acTHsl B CIHEIUaJIbHOM omepaimud U T. JA.) BBISICHSIET
y TIOTEPNEBIIETO CBEJACHUS O HAJIUYMKM OAHKOBCKUX IUIATEKHBIX KapTOUEK,
cpokax ux nenctBus, CVV-kogax (Tpex3HauHbIH KOJ HA OOpaTHOW CTOPOHE
KapThl), MACHOPTHBIX JAHHBIX, SMS-Kkomax ¢ LEIbI0 XUIIEHUS JEHEKHBIX
cpeacTB. B psne cnydaeB 3710yMBIIUIEHHHKAM U3BECTHBI HEKOTOPHIE aHKETHBIE
JTAHHBIE JINL, HA UMS KOTOPBIX OHU BBIMYILEHBI, YTO MO3BOJSET BOUTH B JIOBEPHE
K KepTBe. B OONBIIMHCTBE CllydaeB MpPHU COBEPIICHUH 3BOHKOB IMPECTYIHUKHU
ucnoib3ytot [P-renedonuto.

Iloxynka moeapoe uepe3 unmepHem-maza3unsvl ¢ NPEOONIAMO.

Hawunbonee IIPUMUTUBHOM, HO OT 3TOrO
HE MeHee pabOortaronieid (GopMoN  MHTEPHET-MOIICHHUYECTBA  SIBJISETCSA
pa3MelleHne MPEeCTYITHMUKaAaMU Ha BUPTYaJIbHBIX JIOCKaX  OOBSIBIICHUH,
TEMaTUYECKUX CalTax, B COLMAIBHBIX CETAX, TPyNIax UHTEPHET-MECCEHIKEPOB
O0O0BSBIICHUN O MpoAaXke KaKUX-TUOO0 TOBAPOB MO «OpOCOBBIM» IieHaM. OHAKO
VTSI TIOJTY4€HUSI TOBapa (SIKOOBI MOCPEICTBOM MTOUTOBOM MEPECHUIKH UITU CITYKOBI
JIOCTaBKH) TpeOyeTCsl MepeyuciieHrue MpeaoriaThl WIK 3aJ]aTKa Ha YKa3aHHbIE
«TPOAABIIOM» OAHKOBCKYIO KapTy WM AJIEKTPOHHBIN Komenek. [TpaBaa, mocie

[IEPEYUCIICHUSA OKUJIaeMBIN TOBAp TaK
Y HE MOCTYMAET, a «IIPOJIABELD> NIEPECTAET BBIXOJAUTH HA CBSA3b.
HIanmasc.

B HEKOTOPBIX CiTydasx 3JI0YMBIIIJICHHUKA MOTYT YIPOXKaTh pa3TiiallieHueM
Pa3JIMYHBIX KOMIIPOMETHUPYIOIMX CBEICHUNA C IIeNbl0 BBIMOraTenbcTBa. K
puMepYy, TIOJTY9I B HECAaHKIIMOHUPOBAHHBIN JOCTYT
K HWHTEpHET-pecypcaM (CTpaHHIIaM B COIMANBHBIX CETSIX, MEpPEerrcKe
AJICKTPOHHBIX TIOYTOBBIX SIIUKOB W OOJaYHBIM aKKayHTaM) W 3aBJajIcB
U300pOKEHUSIMU, HE MpPeJHA3HAYEHHBIMH [UII MYOJIMYHOrO MPOCMOTPA,
NPECTYITHUKM BCTYNAIOT B TNEPENHUCKY C TOTEPIEBIIMMH, TpeOys pa3HbIe
JICHE)KHBIE CYMMBI M YIpOXKasi B CIy4ae OTKa3a paclpOCTPaHUTh UX B CETU
HNuTepher.

Cmena oomogonnozo xooa

MolleHHUYE€CTBO MO/ TIPEAIOroM OOHOBIIEHUS JOMO(OHHOIO KOJa — 3TO
HOBBIM U aKTUBHO HAOMpArOUIUii 000pOTHI B peCyOIMKe TUIT MOILIEHHUYECTBA

’KeptBoii Takol cxembl cTana 31-J1eTHsis )KUTETbHUIA PECITYOINKHU.

IIpasooxpanumenam nencuonepka cooowuna, ymo 6 meccenodcepe eu
NO360HUN  HEU3BECMHbIL U NPeOCMABUICS COMPYOHUKOM  OQUYUATIbHOU
opeaHu3ayuu no oocayHcusaruio 0omogonos. On coobwun, umo 6 dome 6yoem
npouzgedena 3amena k00os oomoghona u eti 8 CMC npudem 06a Ho8bIX KOOQ.
Ooun  u3 KOMOPBIX JHCeHWUHA OO0JCHA 8blopamb 051 OAIbHEeUUe2o
UCNONB306AHUS U COOOWUMDb «JIHCeCOMPYOHUKY». [lukmys ko0, oHa u He
docaovisanacw, umo Ha camom oere CMC nocmynuno om barka.



B oanvhetiwem nomepnesuieii 8 mecceHoxicepe NOCMYNUL 360HOK OM
AKOOBI NPABOOXPAHUMETISL, KOMOPLLUL COOOWUI, UMO NPeoblOVULL Pa32080p OblL
C MOWEHHUKOM U Menepsb OH 3a81a0el eé OAHHbIMU, OQOPMUTL KPeOUM HA e€ UMS,
8 C6A3U C YeM JHCEHWUHE HYICHO COOpamb 8ce C8oU cOepediceruss U NOJLONCUMD
ux 6 bamke Ha 6HO8b OMKPLIMbIL CYEM.

B oannom cnyuae cymma ywepba cocmasuna 27 000 pybneti.

He3akoHHbIe Onepanum ¢ KPUNTOBAJTIOTOM.

3a4acTyr0 MOXKHO YBUJIETh B COLIMAJIbHBIX CeTsAX, Ha FOTyOe pekiamy,
NPU3BIBAIOLIYIO JIETKO 3apaloTaTh. 3a4yacTyio, 3TO MPEIOKEHHE 3apabdoTaTh
NOCPEJICTBOM OOMEHA KPUIITOBAIIOTHI.

Kakmue neiicTBUA ¢ KpUNTOil pa3pemedbl pusannam B benapycen?

CormacHo Jlekpery Ne® «O paszButur 1UGPPOBOH AKOHOMHKNY,
du3nyeckue JuIa BIOpaBe BlaaeTh HUGPOBHIMM 3HAKAMHU (TOKEHAMH,
KpUIITOBa0TOM). OTpacib ocBoOMKAeHa oT HaioroB A0 2049 r., a rpaxaaHe
CTpaHbl MOTYT HE TOJIbKO BJIaieTh IU(GPOBBIMU JIEHBIAMU, HO U COBEPIIATH
C HUMHU PA3JINYHBIE ONEPALUU:

MaiHUHT KPUIITOBAJIFOT.

XpaHEHUE KPUIITOBAIIOTH B BUPTYAJIbHBIX KOIIEIbKAX.

OO6MeH 1M(dPOBBIX 3HAKOB (TOKEHOB, KPUIITOBAJIIOTHI) HA MHBIEC IU(PPOBBIE
3HaKU (TOKEHBI, KPUMITOBAIIOTY).

[IpuoOperenre  mM@PPOBBIX  3HAKOB  (TOKCHOB,  KPHUITOBAIOTHI),
UX OTYYXKJCHHE 3a OelopyccKue pyOsr, HHOCTPAHHYIO BAJIOTY, SJICKTPOHHBIE
JICHBIH.

JlapeHue u 3aBelniaHue MU(PpPoBbIX 3HAKOB (TOKEHOB, KPUMTOBAJIOTHI).

[IpyueM Bce 3TH omepaluu, €CIM OHU NPOU3BOIITCS (PU3UUECKUMU
JUIAMUA  CAMOCTOSITEIbHO, ©0€3 TMPHUBIICUEHUS HHBIX JIHUI, He SBJIAKTCH
NpeNpPUHIMATEIbCKON JeITeJIbHOCTHI). JTO MPOIMKUCAHO B MYHKTE 2 CTaThU
2.2 Jlekpera Ne8. TokeHbI He NMOAJIEKAT ACKIAPUPOBAHUIO.

Jlannas nuOepanu3anus TpUBJIEKIa OONbIIOE BHUMAHUE K PBIHKY
KPUIITOBaIOTH. MHOrHe pu3nueckue Jnia cTajid MOKyIaTh U MpojiaBaTh ee 3a
cpenctBa Tperbux Jull. OAHAKO «IOMOIIB» B TMOKYINKE M MPOAAXKE
KPUIITOBAJIOTHl TPETHbUM JIMI[AM MOXET pacCleHUBAThCAd KaK HE3aKOHHas
peANPUHUMATENBCKAS ACATEIbHOCTb.

ITynkT 2.6 [ekpera Ilpesunenta Pecniyonuku benapycs Ne 8 3ampemaer
OKa3aHHe COMCHCTBUSI MHBIM JIMIAM B COBEPIICHHM WJIM HMCIOJHCHUU
C/IEJIOK ¢ KPUIITOBAJIIOTOM.

To ectb, (Qu3nMyeckue aUUA MOTYT OCYUIECTBISATH  ONEpaluU
C KPHUNTOBAIIOTOM MCKIIIOUUTEILHO B COOCTBEHHBIX LIEISIX, a ATO 3HAYUT,
YTO JIF0OOE€ TOCPEAHUYECTBO CO CTOPOHBI (hU3MUecKoro muna B cdepe
KPUIITOBAIIOT SIBJISICTCS HE3aKOHHBIM.



Kpome Toro, 17 centsadops 2024 roga I[Ipesunent benapycn Anexcanap
Jlykamenko nonnucan Ykaz Ne 367 "O0 oOpamennu nu@poBBIX 3HAKOB
(TokeHoB)". JIOKYMEHT MPUHAT B LEJSAX MOBBIIMICHUS 3AIMUIIEHHOCTH TPaXJaH
IPpU COBEPIICHUM CHENOK ¢ HU(PPOBHIMM 3HAKaMU (TOKEHAMHM), a TaKKe
WCKJIFOYEHUS BO3MOKHOCTH BOBJICUEHHUSI KPUIITOBAIIOTHI B MOIIEHHUYECKYIO U
JIPYryIO MPOTUBOMNPABHYIO JIEATEIBHOCTD.

VYka3 mnpegycMarpuBaeT 3amnper i (GU3UYECKUX JIWI, B TOM YHCIE

VHJMBUYaJIbHBIX MpeanpuHumarenen - pesuneHroB I[IBT, Ha mnokynky
U MPOJIAXKyY KPUIITOBATKOTHI BHE OeopyCcCKuX KPUTITOOUPIK
(KpUITOOOMEHHHUKOB).

Kak He cTaTh kepTBOIl KNOEpHpecTyIIeHus ?

Hukorna, HUKOMYy M HM TpU KakhX OOCTOATENbCTBAX HE COOOLIATH
PEKBU3UTHI CBOMX OAHKOBCKUX CUETOB U OAHKOBCKUX KapT, B TOM YMCIIE JIULIAM,
NPEICTABUBIIMMCS COTPYJHUKAMU OaHKa WM MPaBOOXPAHUTEIBHBIX OPraHoOB
IpU OTCYTCTBUU BO3MOXKHOCTH JIOCTOBEPHO YOEIUTBHCS, UTO 3THU JIIOJIU TE, 3a
KOTo ce0s1 BBIJIAIOT.

B cnydae mocTyruieHMs 3BOHKa OT «COTPYAHMKa OaHKa» HEOOXOAMMO
YTOYHUTH €ro (aMuinio, Homep TenedoHa, Mocae Yero 3aBepIinuTh Pa3roBOp U
caMUM TMO3BOHUTH B OaHk. HeoOxomuMo mnpuHUMAaTh BO BHUMAHHE, YTO
peaIbHOMY COTPYAHMKY OaHKa M3BECTHA cieayromas uHpopmarus: dhaMuius
JIep>KaTeNisl KapThl, MACIOPTHBIC JIAHHbBIE, KaKue KapThl 0(hOpMIIEHBI, OCTATOK Ha
cuere.

He cnenyer coobmarh B TelepOHHBIX pa3roBopax (Jaxke COTPYIHUKY
O0aHKa), a TaKXKe MOCPEICTBOM OOIIECHUS B COLIMAIBHBIX CETSAX TMOJIHBINA HOMEp
KapTouku, cpok ee neiictBusa, ko CVC/CVV (maxopsiiuecss Ha oOpaTHOMU
CTOpPOHE KapThl), JIOTHH U MapoJib K HHTEPHET-0aHKUHTY, TIACIIOPTHEIE JIAHHEIC,
KOo710BO€E C10BO (1iudpoBoit ko) uz SMS-cooOieHuni

B caydae ecnu  «coTpyaHuK OaHKa» B pa3roBope  COOOIIAET,
YTO C KapTOYKOW MPOUCXOMAT HECAaHKIMOHUPOBAHHBIE TpPaH3aAKIIMUH,
HEOOXOJMMO OTB€YaTh, YTO BBl MpHUJETE B OaHK JIMYHO, BElIb BCE IMOJOOHBIE
BONPOCHI HY)KHO pelllaTh B OTJEICHUU OaHKa, a He 10 TeledoHny.

Buumanue! IlomHHMTE, YTO COTPYAHHUKH OAaHKOBCKHX Yy4Ype:KICHUI
HHMKOI/Ia He HCHOJB3YIOT JJIsl CBSA3M C KJIMeHTOM MecceHmxepnl (Viber,
Telegram, WhatsApp).

JIns.  ocylecTBICHUSI OHJIAWH-IJIATEXKE HEO0OXOAMMO HCIOIb30BaTh
TOJIEKO HAJIC)KHBIE TUTATS)KHBIE CEPBUCHI, 00S3aTEIHHO MPOBEPSIS TOMEHHOE UM
pecypca B aIpecHOM CTpoke Opaysepa.

He cnenyer xpanuth 0aHKOBCKHE KapThl, UX (pororpadm U peKBU3UTHI
B MeCTax, KOTOpbIe MOTYT OBITh JOCTYIHBI IMOCTOPOHHUM JIHIIAM; 3TO XKeE
OoTHOCUTCA K (hoTorpadusiM ¥ UHBIM BUAaM HH(POPMAITUU KOHPHUIACHITUATHLHOTO
xapakrepa.

Crnenyer BO3AECPKUBATHCS OT OCYIIECTBICHUS  OHJIAMH-IUIATEXKEH,
CBSI3aHHBIX C MPEJOIIATON M TIEPEUMCICHUEM 3a/JaTKOB 3a TOBaphl U YCIYTH,



OJIarOTBOPUTEIBHOM W CHOHCOPCKOW TIOMOIIM B TMOJb3Y OpraHU3aIuii
U (U3MYECKUX JIMI MPU OTCYTCTBUM JIOCTOBEPHBIX JaHHBIX O TOM, YTO
Ha3BaHHBIE CYOBEKTHI SIBJIAIOTCS TEMU, 3@ KOTO Ce0s BBIAAIOT.

He crour nepeyucnsaTh [IE€HEXKHBbIE CPEICTBA HAa CyYeTa AJIEKTPOHHBIX
KOIIIEJIbKOB, KapT-cueTa OaHKOBCKHMX IUIATEXKHBIX KapTodek, cuera SIM-kapt
1o NMpockOe nop3oBaTeneit cetu MHTepHer.

Jlist moctymna K cucteMaM AUCTaHLIMOHHOTO OAHKOBCKOT'O OOCITYKHUBaHUS
(MHTEepHET-0aHKUHT, MOOUJIbHBIN OAHKHUHT), 3JICKTPOHHBIM IMOYTOBBIM SAIIHKAM,
aKKayHTaM COIIMAJIbHBIX CETe M MHBIM pecypcaM HEOOXOAUMO HCIOIb30BaTh
CIIO)KHBIE MAapOJM, HCKIIOYAIoUMe BO3MOXKHOCTh uX mnoadopa. Crour
BO3JIEPXKAThCS OT CHEAYIOIMX TMapojied: aar poXACHHs, HUMEH, (aMIIUH,
T. €. TeX, KOTOpbIE€ JIErKO BBIYUCIUTH M3 OOIIEAOCTYIHBIX HCTOYHUKOB
uHdopMarmu (Hanmpumep, COUAIBHBIX CETEH).

[Ipu cocTaBiieHrH MIATEKHBIX JOKYMEHTOB BaXKHO MPOBEPSATH MIATEKHbBIC
PEKBU3UTHI TOJTy4aTelisl IEHEKHBIX CPEJICTB.

[Ipu nocTyruieHNU B COLMANBHBIX CETAX COOOIIEHUH OT JIMII, COCTOSIIIINUX B
kareropuu «py3bs», ¢ Ipock0aMu 0 MPEAOCTABICHUN PEKBU3UTOB OAaHKOBCKUX
IUTATEXKHBIX KapTOYEK HE CIEAyeT OTBEYaThb Ha IMOJ00HBIE COOOILIEHUS,
HEOOXOIMMO CBSI3aThCsl C JAHHBIMH TOJIB30BATENISIMU HAIPSIMYIO MTOCPEACTBOM
UHBIX CPEJCTB CBA3H.

[Ipu oOHapykeHun QakrTa B3JIOMa aKKayHTOB COILIMAJIbHBIX CETeH
HEOOXOMMO HE3aMENJIUTENIbHO BOCCTAHABIMBATh K HUM JOCTYIl C MOMOIIbIO
CIykObl ~ TIOJZIEpKKH JTOO OIOKMpOBaTh, a TaKXKe NPEayNpexaaTh
00 3TOM (haKTe JIUII, C KOTOPHIMHU OOIIATIUCh TTOCPEJACTBOM JAHHBIX COIMAIBHBIX
CEeTEN.

He pa3smemaiite poTorpaduu MHTUMHOTO XapaKkTepa B COIMAIBHBIX CETX,
B 3aKPBITHIX T'PYNNax, ¢ OrPAaHUYCHHBIM JIOCTYIIOM, 3ayMalTeCh, €CIU 3a ATy
dboTorpaduro MOKET ObITh CTBIJTHO, CTOUT JIM €€ TJIe-TO XPAHUTb.

Henp3s oTkpeiBaTh (ailyibl, MOCTyMaroUMe C HE3HAKOMBIX aJpecOB
AJIEKTPOHHOW TOYTHI M AaKKAYHTOB MECCEHIDKEPOB, MEPEXOJUTh MO CChUIKaM
B COOOUIEHUSX O MPHU3aX U BHIUTPHIILIAX.

Heo0xoaumo KCIonb30BaTh JULEH3MOHHOE MPOrpPaMMHOE OOECIeUeHueE,
pEryisipHO OOHOBJISITH MPOrPAMMHOE 00€CIIEYEHHE U OMEPALIMOHHYIO CUCTEMY,
YCTAaHOBUTH AHTUBUPYCHYIO TMpOrpaMMy HE TOJbKO Ha MEPCOHATBHBIM
KOMIIBIOTEP, HO U CMapT(OH, TUIAHIIET, U PETYASIPHO OOHOBIISATH €€.

CnemyeT O3HAKOMUTh C TEPEUMCICHHBIMU TPaBHWIaMH 0€30MacCHOCTU
CBOMX POJCTBEHHMKOB M 3HAKOMBIX, KOTOpPhIE B CHJIy BO3pacTa WIH
HEIOCTATOYHOrO YPOBHS (PMHAHCOBOW TPaAaMOTHOCTH MOTYT OBITH OCOOEHHO
YSI3BUMBI TSI IEUCTBUI KHOEPITPECTYITHUKOB.

[IpaBun M™MHOro, HO B YCIOBHUAX CYIIECTBOBaHHMS B IU(GPOBOM
OPOCTPAHCTBE 3TO TAK K€ AJIEMEHTApHO KaK YHUCTUTh 3YyObl, IMOJIb30BATHCS
pacyeckol U KyInuTh B allTEKE CPEICTBA 3aIUTHI.

byabTe Onurenshbl! beperure ceda u cBOMX pOJIHBIX!



