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Bonpoc Ne 1. IIporuBojaeiicteue kuoepnpectynHoctu. O0nmue ceeeHus

B nactosimee Bpems MHTEpHET M KOMIBIOTEPHBIE TEXHOJOTHH CTPEMHUTEIHHO
MPOHUKAIOT BO BCE cdepsl KU3ZHENICSITEIIbHOCTU YeJI0BeKa.
C 0oaHOI CTOPOHBI, 3TO OTKPBIBAET Iepes OENOPYCCKUMHU TpakIaHAMHU U 0OILIECTBOM
pSi IEPCIICKTUB, C IPYTrOi — BIIEYET MOSBJICHHE HOBBIX PUCKOB M yrpo3. Tak, OypHOe
pa3BUTHE TEICKOMMYHHUKAIIMOHHBIX TEXHOJOTHUN, POCT YKCIIa JIEKTPOHHBIX YCTPOMCTB
U YCIyT, TMPEIOCTABISEMbIX HACEICHHIO C WCIOJIb30BaHUEM HH(GOPMAITMOHHBIX
TEXHOJIOT Ui, MPUBENIA K YBEIIMUYECHUIO KOJIMYECTBA KHOEPIIPECTYILIICHUH.

Bompocel tmdpoBoit TpaHnchopmanuu IPECTYNHOCTH CErOJHS  SBJISIOTCA
OJIHUMHU M3 Hamboiiee 3710001HEBHBIX. 11 OT TOro, HaCKOJbKO 3(P(PEKTUBHO YIaCTCS
IIPOTUBOCTOATH ATOMY BBI30BY, 3aBUCHUT HE TOJBKO 3aIIUIIEHHOCTh MPaB U UHTEPECOB
rpakJaH, HO U MH(pOpMalMOHHAas 0e30MacHOCTh o0lIecTBa U rocyaapctsa. Ilpu satom
YHUBEPCAIbHBIX IOAXOJOB, MO3BOJISIONIUNX A(PPEKTHBHO MPOTUBOACHCTBOBATH
BBICOKOTEXHOJIOTHYHBIM TMPECTYIUICHUSM, HE BBIPAOOTaHO HHU OJHUM TOCYJIapCTBOM
MUpa.

Cpenu  ¢GakTOpoB, CTHUMYJIUPYIOUIUX POCT KUOEPHPECTYIUICHUN, MOXKHO
BBIJICIUTh TaKHe, KaK BBICOKME TEMIIbI OCBOEHUSI ceTH VIHTepHeT, BbI3BAaHHBIN
pacnpocTpaHeHneM KopoHaBupycHoi wuHbekuuu Covid-19 mepexom mHOrHX cdep
OOIIIECTBEHHBIX OTHOIICHWA B WHTEPHET-MPOCTPAHCTBO, PAa3BUTHE JIUCTAHITMOHHBIX
CIIOCOOOB COBEPIICHUS TPECTYIUICHUH, TPU KOTOPBIX OTCYTCTBYET NPSIMON KOHTAaKT
MEX]Ty 3JIOYMBIIIJICHHUKAMH U WX KEPTBaMH, a TaK)Ke HEJIOCTATOUYHO BHICOKHI YPOBEHb
1 poBOil 0€30MaCHOCTH IPAXKAAH.

B mocnemnme gBa  Mecsma  HaOMIOgaeTcs  HEKOTOpas — CTaOWMIM3anms
KpUMHUHOTCHHONH 00CTaHOBKM. Tak, ¢ Hayajga roja 3apeructpupoBaHo Ha 17,6%
MCHBIIIC MPECTYIUICHWH, YeM B aHaJOTHMYHBIM nepuoa mpomwioro roxa (13 427;
16 304). Taxxe Ha 18,8% CHHU3WIICS IPUPOCT KOJUYECTBA XHUIIECHUH, OIS KOTOPHIX B
oOmieit kubepripecTynHocTu coctapisier 9 u3z 10 mpectyruieHuil (Tak Ha3bIBaeMbIe
BUILUHT, (PUIITIHT).

[IpuumHBI, TOBIMUSBIIKME HA CHIKEHHE TEMIIOB POCTAa KHOEPIPECTYIIICHHM:

1. Akmuenas deamenvHOCMb NO NpeceueHuro KubepnpecnynieHuu.

B »ToM roay mnpecekanach JeSITEILHOCTh JIEUCTBOBABIIMX Ha TEPPUTOPUHU
PECIyOIuKH «IpOI» M «OOHAI» CEPBHUCOB, a TaKXXE JIUII, 3aHUMAaBIIUXCSI OOMEHOM
MOXUIIICHHBIX JCHET ¢ 0AaHKOBCKHUX CUETOB IpaXkAaH B KPUITOBAIIOTY. ITO ITO3BOJIHIIO
CYIIECTBEHHO 3aTPYJHUTHh 3JIOYMBIIUJICHHUKAM BBIBOJI TOXMIIEHHBIX JIEHET.
[Tocnegnue  3amep)kaHusl  YYACTHUKOB — NPECTYMHBIX — TPYIN, 3aHUMAIOIIUXCS
«O0OHaJIOM», TMOKa3aJiM, YTO MOJICTaBHbIE OAHKOBCKHE KapTOUYKH PETUCTPUPYIOTCS U

OOHAITUMYHNBAIOTCS IMPUC3KUMH I'PAKIAAHAMU COIIPCACIIbHBIX I'OCYIapCTB.
Ilpumep 1. B pesynaprare npoBeneHuss OPM ycTaHOBIIEHBI U 3a/epikKaHbl yYaCTHHUKH
IPECTYITHOM IpyIIbI, cocTosAEed u3 23 xutenei r.MuHcka, KoTopsie B nepuoj ¢ Hoa0ps 2020 r. o
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ampenb T.T. OCYIIECTBWIM XHIIEHUE JICHEKHBIX CPEACTB IMyTeM MOIUPUKAINU KOMIIBIOTEPHON
uHpOpMaIMK y KIMEHTOB Oelopycckux OaHKOB myTeMm BummHra. OOmas cymMma MaTepHaIbHOTO
ymep0a coctaBuia okoio 1.450.000 py6mneid, ycranosieno 6onee 100 norepnesmux. B oTHomeHnN
¢urypantoB Bo30yxaeHo 6osiee 100 yronoBubIx aen no 4.2,3 ¢1.209, 4.2,3,4 c1.212 VK. [lonydyena
uHpOpMaIMsT O MPUYACTHOCTH ¢UrypantoB Kk Ooinee demM 1000 aHaTOTWYHBIX NPECTYIICHUH,
COBEPIICHHBIX Ha TEPPUTOPHH PECITyOINKH.

Ilpumep 2. B KOHIle aBTycTa 3aJiep)KaH WHOCTPAHHBIA TPaKIaHWH, KOTOPBIA B TIEPHOT
¢ 17 mo 28 centsa6ps 2021 roma B cocTaBe MPECTYIMHON TPYIIBI OCYIIECCTBUI XUIICHUE JTSHEKHBIX
CPE/ACTB MyTeM MOJU(PUKALNN KOMIBIOTEpHOU HHpopMaruu y Oosiee 50 moTeprneBIINX TpaxiaaH
benapycu.

2. AxmusHnas ungopmayuonnas u npoguraxmuveckas paboma ¢ CMU, &
MPYO0BbIX KOJIEKMUBAX U YUeOHbIX 3a8e0eHUsX, CYUWECMBEHHO GUsem HA CHUMNCEHUE
KOJIUYecmaa npecmynieHuti 0aHH020 8U0Qq.

YPOBEHb KOMIBIOTEPHOM T'PAMOTHOCTH TPaXAAH HENOCTATOYHO BBICOK U
CYILLIECTBEHHO OTCTA€T OT CKOPOCTH BHEIPEHUS TEX WA WUHBIX KOMITBIOTEPHBIX CHUCTEM B
MOBCETHEBHYIO JKM3Hb. K TOMy jKe MHOrume OelIopychbl HEIOCTaTOYHO OTBETCTBEHHO
OTHOCSITCS K 3alIUTE U 0€301MacCHOCTH COOCTBEHHOW MH(OPMAIMY U JIMYHBIX TAHHBIX.

B nemax peammzanmu KOMIUIEKCHOrO IUIaHa MEpOIPHSTHM, HAIPABICHHBIX HA
npuHsTHE YPPEKTUBHBIX MEP MO MPOTHBOACHCTBUIO KMOSPIPECTYIICHUSIM, TPODUIIAKTHKE
UX COBEPIICHNS, MOBBIIICHUIO MU(POBOI TpaMoTHOCTH HaceneHus Ha 2021 — 2022 rogpl,
a taxke noanyHkra 1.1 mynkra 1 IIporokona nopydenuit MuHHUCTpa BHYTPEHHUX JI€N OT
13.04.2021 Ne 5, ¢ 10 mo 20 mas 1.r. B benapycu npoBouiack npoduiakTHuecKas aKiys
«Jlekama kuOepOE30MacHOCTWY, HAampaBlieHHAas Ha COBEPILIEHCTBOBAHUE pabOTHI IO
npoUIaKTUKEe KHOEPIIPECTYIUICHUA W CHW)KCHUIO MX YHCJA, TOBBIIICHUE YPOBHS
IU(pPOBOI TPaMOTHOCTH HACEJICHUSI.

B pamkax akuumu peaqu3oBaH KOMIUIEKC MEPOIPUATHA MO HHGOPMUPOBAHUIO
TpakJaH O COBPEMEHHBIX BUIaX KMOSPIPECTYIICHUI 1 Mepax 10 MPOTUBOACHUCTBHIO M. B
CpEICTBaX MaccoBOW HWH(OpMaIWM 3a YKa3aHHBIM Tepuoj] pasMmemieHo cBbime 80
MaTepUaJioB, POBEIECHO OKOJIO 10 THICSY BBICTYIUICHUN B YUPEXKACHUSX 00pa30BaHUS U
TPYIOBBIX KOJUTEKTHBAX. THPOpMAIMOHHO-TTPOGMIAKTHYECKIE MaTEPUAITBI Pa3MEIIAINCh B
MECTaXx MAacCOBOTO HAaXOXAEHUsSI TpakdaH, OOBEKTaX COLMATBHOTO Ha3HAYCHUS U

TPaHCTIOPTHON MH(PPACTPYKTYPHI.
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Bonpoc Ne 2. Han6oJ1ee akTyajJabHbIe BHIBI KHOePIPeCcTYILJIeHUI

OmHuM W3 caMbIX PacCIpOCTPAHCHHBIX KHOEPIPECTYIUICHUN OCTAeTCsl XUIIECHUE
JICHEKHBIX CPEJICTB MPHU TMOMOIM MOIU(DHUKAIUNA KOMITBIOTEPHOW WH(OPMAIIUH.
[IpuueM B OOJBIIMHCTBE CIy4aeB 3TH MPECTYIUICHHS CTAHOBSATCS BO3MOXXHBI B
pe3ysbrare OeCleyHbIX NeUCTBUNM CaMUX MOTEPIEBIINX, MPEIOCTABUBIINX PEKBU3UTHI
J0CTynla K CBOMM OaHKOBCKMM cYeTaMm. [IpecTynmHWKH 3aBiafeBalOT pPEKBH3HTAMHU,
HEOOXOAWMBIMU  JIJII  OCYIICCTBIICHHS TPECTYIHBIX TPAaH3aKIMH, IMOCPEICTBOM
CJIETYIOIIUX CITOCOOOB:

«360HOK U3 0aHKa)

Buwune (anen. vishing, om voice phishing) — oaun 13 MeTOI0B MOIIICHHHUYECTBA
C HCTOJB30BaHUEM COIMATHHOM WHXKEHEPUU, KOTOPHIA 3aKIIOYAETCS B BBIBEICHHUU
37I0YMBIIIJICHHUKOB JKEPTBBI Ha KETAEMYI MOJIEIbh MOBEICHUS C LIEJbI0 3aBlIaJCHUS
KOH(pUACHIIMAIBHONU HHPOPMALIUK JIJIS1 XUILIEHUSI CPEJICTB.

Kak mnpaBuio, /s coBepIlIeHUS 3BOHKA MPECTYNMHUKU HUCIOIB3YIOT OJUH U3
pPacIpOCTPaHEHHBIX MECCEHJICKPOB, UCIOIb3ysl (DYHKIIUIO «IMOoJMeHa Homepay. Kak
CJICICTBHE, Y TIOTEPHEBIIETO Ha SKpaHe MOOUIILHOTO TejiehoHA MOKET OTOOpAKATHCS
COBEpIIECHHO JIt000ON HoMmep TenedoHa, 3aJaHHBIM 3J0YMBIIIJICHHUKOM. Takxke
MPECTYIMHUKA MACKUPYIOTCS TIOJ JIOTOTUIIOM Y3HAaBaeMbIX O€IOpycCKuX OaHKOB,
BBO/IS B 3201y K/I€HUE TTOTCHIIMATBHBIX YKEPTB.

OT uMeHn 0aHKOBCKOTO COTPYIHHUKA WJIU MPEACTABUTEIS TPABOOXPAHUTEIHHBIX
OpraHOB 3JIOYMBINIJIEHHUKH COOOIAIOT KEPTBE, YTO HEOOXOAUMO OCYIIECTBHUTH
Kakue-m0o JEeUCTBUS C OaHKOBCKOM IIJIATEKHOM KapTOW, TaK KakK KTO-TO JHOO
MBITAETCS TOXUTUTh C HEE JCHEXKHbIC CPEACTBA, JUOO O(QOopMIISIET KpeauT, JUOOo
MPOU3BOJUT  TOJO3PUTEIIBHYIO  OIUIaTy. 3aBlaJiecB PEKBU3UTAMU  OaHKOBCKOU
IJIATE)KHOW KapThl, MPECTYMHUKH OCYIIECTBISIOT XUIICHUE JCHEXKHBIX CPEICTB C
OAHKOBCKOTO CYETa MOTEPIEBIIETO.

B mocnennee Bpems Hambolsiee akTyaibHash cxeMa — MOOYXICHHE >KEPTBBI
OTKPBITh KPEAUT. 3JI0YMBIIIJIEHHUKHA COOOIIAIOT JKEPTBE O TOM, YTO SKOOBI KTO-TO
MMOCTOPOHHUHN TIBITACTCS OTKPBITh KPEIUT HAa €€ UMs, U JUIsi €ro JeaKTUBAIUU
HEOOXOJIUMO CaMOCTOSITEJIbHO OOpaTUThCS B OaHK M OTKPBITH KPEIWT, TEpeciiaB
BIIOCJIC/ICTBUU PEKBU3UTHI CUETA.

Ilpumep 1. B xoH1e okts6ps Ha «Viber» OpecTuaHUHY MO3BOHHUIIO HEYCTAHOBJIEHHOE JIULIO U
coo0umiIo, 4ro SKOObI B MMHCKE HEHM3BECTHBIN coOupaercss opopMHUTh Ha ero ums kpeaut. C
IENbI0 TPECEUCHHsI JTUX JEHCTBHA OH TIOCOBETOBAI OTKPHITh HAa CBOE HMsI MaKCHMAaJbHO
BO3MOXXHBIA KPEAMUT: MY>KUMHA OTKpPbUI KpeauT Ha 7,5 Thicsy pyOineit. Takke mo pekoMeHAalnu
3BOHSAIIET0 YCTAaHOBWJI IMPOrpaMMy yAaleHHOro goctyma «AnyDesk» u cooOumn ceaHCOBBIi
napoJib, 3aTeM OTmpaBmi (oTorpaduu CBOETO MACHOpPTa W PEKBU3UTHI OAHKOBCKOM IIATEKHOU
KapThl. Bckope moTepneBmnii OOHApYX W, YTO C €ro OCHOBHOTO cueTa MOXHIIeHbl okojo 800
pyOIeil, a moy4eHHbIN KPeAUT MepeBeieH uepes enouky onepaiuii B Poccuro.



Ilpumep 2. Cxoxuil ciydail mpou3sorien B KoHie OKTsOps B Iluncke. Ilo3BoHMBIIMI Ha
«Viber» MeCTHOW KUTEIbHUIIBI HEU3BECTHBIA COOOIIMII, YTO SKOOBI KTO-TO MBITAETCA MOJYYHUTh
JIOCTYTI K €€ CUETY W MBITAETCA OTKPBITh KPEIUT Ha €€ uMs. SAKoObl JJig MpeAOTBPAILEHUS STOTO
HEOOXOJIMMO B35ITh KPEIUThl HA MAaKCUMallbHO BO3MOXHBIE CyMMbI. JKEHIIIMHA BBIMIOJIHUIIA 3TO, a
TAK)KE 10 HACTOSHUIO 3BOHSAIICTO YCTAHOBHJIA MPOrpamMMy yaajieHHoro jgoctyma «AnyDesk» wu
co00IIIMIIa EMY CEaHCOBBIN Maposib. B utore ona nummuiack 12 Teicsd 0e0pyCCKUX pyOJIeH.

IIpumep 3. B cepenune aBrycra >kuteinto r.I'poHO MOCTYIUI psii 3BOHKOB uepe3 «Viber» oT
OIHOTO U TOTO € MOIIEHHHKA, KOTOPBIA IOJ NPEIJIOrOM BBISIBICHHUS HEA0OPOCOBECTHBIX
OaHKOBCKMX paOOTHHUKOB CKJIOHMJI €r0 K OTKPBITHIO KPEAHTa U MEPEBOAY BCEW CyMMBbI Ha CBOU
O6ankoBckuit cuet. [lepenaB pekBU3UTHI, TPOAHEHUAHUH JIUIIWICS 13 ThICSY pyOIe.

«Quumunz»

Quwune (om awnen. fishing — pvloHas 10675, 6blydHcusaHue) — OJIUH U3 BUJIOB
MOIICHHUYECTBA,  IIEbI0  KOTOPOTO  SBISETCA  MOJyYeHHE  JOCTyma K
KOH(UICHITMAIBHBIM JaHHBIM I0JIb30BaTeliel (JIOTHHAM U TTapoJIsiM) M TIOCIICTYIOIIETO
XUIICHUS JCHEKHBIX CPEICTB.

Haunbonee 4vacto naHHas MpecTyIlHAas CXeMa pPEaJn30BHIBAET B OTHOIICHUU
KJIMEHTOB TOPTOBBIX HWHTEPHET-IUIOMAJAOK. BBICTynmas B pojd  IMOKyHaTels,
3JIOYMBINIUICHHUK HaxXOJWT MPOJABIla TOBapa M BCTYMAaeT C HHUM B IIEPENHUCKY B
MecceHmkepax («Vibery, «Telegramy, «WhatsApp»). OH cooOliaer, 4To TOBap €ro
3aMHTEPECOBA]l M YK€ SKOOBI COBEPIIMJI TPEIoIiaTy (3a4acTy BBICBUIACTCS
CKPUHIIIOT AJIEKTPOHHOTO Y€Ka O MEPEUUCICHUN CPeacTB). it TOro 4ToObl MOTYyUUTh
JAHHBIE CPEICTBA, MPOAABILY HEOOXOIUMO MTPOUTH MO TUIIEPCCHUIKE U BBECTH JIaHHBIE.

HeBHMMaTENBbHBI WHTEPHET-TIONB30BATENIb MOXKET M HE 3aMETUTh ITOJIMCHBI,
TaK Kak IMOJOOHBIE CTPAHUIBI BU3YyaJIbHO CXOXKU C O(OPMIICHHEM CAaMTOB WM3BECTHBIX
cepsucoB (Kygap, EPUII, CDEK, Bennouma, catimel paznuunslx 6ankos u op.). Aapec
HOJUICIIbHOM BEO-CTpaHMIIBI TaKXKe MOYKET HarmoMHuHaTh peanbHbiil (Kufar-dostavka.by,
erip-online.com, belarusbank24.xyz, cdek-zakaz.info u op.).

Ecmn skepTBa «mmomagiercsi Ha yI0UYKY» W 3alloJHUT (POPMY, COOTBETCTBYIOIIHEC
PEKBU3HTHI JOCTYMA K OAHKOBCKOMY CUETY OKaXKYTCS Y MPECTyIMHUKA. Yepe3 CUNTaHHbIC
MUHYTHI 3JI0yMBIIIUIEHHUK OCYIIIECTBIISIET JOCTYN K OaHKOBCKOMY CUETY W TEPEBOIUT
JICHe)KHBIE CPEACTBA HA KOHTPOJHPYEMble MM OAHKOBCKHE CYETa WM DJIECKTPOHHBIC
KOIIETbKH, 3apEeTUCTPUPOBAHHBIC HA MTOACTABHBIX JIHII.

Ilpumep 1. >xutenpHunla bpecTkoii o0racTu Ha TOProBOHl WHTEPHET-IUIOIIAAKE pa3MecTHIIa
oOBsiBIeHNEe O mpojaxe Tydueid. Bckope B Meccenmxepe «Viber» el mocTynuio cooOllleHHe OT
HEM3BECTHOTO a0OHEHTa, KOTOPBIM COOOLIMI O XelaHUM MPUOOpecTH TOBap. 3aTeM OH MPHUCIAT CCBUIKY
«https://evropochta.pay-get.by», TOSICHUB, dYTO >KEHIIMHE HEOOXOAMMO BBECTH PEKBHU3UTHI CBOCH
0OAaHKOBCKOM IUIaTE)KHOW KapThl ISl OCIEAYIOUIero mepeBoja AeHer 3a Tydau. OHa mpomuia 1mo CChuUIKe,
BBeJIa TpedyeMyro HHPOPMAIIUIO, U BCKOPE C €€ CUeTa MPECTYIMHUK MOXUTHI 2 ThICSYU pyOsiei.
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Ilpumep 2: BopucoBYaHKa Yepe3 TOPrOBYIO WHTEPHET-TUIOMIAJIKY IBITANACH TPOAATh CTABIIYIO
HEHY)XHYIO B X03sIiiCTBe Belllb. [loKynarenp Hamesncs ObICTPO: OH JIOJTO PacCIpaliiBall O COCTOSTHUU BEIIH
U €€ TOTPeOUTENhCKUX CBOMCTBAX. 3aTeM OTIPABWII KEHIIMHE CChUIKY Ha (UIIMHTOBBIA CAWT, TJe HYXKHO
BBECTH JaHHBIC €€ OAaHKOBCKOHM KapThl U 3a4MCiCHUs TuiaTeska. OIuiaTel 3a TOBap HE TMOCTYIHIO, a CO
cdeTa MOTepIeBIIel ObLIIO CIIUCAHO MOYTH 2 ThICSY PyOJIei.

B mocnegHee Bpems ydacTWIMCh CIy9aW CO3AaHUS (DUIIAHTOBBIX CaWTOB,
OPHMEHTHUPOBAHHBIX IO/ 3aMPOCHI TMOJIB30BATEICH B MOUCKOBBIX cHCTeMax. I paxkaaHe
normaaT Ha HEX npsaMo u3 Google m Yandex mocie 3amnpocoB tuma «benapycoaHk
JUYHBIA KaOuHeT», «benarpornpomMOaHKk UHTEPHET OAHKUHI» U T.JI. Y BUAEB 3HAKOMBIN
3aroJIOBOK U JIOTOTHI CaiiTa B BbIJaue Pe3yJIbTaTOB MOMCKA U HE YJOCTOBEPUBIIHCH B
COOTBETCTBUHU ajpeca caiTa ACHCTBUTEILHOMY JIOMEHHOMY HMEHU OaHKOBCKOTO
YUpEXKIACHUS, TOTEPIEBIINM 3amoJIHAET OTKphIBIIyIOCsA (opmy aBTopu3anuu. B
pe3ynbTaTe BBECHHBIC JaHHBIC OTIIPABJISIOTCS MPECTYITHUKY, a HEe OaHKY.

Taxke mnpuoOpena TNOMYyJIIPHOCTh MOIICHHUYECKAss CXeMa, CBsI3aHHAs C
IIPOBEACHUEM SKOOBI «PEKJIAaMHBIX akKIWi» OT HWMEHH W3BECTHBIX B bemapycu
TOproBeIx OpaHAOB. Ilociae TpOXOXACHHWS ompoca Ha TOIACIBHOM — CaiTe
(MpakTUYeCKH HE OTJIMYKMM OT OPUTHHAIBHOTO) TOJIB30BATEIIO [JIs TOJYyYCHHUS
BBIUTPHIIIA TIPEJIaraeTcsa CKayaTh U YCTAHOBUTh MOOHMIIBHOE MPUIIOKEHHUE, MMPUBSI3ATh
K HEeMy OOHYCHYIO U OaHKOBCKYIO KapTy. Eciu >kepTBa BBIOTHUT 3TO YCJIOBHE —
MOIICHHUKH ITOTy4YaT PEKBU3UTHI M COBEPIIAT XHIICHHUE ICHESKHBIX CPEJICTB.
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Bonpoc Ne 3. Muble cnoco0bLI COBepIIeHus] KHOePnPeCcTYILICHUH

C60000nblIl 00ocmyn K OAHKOBCKOU Kapme

B psage cimydyaeB mpuyuMHOM XWIEHWH ¢ OAHKOBCKMX CUETOB CTAHOBSTCS HE
XUTPhIE CXE€Mbl MONIIEHHHUKOB, a OaHalbHAsg yTeps KapThl, OCTABJICHUE €€ B
JIETKOJJOCTYITHOM MECTE WJIM Tepeflaya MHBIM JIMIaM JIJIs OCYILECTBJICHUS Pa30BbIX
matexed. Pa3sHOBUIHOCTBIO TMOJOOHOTO  JIETKOMBICIHS — SIBJISIETCSL  XPaHEHUE
dboTonzo0paxkeHnii OaHKOBCKMX KapT WM IUIATEKHBIX PEKBU3UTOB B IMaMSITH
MOOMJIBHOTO TenedoHa, B IOYTOBOM aKKAyYHTE WM JHUCTAHIIMOHHOM OO0Ja4YHOM
xpanwiuiie. [Ipu HeCAaHKITMOHUPOBAHHOM JIOCTYIIE K TAKOMY XPaHUJIUIIY HPECTYITHUK
MoJTy4daeT O0eCpensITCTBEHHBIN JOCTYN K 0AHKOBCKOMY CUETY €ro BJajeiblia.

Puck ocrarbcs 0e3 3apabOTaHHBIX JICHEKHBIX CPEJICTB TaKXKEe YBEIWYHWBAECT
xpanenue PIN-koga psiagom ¢ KapTol (Hampumep, 3anUCAHHLIM HA OYMAdiCKe 8
KowleibKe Ul Ha camou 6aHKOBCKOU Kapme).

Ilokynka ¢ npedoniamoii

HaubGonee mpocroil, HO OT 3TOro He MeHee padortaromeli (HOpMON HHTEPHET-
MOIIIEHHUYECTBA, SBIIICTCS pa3MEIICHUE TMPECTYIMHUKAMH OOBSIBICHUHA O TIPOAAKe KaKuX-
100 TOBapoB MO OpocoBBIM meHaM. Ho myia ero momydeHust (SKOOBI MOCPEICTBOM
TIOYTOBOM TMEPECHUTKU WITH CITY>KOBI IOCTABKN) TPeOyeTCst IepeUrCICHNE TPEAOTLIAThI WK
3a7aTKa Ha yKa3aHHBIC «IIPOJABIIOM» OAHKOBCKYIO KapTy WJIM DJICKTPOHHBINA KOIIICJCK.
OOBIYHO TOCIIE TIEPEYNCIICHUST OKUAAEMbIi TOBAp TaK M HE IMOCTYIAET, a «IIPOJaBeI)
TIEPECTACT BHIXOIUTH HA CBS3b.

HIanmaosic

B HEKOTOpBIX Ciydasx 3JIOYMBIIUJIEHHUKH MOTYT YIPOXKaTh Pa3rJIallCHUEM
PA3IMYHBIX KOMITIPOMETHPYIOIIMX CBEICHUH C LIEITbEO BBIMOTATEIIbCTBA.

CornuanbHbIe CETH — 3TO MPOCTO KIIaJIe3b MePCOHATBHON MH(POPMAIUU O YETIOBEKE.
[Tony4nB HECAHKIIMOHUPOBAHHBIN JOCTYN K CTPAHUIIAM B COLMAIBHBIX CETIX, IEPEMUCKE
AJIEKTPOHHBIX TOYTOBBIX SIIUKOB M 00JIAYHBIM aKKayHTaM U 3aBJIJIEB U300paKEHUSIMU,
HE TPEIHA3HAYEHHBIMU JIs MyOJUYHOrO MPOCMOTPA, MPECTYMHUKH BCTYMAlOT B
MEPENUCKY C MOTEPIEBIIMMHU, TpeOysl pa3Hble JTCHEKHBIE CYMMbl UM YTpOKasl B Cllydae
OTKa3a pacIpOCTPaHUTh UX B c€TH VIHTEpHET.

Onnaiin-uzput
NHnyctpus mpou3BOACTBA UTP JIJIST TIEPCOHATBHBIX KOMIBIOTEPOB M MOOMIIBLHBIX
raJUKETOB  JIAaBHO CTaJI0 BBICOKOJOXOJHBIM Oum3HecomM. He ynuBHTENBbHO, 4YTO
MOBBIIIICHHBIM BHUMAaHHEM OHa TMOJb3YeTCs M Yy MOIIEHHUKOB. LleHHOCTh TYT
NPEJCTABIIAIOT U aKKAYHTBI MOJIb30BATENEH, K KOTOPBIM HEPEIKO MPUBSI3aHbl PEKBU3UTHI
OAHKOBCKHUX TUIATEKHBIX KapT YISl MOKYIKA UTPOBBIX MPEUMYIIECTB, U KOJUIEKIMOHHBIE
MPEIMETHI, KOTOPhIE UTPOKHU TAKKE HEPEJIKO MPUOOPETAIOT 3a peabHbIC JCHBIU.
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Bonpoc Ne 4. OcHoBHBIE TpaBuJjia MG POBOI TMTHeHbI

Hukorma, HMKOMY M HH 0P KakKuX OOCTOATEJbCTBAX He C000IIATH
PEKBHM3HUTHI CBOMX 0AHKOBCKHMX CYETOB W 0AHKOBCKHMX KapT, B TOM 4YHCJe JIMLIAM,
NpeACTABMBIIMMCS COTPYIHMKAMM 0aHKA WJIH MPABOOXPAHUTEIbHBIX OPTraHOB.

He cnenyer cooOuath B Tene(pOHHBIX pa3roBopax, a TakKe NOCPEICTBOM OOILIEHUS
B COILIMAJIBHBIX CETAX TOJHBIM HOMEp KapTouyku, Cpok ee aeiictBusi, kon CVC/CVV
(HaxomsmMecs Ha OOpaTHOW CTOPOHE KapThl), JIOTMH M Mapojib K MHTEPHET-OAHKUHTY,
MaCIOPTHBIC JJAHHBIE, KOJ0BOE CI0BO (UG poBoi Koa) n3 SMS-coobiieHuni.

B ciyuae moctymiieHHs 3BOHKA «OT COTpYIHUKA OaHKa» HEOOXOIUMO YTOUHUTH
ero (pammimio, HoMep TenedoHa, Mocjae Yero 3aBepIIuTh Pa3roBOp U CaMHUM MTO3BOHUTH B
OaHK WM B KpYIVIOCYTOYHYIO CIYy>KOy cepBHCa, HOMEp KOTOpPOW HamucaH Ha
000poTHOM cTOpoHE Bamieil miare:xHoi KapThl U cooOumTe 0 ciyuyuslieMcs. Ckopee
BCEro, HUKAKUX HECAHKIIMOHUPOBAHHBIX Olepanui He ObUIO, U HUKTO K3 OaHka Bam
HE 3BOHMIL

B tom ciydae, ecnu ¢ ucnoas3oBaHueM Bamiero cuera u mpasaa KTO-TO OyneT
IBITaTbCA COBEPIINTh HECAHKIIMOHUPOBAHHBIE ONEepaly U OaHK 3TO 3aMETUT, TO €ro
COTPYAHUKUA CIEPBAa MHUIIMATUBHO 3a0JIOKMPYIOT OAHKOBCKYIO IIATEXKHYIO Kapry,
3areM cooOmmaT Bam npuunHy NpUHATOTO pelieHrs (HUUero He YTOYHSS) U TMPUTIacsT
NOCETUTh OaHK C MacmopTOM /i TOJYYEHHS HAJIWYHBIX JCHEXHBIX CpPEICTB U
HAIMCaHUs 3asBJICHUS HA TIEPEBBINTYCK KapThl.

VYyurure: cOTpyJHUKM OAHKOB HUKOI/IAa HE HCMONB3YIOT ISl CBSI3U C KIMEHTaMU
MecceHpkephl («Vibery, «Telegramy, « WhatsApp»).

B Hacrosimiee BpeMsi MpPOCTO HEOOXOAMMO HAJIMYUE BTOPOH 0OAHKOBCKOM
IUIATEKHOW KapThl, He MNPHUBA3AaHHOM K OCHOBHOMY OaHKOBCKOMY CYeTy
(HampuMep, 3apIUIATHOMY).

OTOW KapTOM paccUMThIBaUTECh B ceTW MHTEepHET, 3apaHee NOMOJIHISA €€ Ha
HeoOxoaumMyto cymmy. B Takom ciydae Bbl cMoxere 00e30macuTh CBOW OCHOBHOM
OaHKOBCKHI CUET.

MHorue GaHKM MpearaloT CBOMM KJIMEHTaM YCIYTy BBIMYCKa «BUPTYalbHOM
kapTel». llpomecc ee OTKpbITHS HEe TpeOyeT MOCEIIeHUs KIMEHTOM OaHKa u
npeacTaBiasieT Cco0olM JOoCTaTOYHO ObICTphIM Tporiecc. B wutore Bwl cranere
oOnamarenaeM OHJIEKTPOHHOTO aHajora OaHKOBCKOW KapThl, IMOCPEICTBOM KOTOPOM
CMOYKETE PaCCUUTHIBATHCS 3a yCIyru B cetu HTepHeT 0e3 pucka CKOMIIPOMETHPOBATH
OCHOBHOM 0aHKOBCKUM CYET.

Hu B koeM ciiyyae He mpeaocTaBJjsiiiTe J0CTyll K MOOMJIBHOMY YCTPOMCTBY
MOCTOPOHHUM JIHIAM!

Hukorma He ycraHaBiauBailTe MO NpochO0aM HE3HAKOMBIX JIUI[ MPOTPAMMBI
yIaJCHHOTO JOCTYyIa, Takue, HanmpuMmep, kak «AnyDesky», « TeamViewer» u np., u He
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coo01iaiiTe ceaHcoBbie KoJbl. Uepe3 3TH MPUIIOKEHUSI MOILIEHHUKHA MOTYT TMOJIYYUTh
JOCTYIl K MOOWUJILHOMY TPHJIOKEHUIO MHTEpHET-OaHKMHTa Ha Bamem yctpoiicTBe u
COBEPIINTH XUILEHUE Bammx 1eHEeKHbIX CPEACTB.

Kaxapiii Biagesenn 0aHKOBCKHX IUIATEXKHBIX KapT MOMXeT HACTPOMTh
COOCTBEHHBIN AJTOPUTM 0€30IIACHOCTH MPHU UX UCIOJIb30BAHUH.

Jns  oOecrieyeHuss COXPAHHOCTH JICHEXKHBIX CPEJCTB, pa3MEIICHHBIX Ha
OAaHKOBCKMX CYETaX, KaxAblil JepxaTelb KapTOYKU IOCPEJACTBOM  CHUCTEM
JTUCTAHIIMOHHOTO OaHKOBCKOTO OOCIYKMBAaHUS MOKET YCTAaHOBUTb WHIAMBUyaJIbHbBIC
OrpaHUYCHUS (JINMUTBI, 3aMPETHI).

Cpenu OCHOBHBIX — TaKHE, KaK:

noAkmoueHue  TexHomorunm 3D-Secure  (oGs3aTenbHOE  TTOATBEPIKICHHE
orepaluii, COBEpPIIAEMbIX JEPKATEIISIMUA KapTOYEK C MPUMEHEHUEM UX PEKBU3UTOB B
cetu aTepHer);

YCTAHOBJICHHE OaHKOM-dMHUTEHTOM OTpPaHWYCHHE HA MPOBEJICHUE PACXOIHBIX
onepauuii (MaKCMMallbHasi CyMMa U KOJIMYECTBO ONEpaluil B ONpPEIAETICHHBIA MEePUO/T
BPEMEHMU );

BO3MO>XHOCTh CaMOCTOSITEJIbHO YCTaHABJIMBATH OTPAaHUYECHHS (HAa MHPOBEACHUE
onepaunii B cetu MHTEpHET, HA COBEpIICHUE ONEpalvil B KOHKPETHOM CTpaHE, Ha
COBEPIIIEHUE OTJEIbHBIX BUJIOB OIEPALIHil).

s gocryma K cucreMaMm JMCTAHIIMOHHOIO 0OAHKOBCKOIO OOC/IYKMBAHUA U
JUYHBbIM aKKAYHTAM He00X0IMMO MCII0JIb30BAThH CJI0KHbIE MAPOJIU, HCKII0YAI0IIHNe
BO3MO’KHOCTH UX MOAOOpA.

PekoMeHTyeTcsl COCTaBsATh KOMOMHAIIMK TIApojIeii HE MeHee 4yeM m3 12 3HaKOB
(tmpsr1, OYKBBI 1 CUMBOJIBI B pa3HOM peructpe). Co3naBaiTe YHUKAIBHBIC TAPOIA AJIs
KaKJIOro cepBHca B OTJAEILHOCTH. CTOUT BO3AEPKATHCS OT IMapoJield, COCTABJICHHBIX U3
IaT pOXKIEHUs, UMEH, GaMUiIuii — TO €CThb T€X, KOTOPbIe JETKO BBIYHCIUTH U3
OOIIEOCTYMHBIX MCTOYHUKOB HH(pOpMalUu (HAmpuMep, TE€X >K€ COLUATBHBIX CETEH).
Takke crneayer peryJiipHO MEHSATDH MMAPOJIH.

IIpu mocTymjieHn: B COMUAJIBHBIX CETAX COOOIIEHUI OT JIMI, COCTOSIIINX B
KATEroOpuM «ApPy3bs», ¢ MPOCHOAMHU O NMPEIOCTABJICHNH PEKBU3UTOB 0AHKOBCKHX
IUIATEKHBIX KaPTO4YeK He cJIeyeT cpa3y ke 0TBeYaTh Ha Mmo00HbIe coo0meHus!

Hepenxo Takue mnpocbObl pacchUIAlOTCS OT MMEHHU JIpy3ed MpecTYIHUKaMHU,
B3JIOMaBIIMMHM aKKayHT B COLMAJIbHOM CETM U TOJYYUBLIMMU JOCTYN K
KoH(puaeHanbHoU nepenucke. [loaToMy cHauana HEOOXOIUMO CBSA3ATHCS C JAHHBIM
1oJib30BaTeneM (1o TenedoHy, JTUUYHO BCTPETUTHCS) U YTOUHUTH, JEHCTBUTENBHO JIN
OH HY>KJIa€TCsl B IOMOIUIH.
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B measix 3amMTBI YCTPOHCTB HEOOXOAMMO MCIOJb30BAaTh JHMIEH3UOHHOE
IporpaMMHoOe o0ecreyeHue, peryJsipHo OOHOBJIATH POrpaMMHoOe odecrneyeHue u
ONEePALMOHHYI0 CHCTEM.

Y CTaHOBUTh AHTUBHUPYCHYIO IIPOTpaMMy CJIEAYET HE TOJbKO Ha NMEPCOHAIbHBIN
KOMITBIOTEP, HO U HA CMapT(OH, MIAHLIET U PETYJISIPHO OOHOBIIATH €€.

O0s13aTeNIbHO PACCKAKUTE 00 ATUX OCHOBHBIX MPaBUJIAX «IU(PPOBOM T'MTUEHBD)
CBOMM POJICTBEHHHKaM, OJM3KUM, 3HAKOMBIM U JPY3bsM, BEJlb B CHIIy BO3pacTa WIH
HEJIOCTaTOYHOTO YypOBHS ()MHAHCOBOM TPAMOTHOCTH OHHM MOTYT OBITH OCOOCHHO
ySI3BUMBI 17151 ICHCTBUM KUOEPTIPECTYMHUKOB!



