Kparkuii 0030p cmoco0oB coBeplieHusi KuOepnpecTylJieHH
AKTyaJIbHBIX B HACTOsilllee BpeMsi, MCHOJb3yeMbIX MNpPH TMPOBeIEeHNH
BBICTYIUIEHU (MH(OpPMaIUsl HANTKUCAHA OT MEPBOTO JIUIA).

1)  BMIIMHT — 3TO OJHA W3 PAa3HOBHJHOCTEH (PHINMHTA, IPH KOTOPOM
TaKXXE HCIOJB3YIOTCSI METOJbl COLUMAIBHOW WHKEHEPHUHM, HO YKE C IOMOIIBIO
Teae()OHHOTO 3BOHKA.

Kak 00bI9HO EHCTBYIOT 3JI0YMBIIIUICHHUKA «BUIIEPHD» ?

Ha tenedon mocTymaeT 3BOHOK OT COTpYJIHHMKAa OaHKa M OIEpaTop
npeaynpexaacT, eciau MpsMO ceiyac He OyJeT MNpeaocTaBieHa IOJHas
uHdopmalis OaHKOBCKOM KapThl eMy Mo TenedoHy, TO KapTy 3a0JIOKHPYIOT.
JloBepuMBHIA MOJIBH30BATENb, CIBIINIA MOJAOOHYIO «YIpO3y» cpa3y K€ BIaJacT B
MIAHUKY ¥ MOET BBbIAATh BCE MEPCOHAIBHBIE JaHHBIE BIUIOTH 10 IPOBEPOYHOIO
KoJza nu3 SMS.

Takke TpU BUIIMHIE MOXET OBITh MPEJIOKEHA BBITOJHAS TOKYIKa C
OTPOMHOM CKHAKOW WJIM O3By4YeHa HMH(pOpPMAIUs O BBIUTPHILIIE B KaKOH-TUOO
akiuu. He Hy»KHO cpa3sy e pagoBaTbCs CTOJIb YAAYHOW MOKYIIKE WJIM BBITOJHOU
aKIUM, BCET/Ia CTOUT JIMIITHUHN pa3 MepenpoBepuTh HHPOPMAIIHIO, 0OPATUBIIKCH
K 0(DUIIHAIBHBIM PECYpPCaM.

B m000¥i HEMOHATHOW CUTyallMy TJIaBHOE HE MaHUKOBaTh. [loMHUTE —
BCerga BCE MOXKHO MPOBEPUTh. BexIMBO MOMpoIIAlTECh ¢ COOECEAHUKOM U
MIO3BOHUTE Ha TOPAYYI0 JMHUIO OPraHU3allUH, IMPEICTABUTEIEM KOTOPOU
Ha3Bajcsi 3BOHUBLIMKA. Tak BBl JIETKO CMOXXETE€ IMOHATH ObLI JM 3BOHOK
000CHOBAHHBIM, WJIH BBl UyTh HE CTAJIA KEPTBOM BUIIIMHTA.

PacnpocTpaHeHHbIe NpUMepPbl BUIIIMHI A
e 3BOHKHU U3 OaHKa.

MoIliieHHUKY 3BOHAT Ha MOOWJIBHBIE C HOMEPOB, KOTOpPbIE MOTYT
HAIIOMHHATh HOMEP OaHKa. «3JIpaBCTBYMUTE, 1 COTPYAHUK CIIY>KObI O€30MaCHOCTH
OaHka», — TpeAcTaBisitOTCS OHU. W cooOmarT, YTo «OaHK BBISBUII
MOJ03PUTEIBHYIO ONEPALNIOY» WU «B CUCTEME MTPOU3OLIET COOMY.

Yame Bcero «COTPYAHUK CIYXKOBI O€30MaCHOCTH» MPOCUT COOOIIUTH
nanHeie Kaptel, CVV- unu CVC-kon, koa n3 CMC unu naposuy, noCTynuBIINE
ot 6anka. Mnu naxke mepeBecTH BCE CBOU JEHBIM HAa «PE3EPBHBIA CUET.

MorieHHUK ~ O4YeHb  yOEIMWTENeH, 3BOHOK TOCTYMaeT SKOObI  C
opuIMaILHOTO HOMEPA, & JAHHBIE MPOCAT COOOIIUTH HE YEIOBEKY, a pOoOOTY.

Takxe OH MOXKET 03BYUYUThH Ballll IEPCOHAIBHBIE JTAHHBIC, YTOOBI YOEIUTh
B HEOOXOJUMOCTH TIEpEeUrCIeHUs cOepeKeHNI Ha 3allUIIIEHHBIN CUeT.

Ho corpynnuk Oanka HUKOrja He moTpeOyeT y Bac KOH(UICHIIMATbHBIX
JNaHHbIX. Hampumep, HE MNONPOCHUT Ha3BaTh HOMEpP KapThl WM HOMEpP Ha €€
oboporte, a Takxke CVC-naponu 6aHka, KOTOpbIE MPUAYT BaM Ha Tele(OoH B BHUJIE



CMC. Jlyuyuie cpa3y o0opBaTh pa3roBop. He coBepiaiTe HUKaKux JI€MCTBUM,
KOTOPBIX TPeOyeT 3BOHUBILHNM, KaKk Obl OH HU ObLT yOEIUTETIEH.

OdyeHp 1OJIE3HO 3aHECTHM OQUUUAIbHBIE HOMEpa Bamiero OaHKa B
3allUCHYIO0 KHIDKKY. Torjga mpu 3BOHKAaX € IMOXOXHUX HOMEpPOB Yy Bac Oyzer
BBICBEUMBATHCS KOHTAKT «Hen3BeCTHBIN HOMEDY.

e VYcCTaHOBKA IIPOrpaMM YIAJIEHHOIO 10CTyNa HAa YCTPOUCTBO.

370yMBIIIJIEHHUK 3BOHUT IOJb30BATEIN0, MPEACTABISSCH COTPYIHUKOM
Oanka, | cooOmaer, 4YTro 3adUKCHUpPOBAHA IIOMBITKA B3JIOMAa €ro JIMYHOTO
KaOMHETa WJIM )K€ BBIBOJA CPEJICTB C €ro cyeTa. SIkoObl ciyk0e Oe30MmacHOCTH
Oanka TpeOyeTcsi MOMOIIb KIUEHTA: HY)KHO PEIIUTh TEXHUYECKYIO MpobiieMy
JUIsT TPOTUBOJEHCTBUS MOILIEHHUYECTBY. JlJIss 3TOro HEOOXOAUMO CpPOYHO
YCTaHOBUTD MPOrPaMMYy yJajeHHOTro yrnpasieHus cmaptgonom (Any Desk wmmu
Team Viewer), d4roObl COTPYJHHKH OaHKa MOTJIM TOJIYYUTh JOCTYII
K YCTpOMCTBY M obOe3omnacuth Tmojib3oBaTens. [locie  ycTaHOBKM — Takoi
nporpaMMbl, MOIICHHUK TIOJy4aeT BO3MOXKHOCTh JIEWCTBOBaTh OT MMEHU
MOJIB30BATENSA M, TMOJYYUB JOCTYH K MPWIOKEHHUIO MOOWUIBHOTO OaHKHHTA,
BBIBOJIUT CPEJICTBA CO CUETA SKEPTBBI.

e 3BOHKHU OT JHDKECOTPYJTHUKOB MUJIUIIMU, TPOKYPATyphl U T.1.

VY CII0)KHEHHBIW, ABYXCTYNEHYAThIA CLEHAPUKA HAYMHAETCS CO 3BOHKA OT
deiikoBoro mnpexacrasurenss OBJ[ (cmemoBarens, corpyaauka KI'b u 1.1.). C
MOMOIIBI0  CHEMAIbHBIX cpeAcTB [P-teneoHMu HOMEp 3JI0YyMBINUICHHUKA
MOXET OBITh MOJMEHEH U BBITJISAETh KaK peaibHbIN Teae(OHHBIM HOMEP OJTHOTO
n3 orgenenuid OBJl. @anpmuBblii  MWIMIMOHEDP PACCKaXeT BaM PO
YYaCTHUBIIMECS ClIydyad MOIIEHHUYECTBA WX PO YTEUYKY JIAHHBIX U3 U3BECTHBIX
OaHKOB M COOOIIUT O PUCKE ISl IEHEKHOTO cueTa KiueHTa — Bac. [Ipu aToM oH
MOJYEPKHET, YTO camy Oecely Bbl JIOJDKHBI JAEep)KaTh B TallHE OT BCEX WICHOB
CEMbH M 3HAKOMBIX, TaK KAaK 3TO «CJIEJACTBEHHAas TaiHa». /{1 yOeauTenbHOCTH
MOIIEHHHUK JIa)K€ MOXXET HANOMHUTh O 0a30BbIX IMpaBWiaXx 0€30MacHOCTH, a
UMEHHO — O TOM, YTO HUKOMY HeJb3sl Ha3biBaTh koj u3 CMC. Ilpenmnonoxum,
BbI IOBEPUJIA U 3aUHTEPECOBATUCH. UTO MPOUCXOINUT Aayblie?

BripaboTaB omnpeneieHHbI KpeauT J0Bepus K cebe, JHKeCOTPYIHUK
MUJIMIIMM CKaXXET, YTO HEOOXOAMMO TMPOBECTH P MEpP, HAMPABJICHHBIX Ha
MPOTUBOJICHCTBUE MOIIEHHUKAM, U JJIsI 3TOr0 MEPEBEAET BaC YK€ Ha BTOPOTO
YEJIOBEKa, «COTPYAHUKA OaHKa» WM «CIyXObl Oe3omacHOCTH» (a To ¢akTy Ha
TaKOTO K€ NpPEeCTylmHUWKa, KaKk W OH cam). Jlanmblie Bce pa3BUBaeTcs IO
KJIACCUYECKOMY CIICHApUIO: >KEPTBY MPOCAT JUOO YCTAaHOBUTH Ha TenedoH
CHENHUAIBHOE MPHWIOKEHHUE M1 YOAJIEHHOrO JOCTYIA, ¢ MOMOIIBIO KOTOPOTO
3JIOYMBIIUICHHUKHA TOJY4aloT JOCTYIl K MOOWJIBHOMY OaHKy, JTu0O0 OQOpMHUTH



(GAlIUIIECHHBIM» CYET M MEPEeBECTH Ha HEro JeHbru. B cioydae eciu BbI
MOBEJIETECh, BCE 3aKOHUMTCS JJIsl BAC IMMYCTHIM CUETOM U COXKAJICHUEM.

B npyrom BapuaHTe CXEMbl MOIICHHUKH MEHSIIOTCS  MECTaMU:
«MHWJIMIIMOHEP»  TMOJKIIOYAeTCSd TOJIBKO TIOCJIE€  pa3roBopa  KEpTBBI €
KJIACCUYECKUM «COTPYJIHUKOM Oe3zomacHOCTH Oankay. Ilocie Toro xak »xepTBa
OTKa3bIBAECTCSI BBIMIOJIHATH MpEUIOKEeHHEe O(MOPMUTH KPEAUT OHJIANMH WU
YCTAHOBHUThH MNpHIOKEHHE, cKazarh kojg u3 CMC wu mnpouee, 3BOHSIIMI
CMUJIHIMOHEP» YOEXKIaeT MOCIYIIAThCS CBOETO JIMIIOBOTO KOJUJIETY U3 CIIY>KObI
0e3omacHOCTH OaHKa.

2) ®ummHr (aHr. phishing, ot fishing — preIOHas JIOBIISI, BEIY)KHBaHHUC)
— 3TO HEKUW BUJ MOJYYEHHs 3JIOYMBIIUIEHHUKOM CEKpPETHOW HH(pOpMalluu,
IpU KOTOPOM MPaBOHAPYIIUTENb, UCIIONb3Ys CPEACTBA COLIMAIbHON MH)XXEHEPUH,
«Pa3BOJUT» KJIMEHTA HAa OTKPHITUE CBOMX JIMUHBIX JAaHHBIX. TakuMu JaHHBIMU
MOTYT OBITh HOMEpP Y KOJI 0aHKOBCKOM KapThl, HOMEp TenedoHa, JIOTHH U Hapoib
OT Kakoro-imbo cepBuca u T.J. B OCHOBHOM, Takoil BUJ| «JIOBJIW» UCHOJIb3YIOT
YTOOBI MOJYYUTH JOCTYI K OHJIAWH-OAHKUHTY WJIM KOIIENTbKY KEPTBBI B TOW WJIH
VHOW IUIATEKHOU CUCTEME U BBIBECTH CPEJICTBA HA IOCTOPOHHUE CYETA.

Taxk kax xe padoTtaeT GUITUHT?

Ha »srnexTpoHHBI ajpec arakyemMoro NpPUXOAUT (PUILIUHT-TTUCHMO,
KOTOpO€, B MEPBYIO Ouepenb, BIMSIET HAa dMOLUHU nonyyarens. Hampumep, 3To
MOKET OBIThb OIOBEUICHHUE O OOJBIIOM BBIUTPHIINIE WKW Ke€, HA000pOT,
COOOIIEHHE O B3JIOME aKKayHTa C JAJbHEUIINM MPEJIOKEHUEM MEepPEeUTH 0
(UIIMHTOBOM CCHUJIKE U BBECTH JaHHbIE aBTOpU3anuu. [lonb3oBarens nepexoaur
Ha TMPEJOCTaBICHHBIM pecypc M «OTIAaeT» CBOW JIOTMH U Napojb B PYKH
MOIIIEHHUKA, KOTOPBbIM, CO CBOEH CTOPOHBI, JOCTATOYHO OBICTPO OINEPUPYET
MOJIy4eHHOUM nHpOpMaIUeH.

o [lpumep pummnra

Bo3pmMem B KadecTBE mOpuMepa MOMYJSIPHYH COLUUAIBHYIO CETh
«Facebook». JlonyctnMm, xakep co31all CTpaHUILy, KOTOpas HUACATbHO MOXO0XKa
Ha cTpaHully Bxoja B cucremy «Facebook», Ho u3smennn ee URL-anppec.
Hampumep, fakebook.com mmm faecbook.com wmmm mo6oit npyroit URL-ampec,
KOTOPBIM OYEHb IMOXO0X HAa OpUTMHAIBHBIN. [lonp30BaTenb, momamas Ha TaKyrO
CTpaHUIly, MOKET HEe 00paTUTh BHUMaHUs HAa HEBEPHBIM aJIpeC CTPAHMIIHI M3-3a
CXOXKET0 HaMHMCaHUs ajpeca CTPaHMIBI C OpUTHHAIOM. M MOXET NpUHATH
JTaHHY!O (UIIMHTOBYIHO CTPaHUIly 3a HACTOSIIYH CTpaHUIy BXOoJa B
«Facebook», n 0€3 omacku BOCIOJB3YETCS PETUCTpPAllMOHHON (opMoM 1is
BXO0/Ia B CUCTEMY.

Takum o0pa3oM, T0JIb30BaTENlb, KOTOPBI HE 3aMETUJ] pa3HUIBl U
BOCHOJIB30BAJICA IMOJJICIbHOM CTPAHUIEH, MOT BBECTH CBOHM PETUCTPALMOHHBIC
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JaHHBIE U JATh IOCTYNI MOIICHHUKY K CBOEMY aKKayHTy. OTHOBPEMEHHO C 3THM,
JUISL COKPBITUSI MOIIIEHHUYECTBa, IO0JIb30BaTelb OYyJEeT TNepeHaINpaBlieH Ha
ucxoaHyro crpanuny «Facebooky.

PaccmoTpuM  BO3MOXHBIM TpuMep W3 ku3HH: HWrops paboraer
MPOrPaMMUCTOM W HaNWCall MPOTrpaMMmy, MO3BOJISIIOLIYIO MOJYYUTh AOCTYIN K
PETrUCTPAlMOHHBIM JaHHBIM IIOJIb30BATENsA. 3aT€M OH CO3/1a€T MOJJIECIIbHYIO
CTpaHUIly BXoJa B counaibHyto ceTh «Facebook», coaepxaiiyto BpeJOHOCHYIO
nporpammy, U pasmemaer ee Ha «https:/ www.facebouk.com/money-online».
VY Urops ects apyr I[lasen. U Urops otceutaer I[laBny cooOienue: «IlpuBer,
ITama, s1 HameJ cnoco0 Jerkoro 3apadoTka B uHTepHere. Thl 00513aTEJIBHO
H0JI2KeH ero yBuaerb Ha https://www.facebouk.com/money-online». I[laBen
MEPEXOUT MO CChUIKE U BUIUT Iepes] cOO00M CTaHAAPTHYIO CTPAaHMILYy BXOJa B
cuctemy «Facebook». Kakx 0ObI4HO, OH BBOAUT CBOM HMs IIOJb30BATEIs H
nmapoJjb. Tenepp Bce peruCTpallMOHHBIE TaHHBIE NepechuiatoTes Mropro, a [1aBen
NepeHanpaBisieTCss Ha CTPAaHMIy C COBETaMU IO 3apabOTKy JIEHET B CETH
untepHer «https://www.facebouk.com/ money-online.htmb». Bor u Bce,
akkayHT [laBna B «Facebook» ObL1 B3110MaH.

e YAIIIE BCEI0 MNOJIEJBIBAIOT CAHUT TOPIOBOH
UHTEPHET-IIOINAJIKA «KUFAR» WM MOYTOBOI'O CEPBUCA
«BEJIIIOYTA», A TAKKE U OCTAJBHBIX CAUTOB HA KOTOPBIX
HEOBXOJMMO BBOJIUTHh JIMBO JIOTUH W MAPOJIb OT
YYETHOM 3ANMCH JIMBO PEKBU3UTBI BAHKOBCKOM
IMJIATEKHOM KAPTBI.

KAK SAHIUTUTBHCA oT JAHHBIX BU/1OB
MOIIEHHUYECTBA?

Kak He momacTbcsi Ha KpIOYOK OXOTHUKOB 3a HaxxuBou? Ilpexne Bcero,
CIeIyeT BCerja MPUIASPKHBATHCA  CIACAYIOIMMX  PEKOMEHIAIMA  TIPHU
WCITOJIb30BAaHUH HHTEPHETA U JTIOOBIX JPYTUX PECYPCOB CBS3H:

e Bcerna oOparnaiiTe BHUMaHHWE Ha OTIPABHTENSI U TEMY COOOIICHUS.
Ecnu oHM BRITISIAST MO03pUTENBHO, POCTO YAAIUTE MUCHMO;

® B MHChbME C HEW3BECTHHIM OTIIPABHUTENIEM HE CTOUT MEPEXOAUTH II0
IIPEIOKEHHBIM CCHIITKAM;

® HIM B KOEM Cllydae HE JlaBaliTe OTBETHl HA MHCHhMA, 3alPAIIUBAIONINE
JUYHYI0 HHHOPMAITHIO;

® CleauTe 3a OIMMOKaMH B TEKCTE, €CIM OHH €CTh, TO CKOpPEE BCEro
MMMChMO — OOMaH;

e (aiibl, MPUKPEIJIEHHbIE K MUChMY, UMEIOIINE PACIIUPEHUS .€Xe, .msl,
Jbat, .pif, .com, .vbs, .reg, .zip MOryT yCTaHaBJIMBaThb BPEIOHOCHOE
nporpaMMHoOe o0ecrieueHre, He CTOUT UX OTKPBIBATb.



Yro KacaeTcs TEXHUYECKUX CPEJICTB 3aIUTHI OT (PUIIUHTA, TO HE JINIIHUM
OyJieT 00paTUTh BHUMAHUE Ha CIEAYIOIIME BO3MOXKXHOCTHU:

¢ B ocHoBHbIX Opay3epax — Mozilla Firefox, Google Chrome, Microsoft
Edge, Safari cymectByer anTU@uUIIMHrOBas CUCTEMa CO CIHMCKOM CaWlTOB
3JIOYMBIIUIEHHUKOB, KOTOPAasl NMPENyNpPEexTacT IOJb30BATENS O IIEPEXo]e Ha
BPEIOHOCHBIM CaWT. Takuhe K€ CUCTEMbl HUCIIOJIBb3YIOT U MHOTHE PECYPCHI, MO
TUILY COL[UAJIbHBIX CETEH.

e AHTUBHPYCHOE MPOrpPaMMHOE OOECIIEUYECHUE NAET JOBOJBHO HAJEKHYIO
3amuty. Crenyer BCEro JIMIIb BOBPEMs yCTaHABIMBATh OOHOBIICHMS, KOTOPbIE
NAIOT BO3MOXHOCTh IPENOTBPATHTh BHEAPEHUE BHUPYCOB HA KOHEYHOE
YCTPOKCTBO, @ TaK)K€ OMOBELIAIOT MOJIb30BaTENsl 00 OMACHOCTU NPH MEPEXO0JIEe
II0 BPEZIOHOCHBIM CCBUIKAM.

e HekoTtopble crnaM-(QUIbTpPbI, UCIONb3YEMbIE CEPBUCAMH 3JIEKTPOHHOMU
IIOYTHI, IO3BOJISIOT ABTOMATHYECKHA OTCEUBATh MHChMA 3JI0YMBILIJIEHHUKOB.

e OOs13aTeNbHO UCHONB3YHTE ABYX(PakTopHyI0 ayTeHTHu(uKanuio. Eciu
BCE€ Ballll AaKKAyHTbl OYyIyT [OIOJHUTEbHO 3alllUIIEHbl OJHOPAa30BbIMU
NapoJsIMMA, 3TO B pa3bl YCIOXKHUT JKU3Hb 3JIOyMBIIUICHHUKaM. Bpewms
KU3HU OJTHOPA30BOT0 MapoJjsi OrpaHuYeH0 — He Ooisiee 60 CexkyH[, 3HAYMT,
YTOOBI TOJNYYHTHh JOCTYN K YYETHOW 3alHMCH TOJb30BaTeNs, (QUIIEPY HYXHO
ObITH OoJiee M300peTaTeNbHBIM U OBICTPHIM. He Tak Jerko BeIYIWUTH W JOTHH, U
MapoJib, U OAHOPA30BBIN MAPOJIb, 1A €IIE U YCIIETh BOUTH B AKKAyHT ATaKyEeMOTIO
WM TIPOBECTH HEIIETAIBHYIO TPAH3AKIMIO 334 TAKOW KOPOTKHM MPOMEKYTOK
BPEMEHHU.

3) Kak B3J1aMbIBaIOT CTPAHMILY ?

ChHavana 3JIOYMBIIUICHHUKN BBIYUCISIIOT JIOTMH TMOJb30Barens. Ero He
TPYIHO OMNpPEACIUTh, OOBIYHO OH COCTOMT U3 ajpeca 3JICKTPOHHOU MOYTHI WU
HoMmepa Tenedona. Takyro nHpopMaluio OHU y3HAIOT Y JIPYyTa, y)Ke B3IIOMaHHON
ctpanulibl. OcTaeTcs TOJIBKO TMOJI00paTh Mapoib, KOTOPHIA BBIYUCISAETCS
OaHaIbHBIM TTOJ00pOM OYyKB U 1Mdp. B mHTEpHETE CYIIECTBYIOT MPOTPAMMBI,
KOTOpbI€ AaBTOMATUYECKHU B3JIaMbIBatOT 110 70% maposeil.

Pacnpocrpanennbie agepsl B cetu UHTEpHeET:

Or B370Ma aKkKayHTa HHKTO HE 3acTpaxoBaH. HM3-3a  cBoen
HEBHUMATEJIBHOCTU TOJIb30BATENIM COIICETEN, CAaMU TOTO HE MOHUMAas, OTJAI0T
JUYHbIE JaHHble MolleHHUuKaM. CHnoco0OB 3aBiafeTh YYXXKUM Mnpoduiem
JIOCTATOYHO.

e [Ipocnba 0 puHaHCOBOI TOMOIIIH

Boiins Ha B310OMaHHYIO CTpaHUIly, aepUCThI JIEA0T PACCHUIKY APY3hIM
c nNpoch0Oi BhICIATH JIeHET. HaunHAIOT BECTH MEPENUCKY B COOOIIEHUSX TaK,
yTOOBl WX HE 3anojo3puiiv. MHTepecyercs nenamu, oOpamaroTcs Mo HWMEHH,
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pacnoJiararoT XepTBy K Auanory. Kak TOJbKO OOIIeHME HalaKUBAaeTCs, MOJ
pa3HBIMH NPEAJIOTaMH IPOCAT OIPEACIECHHYIO CyMMYy B JIOJI: Ha JICUYCHHE,
CKUHYTh Ha Tene(doH, OJOJDKUTh J0 3aBTpa M T. 1. Hekoropwle nOBEpuYMBBHIE
IpaK/IaHE NEPECHUIAIOT JEHBIU HA CUET 3J10YMBIIIJIEHHHKA.

Kak ce0s BecTd, 4TOOBI HE MONACTH B JOBYIIKY. [Ipexae uem nepechliaTh
JIEHbI'U, HYXHO YOEIUTBHCS, YTO COOOIICHUS MUILIET HACTOAIIMUA JPyr WU
No/ipyra: 3aJaTh BONPOC UM CIPOCUTHh HHGOPMAITUIO, U3BECTHYIO TOJBKO BaM U
JPYTy; HE CIEIIUTh MEePEXOAUTh MO COMHUTEIbHBIM CChUIKAM, TIEPECIaHHBIM B
JIMYHBIE COOOIIECHHUS; TTO3BOHUTh XO3SIMHY CTPAaHUIIbl U YTOUHHUTH, HY>KHA JIM Ha
CaMOM JI€JI€ TOMOIIb.

Ecnu wHbopmanus He MOATBEPKAACTCS, B3JIOMAHHOMY IOJIb30BATEIIO
cailTa Cpo4HO 0OpaTUThCS B CHyXOy Texmoaaep:kku OMTHOKIACCHUKOB WM
Bxonrakre. [lonbITaTbCsi MU3MEHUTH IApPOJIb B AJIEKTPOHHOW IOYTE, €CIIA OHA
MPUBSI3aHA K CTPAHUIIE COIIUATILHON CETH.

o B31oMIIMK OT UMEHM Apyra MUIIET COOOIIEHHE, B KOTOPOM 3aBOAUT
CTaHJAPTHBIA Pa3roBOp, UHTEPECYETCS AeIaMU U HOBOCTSMH, IPOUCXOIAIINMHI
B ku3HU. [loToM mpocut HOMep TenedoHa, sIKOObI 3amucaTh Ha BCSIKAN CITy4ai.
JloOpoayiiHble JIpy3bsi, HHUYEro HE IMOA03peBas, OTChUIalOT ero. Yepes
HECKOJBKO MHMHYT CHOBa HPHUXOJUT COOOLIEHHWE C TMpPOChOONl CKa3aTh
IIECTU3HAYHBIN KOJ, KOTOPbII npuilen Ha TenedoH. Kak TOIbKO KO MOITYyYeH,
JOCTYII Ha CTPAHUILy AJIs 3JI0YMBIIIJIEHHUKOB OTKPBIT.

o Adepuctsl mpuchIIAIOT COOOIICHUS, coAepKaiue cchlky. [loa Heit
MOET OBITh HAIMCaHO, YTO 3TO IMOJAPOK MM HOBOE (POTO, KOTOPOE MPOCAT
oueHUTh. [loyIb30BaTEN0 CTAHOBHUTCS WMHTEPECHO, OH HA HEE KIMKAET, TEM
caMbIM BC€ JaHHbIe Opay3epa C JOTMHAMM U MapOJISIMU OTIPABISIOTCS B PYKH
KHOeprpecTynHUKOB. JlocTyn Ha CTpaHMIy JUIsl KEPTBBI 3aKpbIT, €€ YxKe
HAYMHAIOT UCIOJIb30BaTh B MOIIIECHHUYECKUX 1EMSX.

o [IpecTynHUKHA HCHOJB3YIOT TOYHYIO KOIHIO CalTa COLMAIbHBIX
ceTeil, HO C HeBepHbIM anpecoM. JKepTBe NPUXOAUT HA IMOYTY MHUCHMO C
WHTPUTYIOIIUM HA4aJIOM KaKOW-HUOYJb CTaThbW WJIM WCTOPUM, TIOJ HEH
HAXOJUTCS CChUIKA. YTOOBI MOYMTATH Jajibllle, HY)KHO Ha HEE HaXaTh.
[losiBnsieTcss OKOWIKO JUisi BBEACHUSA JIOTMHA W Mapojii WIM 1pockda
aBTOPU30BATHCA YEPE3 OMpPEACNCHHYIO COIHMAIbHYIO CeTh. TakuM oO0pa3om,
JMYHbIC JAHHBIE MOMAIal0T Ha (PabIIMBBIN CAUT 3710YMBIILIEHHUKOB.

BeiBox omuH: kepTBOM oOMaHa MOXET CTaTh JIIOOOM 4YeJoBeK,
MOJIB3YIOIIUICA COIMAIbHBIMU ceTAMHU. UToOBbl 00€30macuTh aKKayHT OT
B3JIOMa, HYXHO 4Yalle MEHSATh napoiib. Jlydmie, 4YTOObl OH COCTOSI U3
HECYIIECTBYIOIIETO CJI0BA, KOTOPOE OYNET MOHATHO TOJIBKO XO35IMHY CTPAHUIIBI.
He paznaBath HOMep TenedoHa, a TeM 0ojiee CeKPETHBIM KOJI, MO03PUTEILHBIM
KOHTaKTaM.



OcCHOBHBIE TEPMUHBI, HCII0JIb3yeMble IIPU COBEPLIEHUN
KNOepMOIIEHHUYECTB.

AyTeHTH(PHUKANMA — MPOLECC YCTAHOBICHUS JIMYHOCTH IOJIb30BATEIIS
IIPU MOMBITKE MOJYYEHHUS TIOCTYNa K KOMIIbIOTEPY WU K (paitnam.

BaHK-3MHMTEHT WIM SMHUCCUOHHBI OaHK — OaHK, BBITYCKAIOIIUN B
oOpailleHre (IMUTUPYIOIIMN) JICHE)KHbIE 3HAKM WM LIEHHbIE OyMaru W
MJIaTEXHO-PACUETHBIE JTIOKYMEHTHI (OaHKOBCKHE KapThl, YEKOBBIC KHIXKKH).
OMuccuel JIeHer B CTpPaHE 4Yalle BCEro 3aHUMAIOTCSA IIEHTPAJIbHbIC OAHKH,
BBIITYCKOM IIEHHBIX OyMar — KoMMepyeckue OaHkM. BrinmylieHHbIE OaHKOM
OaHKOBCKME KapThl Ha TMPOTSHKEHUM BCETO CpOKAa JEHCTBUSI OCTAIOTCS
COOCTBEHHOCTHIO OAHKA-IMHUTEHTA, a JIEpXKATEIb KapThl MOIy4YaeT €€ JUIIb B
MOJIb30BaHUE.

Bank-3kBaiiep (oOciyxuBaromuii 0aHK) — KpeAWTHAs OpraHU3aIus,
OpraHu3ylollasi TOYKW NnpuemMa OaHKOBCKUX KapT (TE€pMHUHAJIbI, OAHKOMATHI) U
OCYILIECTBIISIIONIAST BECh KOMILIEKC (PUHAHCOBBIX OIEpaluii, CBSI3aHHBIX C
BBITIOJIHEHHEM PACUETOB U TJIaTeXeil Mo 0AaHKOBCKUM KapTaM B 3THUX TOUYKaX.

borHer MM cerb 00TOB — 3TO KOMIIBIOTEpHAsl CETh, COCTOSIIAs W3
0O0JBIIOr0 KOJIMYECTBA KOMIIBIOTEPOB, HAa KOTOPBIX CKPBITHO YCTaHOBJIEHO
BpenoHocHoe I1O, mo3Bossroniee 3JI0YMBINUIEHHUKAM YIAJIEHHO BBIIOJIHATH
Tt00bIe AEHCTBUS C MCIOIb30BAHUEM BBIYUCIUTENIBHBIX PECYPCOB 3apaKeHHBIX
MamiH. COTHM WM J1aK€ THICSYM 3apa)KEHHBIX KOMIIBIOTEPOB, KaK IPABHIIO,
WCIIOJB3YIOTCA Il HEJIETaJIbHOW W BPENOHOCHOW JEATEIIBHOCTH — PACCBHUIKH
criaMa, BUPYCOB, MOXUILICHUS TUYHBIX TAHHBIX WIIK NTpoBeneHust DoS-araxk.

Bpaysep, wmm Be0-0003peBaTEIh — TPHUKIATHOEC IPOTPaAMMHOE
oOecrieueHHe Il  MPOCMOTpPA CTPAHUIl, COJACPKaHHS BeO-JTOKYMEHTOB,
KOMITBIOTEPHBIX (DAMJIOB M MX KATaJOroB, YIPABJICHUS BEO-NPUIOKCHUSAMH, a
TaKXe JUISl PEIICHUs IPYTuX 3a1ad. B rimobanbHo# ceTr Gpay3epbl UCTIOIB3YIOT
IS 3ampoca, 00pabOTKH, MaHUTTYJTUPOBAHUS U OTOOpaXKEHUs COACpPKAHUS BeO-
CalTOB.

BumuHr — oauH U3 METOJOB MOIIEHHHUYECTBA C MCIOJIb30BaHUEM
COI[MAJIbHOM  MHXEHEPUM. 3JIOYMBIIUICHHUKH, HCHOJIb3Yys  Telae(OHHYIO
KOMMYHUKAIMIO U Urpasi ONPE/ICICHHYIO POJib (COTpYIHUKA OaHKa, MTOKYMaTeNs
U T. A.), IOA Pa3HbIMH NPEAJOTaMH BBIMAHUBAIOT Yy JIepXkKaTessl TUIaTeKHOU
KapThl KOH(PUACHIHAIbHYIO WH(MOpMaIKIO (€€ PEKBU3UTHI, HOMEpP MaclopTa,
JUYHBIA WIEHTU(PUKAIUOHHBIA HOMeEp, JoruHbl, maponu, CMC-koabl) wiH



CTUMYJHUPYIOT K COBEpPUICHUIO OIpPEACNEHHBIX JEeUCTBUM C KapTOYHBIM
CUETOM/INIATEKHON KapTOH.

Bpenonocnoe mnporpammHoe oOecneuenne (Bpemonocnoe I1O0) —
IPOTPaMMHOE oOecrieueHue, HaIlpaBJICHHOE Ha BBITIOJIHEHHE
HECAaHKIIMOHUPOBAHHBIX BPEJOHOCHBIX JEUCTBUI Ha KOMITBIOTEPE.

JAponbl — IO, HCHOJb3yEeMbIE JIsi COBEPLICHUS MNPOTUBO3aAKOHHBIX
JNEUCTBUN B KaueCTBE MOJCTAaBHBIX Jull. Hepenko MOXHO BCTPETUTHh MOJAOOHBIE
MPEUIOKEHUS Ha Pa3InuHbIX (hOpymax, T10CKax OObSIBICHUMN.

Bcest cyth npoma 3akirodaercsi B COBEPIICHUU KaKMX-JIMOO HE3aKOHHBIX
JNEUCTBUM OT CBOETO UMEHHU. IIpr 3TOM UellOBEK HE 3HAET, UTO KOHKPETHO MOKET
npou3onTu. Bce nenaercss MOLIEHHWKAMH, KOTOPBIM BblI I€pEeAalid KaKue-TO
MIPUBWJIETUH HA OCYILIECTBJIEHHUE OIEPALIHI.

JAponoBoabl — 3TO T€ JIOAU, KOTOPHIE 3aHUMAETCS APONAMH, PYKOBOIAT
uMu U "BomaT" ux. Jlpombl, B CBOIO O4YEpEIb — 3TO MOJACTABHOE JHUIO B
pa3IMYHOTO  poJa  MOIIEHHUYECKUX  CXEMaX, [MPOMEXYTOUYHOE  3BEHO
MOIICHHUYECKON CXEMBI.

MOoIIeHHIYECTBO C MJIaTeKHBIMU KapTaMu, KApAUHT (0T aHri. carding) —
BUJT MOIIICHHUYECTBA, TIPU KOTOPOM ITPOU3BOAUTCS OTIEPAIIHsI C HCTIOIBb30BaHUEM
IJIATe)KHOW KapThl WM €€ pPEKBU3WTOB, HE WHUIMHPOBAHHAS WM HE
MOATBEPKIEHHAS €€ nepxkaTeneM. PEeKBU3UTHI MJIATSKHBIX KapT, KaK MPaBHIIO,
OepyT CcO B3JIOMAaHHBIX CEPBEPOB HMHTEPHET-MAara3wHoOB, TIUIATSKHBIX U
pacu€THBIX CHCTEM, a TakKKe C TIEPCOHAIBHBIX KOMITBIOTEPOB (K00
HEMOCPEICTBEHHO, MO0 Yepe3 MpOrpaMMbl YIAJEHHOTO JOCTYIA, «TPOSIHBIY,
«00TBIY ¢ QhyHKIHEH popMrpadbdepa).

Kubeparaka — wim Xxakepckasg araka — 3TO BpPEIOHOCHOE
BMENIATEILCTBO B HMHGOPMAIIMOHHYK) CHUCTEMY KOMIIAHWH, B3JIOM CaWTOB H
MPUJIOKECHUH, JIMYHBIX AKKAYHTOB M YCTPOWCTB. [JIaBHBIE LENU — MOJYYUTh
BBITOly OT UCIOJIb30BAHUA 3TUX JAHHBIX WJIM IIAHTAXa BJIAJECIIbIICB.

Kuo0epOyuinHI — 3TO BUJI TPABJIU C MPUMEHEHUEM UHTEPHET-TEXHOJIOTU,
BKJTFOYAIONTUH OCKOpPOJICHUS, yTPO3bl, KIEBETY, KOMIIpOMAT W IIAHTaX, C
WCITOJIb30BAHUEM JIMYHBIX COOOIICHWI WM OOIIECTBEHHOTO KaHana. Eciaum mpu
OOBIYHOM OYJUIMHI€ HCTOJIb3YIOTCSI BepOANIbHbIE U (PU3UYECKUE aKThl HACWIIUS, B
TOM YHCIIE€ U MCUXOJIOTHYECKOTO, TO AJisi KUOepOyJUIMHIa HET HEOOXOAUMOCTH
JUYHOTO TIPUCYTCTBUS. Bce MelCTBHS COBEPIIAIOTCA C HCIOJIb30BAHUEM
UMEWJIOB, COOOIIEHUI B MECEeMKepax M COLCETAX, a TaKXKe MOCPEICTBOM



BBIKJIQ/IbIBaHUsA ()OTO W BHJICO-MATEPHUAJIOB, COJAEPXKAIIUX TyOUTENbHYIO JJIst
pernyTaluu XepTBbl HH(HOPMAIIHIO, B OOIIIECTBEHHYIO CETh.

JluBaHcKkasi meTJisi — MOIIEHHUYECTBO, KOTOPOE MPEANOJaracT U3bATHE
KapThl y €€ BiaAenblia (Jepkarens) BecbMa OCCXUTPOCTHBIM criocoooM. Ecim
OOJBIIMHCTBO BapUaHTOB MOIIEHHUYECTBA C OAHKOBCKMMM KapTaMH HMMEIOT
1elb JUIIb MOJYYUTh MX PEKBU3UTHI MPU MOMOILIM PA3IMYHBIX MPOrpPaMMHO-
annapaTHbIX yXMIIPEHUW (HampuMep, CKUMMHUHT WIM  (QUIIMHT) 10
MOCJIEIYIOLIEr0 OMYCTOLIEHUSI CYETOB, TO II€JIb 3TOTO Crocof0a — MOJIy4YeHue
CaMOM IUIaCTUKOBOW KapTHI.

B kaptpugep OaHkoMaTa MOIIEHHUK TIOMEIIAeT TaK Ha3bIBAEMYIO
«JIMBAHCKYIO TETIIIO», KOTOpas IMpeacTaBiseT coboil Omokuparop U3
¢ortorenku (4ro-to Bpoje JoBymiku). [lonb3oBaTesns OaHKOBCKUX YCIYT,
BCTaBJssl KapTy B OaHKOMAaT, B pEaJbHOCTH BCTaBIAET €€ B 3apaHee
NOJTOTOBJICHHBIA «KOHBEPT» U3 IUIEHKH, B KOTOPOM OHa «OJaromnoyiy4Ho»
3aCTpEBAET.

EctectBenHo, Bnajaenel] 3acTpsBIICH KapTOYKHM HAUYWHAET MEPEKUBATH U
npeObIBaTh B JIETKOW TaHUKE.

Kak npaBuio, B 3TOT MOMEHT ‘“‘HEpaBHOJYUIHBIA YEIOBEK HAXOIUTCS
psanoM (BO3MOXHO, OH Jaxe Oyaer mepeoseT B popMy COTpYIHUKOB OaHKA) W
npeaaraeT Mnpojeiarbh psj ONepanuid JUisl CHaceHUs KapTOYKH, B TOM YHCIE
NOBTOPUTH BBOJ NMUH-KOJIA.

EctecTBeHHas maHuka KiveHTa 0aHKa, «KBATH(PHUIIUPOBAHHBIN COBETUHK,
KOTOPBIN «CITy4aifHO» OKa3bIBACTCSA PSAOM M AKTUBHO IBITAETCS MOMOYb — BCE
BEJIET K TOMY, YTO B OINpPEACIICHHbIII MOMEHT, KIIMEHT OaHKa HaOWpaeT MUH-KOJI
npu MoOIIeHHUKEe. Pesynbrar: OaHKOBCKas KapTa HAaXOAWTCS B 3apaHee
YCTAaHOBJICHHOM «JIOBYIIKE», a MHUH-KOJ CTAaHOBUTCS M3BECTEH MOILIEHHUKY.
[Tocne Bcex MaHUMYJSUUNA MOIIEHHHK COBETYET COCTAaBUTh 3asBICHHUE O
BO3BpaTe KapThl B oTAeneHuH OaHka. Kak Tonbko Biaaener KapTbl yXOAUT OT
O0aHKOMaTa, MOILIEHHUK OIEpPaTUBHO W3BJIEKAET KapTy BMECTE€ CO CBOUM
«KOHBEPTOM» U3 TIEHKH. HeCKOIbKO MUHYT — U KapTa OKa3bIBAETCS MMOJTHOCTHIO
ITyCTOM.

HecaHKIIMOHUPOBAHHBIM J0CTYI — JIOCTyll K uHpOpPMAllUM B
HApYLICHUE NOJDKHOCTHBIX MOJHOMOYMN COTPYAHUKA, NOCTYH K 3aKPBITOW IJIst
myOJIMYHOTO JOCTyMa HHGOPMAITUU CO CTOPOHBI JIMII, HE UMEIOIINUX pa3perieHus
Ha JOCTYI K 3TOM HHpOpMAITUH.

Hurepuiickne mucbmMa — 3TO OAMH U3 PACHPOCTPAHEHHBIX BHJIOB
MOIIICHHUYECTBa, TJIABHOM OCOOEHHOCTBHIO KOTOPOTO SIBIISIIOTCSI  MacCOBO
pacchluiaeMble AJEKTPOHHBIE NMUCBMA C AyUIEHIUMNATeIbHBIMU HCTOPUSMH, B


https://www.privatbankrf.ru/materialy/chto-takoe-skimming-i-kak-ot-nego-zashhititsya.html
https://www.privatbankrf.ru/materialy/chto-takoe-fishing-i-fishingovyiy-sayt.html
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10001 M3 KOTOPBIX €CTh HECYACTHBIM, HO OOTaThIM TIaBHBINA T€POH, €CTh €ro
POJICTBEHHUKH, €CTh OTPOMHAs CyMMa JEHEr, a IMOoJy4daTelh TaKoro MUchbMa,
qyJIeCHBIM 00pa3oM MMEeT BO3MOXKHOCTh BCEM IOMOYb W MPH 3TOM CKa30YHO
pazborareTs!

CouuajJbHAsl MHKEHEPUs] — OTO COBOKYIIHOCTb IICUXOJOTHYECKHX U
COLIMOJIOTUYECKUX ITPUEMOB, METOJOB M TEXHOJOTUH, KOTOPBIE IO3BOJISIIOT
NOJIYYUTh KOH(MHICHIHAIBbHYIO HHpopManuio. KuOepMOIIEHHUKOB, KOTOpPbIE
UCIOJIB3YIOT 3T MPUEMBI HAa MTPAKTHUKE, HA3bIBAIOT COLIMAIbHBIMU HHKEHEPAMU.
[IpITasice HaWTH AOCTYN K CUCTEME WJIM LIEHHBIM JaHHBIM, OHU HCIHOJIb3YIOT
caMoO€ YsI3BUMOE€ 3BEHO — UEJOBEKa, KOTOPBIA CUUTAETCS HauMeEHee
YCTOWYHBBIM K BHEITHEMY BO3JICHCTBUIO.

CBaTHHI — TakTHKa JIOMOraTeibCTBa, KOTOpas 3aKiIldaercss BO
BBEJICHUHM aBapUMHO-CIIACATENILHOM CIIyObl B 3a0JIyXKIEHUE TaK, YTOOBI IO
azpecy Jpyroro IJIMIla BbIEXalld cCHacaTelbHbIE CIYXObl. JTO Jenaercs ¢
MOMOIIIBIO (PAJIBITUBBIX COOOIIEHUN O CEPhEIHBIX MPABOHAPYIICHUIX, TAKHE KaK
3aKiaku OOMOBI, YOMHCTBO, 3axBaT 3aJl0O)KHUKOB WJIH JpPyTrHe TMOJ00HBIE
UHIUJCHTBHI.

CkuMMep — 5HTO CaMOJENIbHBIM CUUTHIBATEIb MArHUTHON JICHTHI.
MolieHHUKY MPUKPEIIISIOT €ro K KapTONMPUEMHUKY OaHKoMarTa.

CereBoii Tpaduk, nivn HHTepHET-Tpaduk (anri. traffic — «aBuxeHue»,
«rpy30000p0T»), — 00BEM HHPOpMAIMHU, TIEPETaBAEMON YEPE3 KOMITbIOTEPHYIO
CETh 3a ONPEEIEHHBIN IEPUOJ BPEMEHH.

@UIINHT — BUJI UHTEPHET-MOIIICHHUYECTBA, 11€JIbI0 KOTOPOTO SIBJISETCS
MOJIYYCHHE JOCTYNMa K KOH(MUICHIHANbHBIM JaHHBIM IIOJIb30BaTelied —
JIOTMHAM U TApOJIsiM. DTO JIOCTUTAETCA IMyTEM MPOBEACHUS MAaCCOBBIX PACCHIIIOK
AJIEKTPOHHBIX TIHCEM OT HUMEHHM TOMYJISIPHBIX OpEHIOB, a TaKXe JMYHBIX
COOOIIEHUI BHYTPU PA3IMYHBIX CEPBHUCOB, HANPUMEp, OT UMEHU OAHKOB WIIH
BHYTPU COLMAIBHBIX Ce€Te. B mucbme 4acTto CONEpKUTCA mpsiMasl CChUJIKa Ha
caiT, BHEIITHE HEOTIUUYHUMBIM OT HACTOSIIIETO.

XaKUHI — BHECEHME HW3MEHEHUH B MNPOTPAaMMHOM OOECIEUEHUH, JIs
JOCTHXKEHUSI ONPEICICHHBIX LEJIEH, OTIMYAKIIMUXCA OT LEJIeHd COo3Jaarenei
MpOrpaMM, OUYE€Hb YaCTO U3MEHEHHUS SABJISIOTCS BPEIOHOCHBIMU.

YenoBeka, 3aHUMAIOLIETOCS XAKWHTOM, HAa3bIBAIOT XaKepOM. JTO, Kak
MIPaBUJIO, OTBITHBIN MPOTPAMMHUCT, CYMTAIOLIUN B3JIOM HUCKYCCTBOM, CIIOCOOHBIN
IIPUMEHUTH OTJWYHBIE HABBIKA B PEAbHBIX JKU3HEHHBIX cUTyanusx. OIHaKo,


https://ru.wikipedia.org/wiki/%D0%94%D0%BE%D0%BC%D0%BE%D0%B3%D0%B0%D1%82%D0%B5%D0%BB%D1%8C%D1%81%D1%82%D0%B2%D0%BE
https://ru.wikipedia.org/wiki/%D0%90%D0%B2%D0%B0%D1%80%D0%B8%D0%B9%D0%BD%D0%BE-%D1%81%D0%BF%D0%B0%D1%81%D0%B0%D1%82%D0%B5%D0%BB%D1%8C%D0%BD%D1%8B%D0%B5_%D0%B8_%D0%B4%D1%80%D1%83%D0%B3%D0%B8%D0%B5_%D0%BD%D0%B5%D0%BE%D1%82%D0%BB%D0%BE%D0%B6%D0%BD%D1%8B%D0%B5_%D1%80%D0%B0%D0%B1%D0%BE%D1%82%D1%8B
https://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%B0%D0%B2%D0%BE%D0%BD%D0%B0%D1%80%D1%83%D1%88%D0%B5%D0%BD%D0%B8%D0%B5
https://ru.wikipedia.org/wiki/%D0%97%D0%B0%D0%BB%D0%BE%D0%B6%D0%BD%D0%B8%D0%BA
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CYIIIECTBYIOT M JAPYTHE XaKePhl, KOTOPhIC UMEIOT 00Jiee OMacCHbIE MOTHUBHI, YEM
IIPOCTO JEMOHCTpaIs cBoero macrepctsa. OHU HAMpaBISIIOT CBOW 3HAHUS Ha
KpaXxy JIMYHOW WH(POpMANNK, HECAHKIIMOHUPOBAHHBIA TOCTY €W TOMY
MOI00HOE.

Yro TaKkoe peKBU3UTHI 0AHKOBCKOH KApThI?

PekBU3UTHI — 3TO JaHHBIE OAHKOBCKOIO CYETa, 4YacThb M3 KOTOPBIX
yKazaHa Ha camoil kapte. UTOObI TOJHOCTBIO PACKPBITh HHGOPMALUIO O
0€30IaCHOCTH CUCTEMbI MHIWBHUAYaJIbHBIX PACUETOB, OTHECEM K PEKBU3UTAM U
CEKpPETHBII KOJA KapThl, KOTOPBIA JAaeT NOCTYyN K NpO(HIII0 MOIb30BATENA, a
Takke OAaHKOBCKMH CYeT, K KOTOPOMY OHa MpuBsi3aHa. J[aHHble Ha Kapre
BKJIFOYAIOT:

e Homep O6ankoBckoil kapThl. 910 16 mim 18 mudp, KOTOphie yKa3aHbl Ha
auneBord yactu. B Homepe 3amm@poBaHbl Ha3BaHHME IUIATEKHOW CHCTEMBI,
UIACHTU(UKAMOHHBIM HOMEp Ballero OaHKa, TUII U PETMOH BBIYCKa KapThl,
CUCTEMHOE MpoBepouyHOe uyucio. Baxno! B mnpouecce mnposeneHus psaa
JEHEXKHBIX ONEpalii MOTyT 3allpalluBaTh HE BECb HOMEp KapThbl, a TOJBKO 4
nocieaHue uQpeI.

o Ims pnepxkarens kapThl. MoxeT OBITh yKa3aHa TOJBKO (aMuius,
(dbamMuIMs 1 MHULKAJIBI WM KapTa MOXKET ObITh HEMMEHHOIA.

e Tpu uudpst Ha o6opote kapTl. CVC2 nnu CVV2 — Tpex3HauHblil KOJ
0e30macHOCT Ha OOpaTHOM CTOPOHE KapThl, KOTOPBIM CIIyXKHUT IS
JIOTIOJTHUTEILHON 3aIUTEI OT XUIIIEHU.

e Cpok neiictBus. B dopmare mecs/ro.

e Taxxe nHorga Tpedyercst pacyeTHbI cueT. Homep 6aHKOBCKOTO cuera,
KOTOPBIN yKa3bIBa€TCsl I0rOBOPE HAa 00CITy )KMBaHUE KapThl WM B OHJIaliH-OaHKe.
Ha camolui kapre ero Her.

e PIN-kon. Yerbipex3HauHbIi MapoJib, KOTOPBIA AA€T AOCTYN K CYETY U
omepanusiM 1o Kaprte. PIN ycramaBnuBaer Biazaenen mnpu odopmiieHnn. Ha
caMoil KapTe €ero HeT M TMepenaBaTb €ro HHUKOMY HE  HYXHO.

IIumMMep - 3TO TOHKAsl «IPOKJIAIKa», KOTOpas pacroJiaraeTcsi MEXIy
YUIIOM Ha KapT€ M CUHUTHIBAIOIIMM YCTPOMCTBOM 4YHIIOB B OaHKOMaTe WU
TEpPMUHAJIE — U 3aMIMChIBAET JAHHBIE C YUIIA, KOTJA UX CUYUTHIBAET TEPMHUHAI.

DoS-araka win ataka Denial-of-Service (oTka3 B 00CITy’>KMBaHHUH) - 3TO
METOJI,  HMCIOJB3YEeMBbIH JUISI  HApPYIICHHUS  JOCTyla  JOOPOCOBECTHBIX
I0JIb30BaTeCii K BBIOpaHHON ceTH wiIuM BeO-pecypcy. Kak mpaBwiio, 310
JOCTUTACTCS TyTeM IIeperpy3Kd I1eiu, (4acTto BeO-cepBepa) OrPOMHBIM
KOJIMYECTBOM TpaduKa WX IMyTEM OTIPABKH BPEIOHOCHBIX 3alPOCOB, KOTOPHIC
IPHBOJIAT K OTKA3y WK K cO010 pabOTHI IICJIEBOI0 pecypca.
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IP-agpec — 310 yHHMKaIbHBIN agpec, UACHTU(ULHUPYIOIIUNA YCTPOMCTBO B
WHTEpPHETE WJIU JIoKaabHOU ceTu. I[P o3HavaeT «MHTEpHET-MPOTOKOI» — HAOOP
paBuJj, PEeryIupyromux GopMar JTaHHBIX, OTIPABISEMbIX Yepe3 UHTEPHET WU
JIOKQJIBHYIO CETh.

ITo cyru, IP-ampec — 310 maeHTUUKATOP, TO3BOJAIONIMNA TEepeaaBaTh
uHOpMAIIMIO MEXIY YCTPONCTBAMH B CETH: OH COJACPKUT HHPOPMAIHUIO O
MECTOIOJIOKEHUHU YCTPOMCTBA U 00ECTIEUNBAET €ro JOCTYIHOCTD AJis CBsA3H. [P-
azipeca MO3BOJISIOT Pa3iNvaTh KOMIBIOTEPHI, MAPIIPYTU3ATOPHl U BEO-CAThI B
UHTEPHETE U SBJSAIOTCS BaXXHBIM KOMIIOHEHTOM paOOThl HHTEPHETA.

Tor — »To cepBUC Ui AHOHMMHOTO JOCTyla B HMHTEPHET M, Kak
ciencrteue, obxoma OnokupoBok. Yepes Tor MoxHO 3aldTu Ha 000N
3a0JIOKMPOBAHHBIN pecypc.

VPN (anrn. Virtual Private Network — BupTyanbHasi yacTtHas Ce€Tb) —
3T0 Oe3omacHoe 3amu@pOBaHHOE TOJKIIOUEHUE TMIONh30BATENS K CETH, C
KOTOPBIM OH MOXET OOXOJUTh JIOKAJIbHBIE OTPAaHUYEHUS U COXPAHATH
KOH(PHICHIINAIBHOCTb.

Wi-Fi — 310 OecrpoBOaHOM CITOCOO mepeaadyr JaHHBIX, UCIOJIb3YIOMIUI
pagunocurnansl. JfocioBao Wi-Fi nepeBoautcs — 6ecipoBOgHOE Ka4ECTBO.



