MHHHCTEPCTBO AHTUMOHOIIONBHOTO
peryJiMpoBaHus ¥ TOProBiIx
220030, r. MuHck,

R yn. Kupoga, 8, xopn. 1

o MHHUCTEPCTBO apXHTEKTYPhI
e H CTPOHUTENLCTBRA
et e et 220048, r. Munck,
yi. MsicHukosa, 39

resp gAY Bhssononm,

_\ MHUHHCTEPCTBO BHYTPEHHUX el
o VLY O de 220030, r. MuHCK,
i;éw ( }'::f LA T T L) \Wj{\,é yﬂ. ropoﬂcxoﬁ Baﬂ, 4

/

MuHUCTEPCTBO KUIHLIHO-
KOMMYHAIBHOI'O X03siCcTBa
220030, r. MuHck, yn. bepcona, 16

MuHUCTEpCTBO 3paBOOXpaHeHUs
220048, r. MuHck, yi. Msicaukoga, 39

MuHHCTEPCTBO HHOCTPAHHBIX J€1
220030, r. MuHck, yi. Jlenuna, 19

MunuctepcTBo nHbOpMaLUK
220004, r. Munck,
np. IloSeaurenei, 11

MuHucTepcTBO KyabTyphl
220004, r. Munck,
np. [lobenureneit, 11

MHHHCTEPCTBO JIECHOTO XO3sHCTBA
220048, r. Munck, yin. Mscuukosa, 39

MuHncrepcTBo 060pOHBI
220034, r. Munck
yi. KomMmyHnucrryeckas, 1

MunucrepcrBo obpazopaHus
220010, r. MuHCcK,
ya. Coserckas, 9

MHUHHCTEPCTBO MO HajloraMm u ¢cGopam
220010, r. MuHck,
yi. CoBerckas, 9

MHHHUCTEPCTBO MO YPEe3BLIYAMHBIM
CHTYaU MM
220030, r. MuHck,

ya. PesomounonHas, S
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MHHHCTEPCTBO NPHPOAHBIX PECYPCOB
¥ OXPaHBI OKPYXaIOLLEH Cpeibl
220004, r. MuHCK,

yn. KosmekropHas, 10

MHHHCTEPCTBO NPOMBIIIEHHOCTH
220033, r. Muuck,
np. [laprusanckui, 2, kopn. 4

MuHUCTEPCTBO CBA3HU

1 uH(pOpMaTH3ALUH
220050, r. MuHck,

np. HeszaBucumocry, 10

MUHHCTEPCTBO CENBCKOTO X03HCTBA
¥ NIPOJOBONILCTBUS
220030, r. Musck, yia. Kuposa, 15

MuHUCTEPCTBO TpaHCIOpTa
Y KOMMYHHKaLHH '
220029, r. Mu#ck, yn. YuuepuHna, 21

MuHHCTEPCTBO TPYAa ¥ COLMAILHOM
3LIUTHI
220004, r. MuHck,

np. [Tobenureneit, 23, xopn. 2

MuHHNCTEpPCTBO CIIOPTA ¥ TYPH3Ma
220030, r. Munck,
yi1. Kuposa, 8, xopr. 2

MunucrepcTBO (PUHAHCOB
220010, r. Munck, yn. Coserckas, 7

MunncrepeTBO 3KOHOMHKH
220030, r. MuHck, yn. bepcona, 14

MUHUCTEPCTBO IHEPIrEeTHKHU
220030, r. Musck, ya. K. Mapkca, 14

MUHHCTEpPCTBO OCTHLUH
220004, r. MuHck,
yn. Konnextopuas, 10



'O «MuHCcKOoe ropoacKoe YXUIHIIHOE
XO3SHCTBO»

YIT «"'oppeMnnBHECTOKY

I'TT «Munckpexnamay

I'TI «MunckTpane»

I'TT «Munckuii Merpononureny

I'Y «ITapkoBKH CTOMHLBI
Konsako A.B.

I'TT «I'opaBTOMOCT

['TIO «I"oppemaBTo0p |
MuHropucnonxkoma»

I'TIO «MuHckeTpoii»

I'V «Munckas roposackas
BeTepHUHApHas CTAHLHAY

3A0 «CronuyHoe TeNeBHICHUE»

KCVII «Orens «EBpona»y

KTVYII «Munckuit Komaposckuii
PBIHOK»

KVII «kMuHckoe roposckoe areHTcTBo
00CITyKHBaHHUA HACEIEHUSD)

KVTI «lleHTp HHMOpMALIMOHHEIX
TEXHOJIOrnit MUHrOpUCIONKOMAay

KITHUYIT « MHHCKUHKPOEKTY

KVII «I"'opnopmarepuansi»

KVII «Muckas oBouinas habpuka»
KVII «Musckas cnagyuna»

KVYII «Cronnynslii Tpancnopr
H CBS3bY

KVI1 «TennepHrIit ueHTp
MunropucnonkoMa

MKCK «Munck-apena»
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OAOQO «beaxoMMyHMaLL»

OAO «MuHckpeMcTpoi»

VYII «ArenctBo «Munck-Hosoctu»

VYI1 «l"apaxku, aBTOCTOSTHKH
¥ NapKOBKH»

Y11 «Jlupekuns 1o CTpOUTENLCTBY
MHuHCKOro MeTponolIuTeHa

YIT «Kunosuaeonpokar
MuHropucnoaxkoma»

YIT «MexauuzupoBarHas ybopka
ropoaa»

Y11 «MHHCKBOZOKAHAI
YIT «Munckrpano»
YII «Munck3eneHcTpoi»

KVII «MuHckuii ropoackoi ueHTp
HEJIBHXKUMOCTHY

VII « MHHCKKOMMYHTEILIOCETH»
YII «MuHCcKMeETpOCTpOit)

VYII «Muncknpoext»

YII «Cneunanu3upoBaHHbiii KOMOUHAT
KOMMYHaJIbHO-OBITOBOIO
ofcmyKUBaHUA»

Y11 «CneuxoMmMyHaBTOpaHC

YII «Texnuueckunoe ynpapneHue
Mnunropucnonkomar

YII «YCK Munropucnonkoma»
VII «YuusepMmar benapycoby
KVYII «KunuiHo KoMMyHansHoe

X03sIHTCBO 3aBoACKOro paiiona
r. Muncka»

KVIT «Kunumpo koMMyHanbHoe
xo3anrTcBo JIenunckoro paiona
r. Muncka»



KVII «Kunumuo xoMMyHansHOe
xo3a#reBo [aprusanckoro paitona
r. MuHcka»

KVTI «Kunumno kommyHalsHOE
xo3siTcBo OKTAOpBCKOTO paitona
r. Musncka»

KVII «XXunuinHo koMMyHansHOe
xo3sitcBo [lepBomaiickoro paitona
r. Muncka»

KVYIT «KunmuumHo KoMMyHansHoe
xo3aitrceo CoBeTckoro paioHa
r. MuHcka»

KVII «Kunnuuno KoMMyHanbHOe
xo3siTcBo LleHTpansHoro palona
r. Munckay

KVII «KunuuHo xoMMyHanbHoe
xo3aitcBo Ne I MockoBckoro palioHa
r. Munckay

KVYI «XXunuiHo KoMMyHaisHoe

xo3siTcBO Ne 1 dpyH3eHckoro pafioHa
r. MuHcka»

KVIT « KunuiHo KOMMyHabHOE
xo3siTcBo Ne 2 dpyH3eHCKoro paiiona
r. Muscka»

YIT «Yaiika»

I'Y «benopycckul KynbTypHBIH IEHTP
AyxoBHOro Bospoxnenus»

YIT «MAD»
OAO «<MT3»

OAO «MA3» - ynpasnsromas
KoMITanus xonauura «benapromasy

3A0 «AtTnaaT»
CI1 «benuray Q00

OAOQO «Ynpapnsiomas KOMIaHus
xonnuura «benopycckue oGon»

PVYII «benmeanpenaparsi»



XonauHr «l opH30HT»
OAO «JlpoxokeBoit KOMOMHATY

OAO «MHTETPAJI» - ynpasasiowas
komnanus xonguura MHTEPI'AJI

OAO «MuHCKuUH 3aBOJ UTPHCTEIX BUHY
OAO «MUHCK KPUCTAJDI» -
yNpaBlsioliasi KOMIAHUs XOJNUHTa
«MHUHCK KPUCTAJUITPYIII»
OAO «Kepamun»

COAO «KoMmyHapka»

OAO «Kpunnua»

OAO «M3KT»

OAQO «Munckuit Mscokombuuar»

I'YO«HMHCTHTYT norpaHuyHoH Ci1yKO0b!
Pecny6nuku benapycb»

benrtenepagnokommnanug

3A0 «Bropoi HanuoHanbHbIA
Te/IeKaHaI»

['naBe afAMUHUCTPALIMU
3aBojackoro paioHa r. MuHcka

I'naBe agMUHHUCTpALUU
JlenuHckoro paitoHa r. Muncka

I'naBe agMUHHUCTpALIHH
MockoBckoro paioHa r. Muscka

I'naBe agMuHucTpauuu
OxTabpbekoro paiiona r. MuHcka

['naBe aAIMUHUCTPALIMMU
[lapTusanckoro paitioHa r. MuHcka

["naBe apmMuHHCTpaLu
[lepBomaiickoro paitoHa r. Muscka

I'nase agxMuHUCTpanuu
CoBetckoro paitona r. MuHcKa
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['naBe apMuHuCTpaumu
®pynzeHckoro paifona r. Muxcka

I'nase agMuHBCTpanMH
Lentpansnoro pationa r. Muncka

3aMeCTUTEMIO NpeaceaaTens
MHHCKOTO rOpOJCKOro |
UCTIONTHUTENIBHOTO KOMHTETA



MunucTepcTBa U BEIOMCTBA,
MuHcku# ropoackoit HCnoIHUTEIBHBIA
KOMHTET, a[IMUHHCTPAIHH PaAHOHOB

r. MuHcKa, opranuzaluu

U npeanpuatys r. MuHcka

(coryIacHO CHHUCKY PacChUIKH)

O  Bonpocax  NpoQUIAKTHKH
NPECTYIUIEHUH, COBEpLIaeMbiX ¢
UCTIONBL30BAHUEM BO3MOXKHOCTE
rIo0anbHOR KOMIBIOTEPHOH CeTH
Wurepuer

B ycnoBusx cranoBienuss oOmiecrBa uHpopmauus obperaer ocobyio
LEHHOCTb, @ BOMNPOCH 0E3011aCHOCTH CTaHOBATCS BCe 0oJiee akTYalbHBIMU,
Hecmotpst Ha nperMmyiiectBa W Onara, KOTOpbl€ CO3JAIOTCS 3a  CHET
uvpposnzauun  ofiiecTBa, B 3TOM  [pOLECCe €CTh W HeraTuBHas
CTOPOHA — MPECTYIUICHUs B cepe BLICOKHX TEXHOIOT .

B HacTosuee BpeMs HapsAy ¢ TeHjeHuued pocTa MpOTHBONPABHBIX
AesHHH CYLECTBEHHO YBEIMYMBACTCH W KOJIMYECTBO NPHHUMACMbIX pelUeHUI
0 BO30YKIACHHM YTOJIOBHBIX A€H O XMIHEHUAX ACHEKHBIX CPEACTB CYOBEKTOB
XO3SICTBOBAHMS, B TOM YMCJe TOCYJapCTBEHHBIX npeanpusatuit PecnyOGinku
benapycs, nyrem tak HassiBaeMbix BEC-atak (Business Email Compromise).

BEC — 310 araka, npH koTopoi 3j10yMBIIUIEHHUKH HAUUHAIOT MEPEITHCKY
C COTPYAHHMKOM MpEeANpUsTHS WM OpraHu3aldyd ¢ UeJBI0 3aBOEBaTh €ro
noBepue M yOeAuTh BBUIONHUTL JEHCTBUS, HIYLIME BO BpEI HHTEPECAM
CcyOBeKTa XO3AMCTBOBaHUS MM €r0 KIMEHTOB. 3a4acTyio HCMONb3YIOTCH
B3JIOMAHHbIE aKKayHTBI COTPYAHUKOB HIH aipeca, KOTOPbIE BU3YATLHO MOX0KH
Ha oQULHAIbHbIE apeca Kak cyOBeKTa X03sHCTBOBAHUS, TAK U €ro IapTHEPOB,
HO OTIMYAIOTCS HA HECKOJIBKO CHMBOJNOB (K npumepy: «kula@telliko.comy,
emecto «kula@teliko.com»). UYeprsl TakMx arak — BBICOKMII ypoOBeHb
MOATOTOBKH, HANWYHME 3HAHUH O CTPYKTYpe CyOheKkTa XO3SHCTBOBAHMSI U ee
[poLeccax, HCNOIb30BAHME IPHEMOB COUUATBEHON HHIKEHEPHH.

Hopo#t araka NpOXOAMWT B HECKOJBKO 3TaNoB. 3MOYMBILIEHHUKH TIPH
MOMOLIM GUILKUHTE NOXMILAIOT YYeTHbIE JAaHHbIE PANOBOTO COTPYAHHUKE, HMES
KOHEYHYIO leNb — ero 0oJiee BBICOKONOCTABIEHHBIR Kosutera. Haie seero
aTaKyoLMX HHTEPECYIOT AeHbrU cyOpeKTa Xo3aicTBaBanus, HO ObIBAET U Tak,
4TO HX Uellb — MOAYYUTh AOCTYN K KOHOHAeHUMaMBHON undopmaimu,
HallpuMep K KIIMEeHTCKUM GazaMm nin paszpaborkam.

Cnpasouno: oas npoeedenuss BEC-amaxu zaoymeiunennuxu ecezda

muyamensio cobupaiom OGHHBIE O HCePMBe U NOZOHEE UCHONL3YIOM UX, Ymobbl
3a6oeeamo ee 0oeepue. Hexomopwlie maxie amaxu Cmanossimes 603MONCHbIMU
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U3-30 MO20, 4MO QMAKYIOUjUe Je2Kko HAXOOSIm 6 OMKPbIMOM 00Cmyne umend
U NO3UYUU COMPYOHUKOB, UX MECHMONOAOICEHUE, OAMbl OMNYCKOS, CRUCKU
KOHMAaxmoe u opyaue oanusie. Hcnonvsyemcea 00Cmamoyno wupoxuil apcenan
MEXHUHECKUX NPUEMOE U Memo008 COYUATLHOU UHIICEHepuU, 4mobul eotimu
6 dosepue K JCepmee U COBEPUIUMb MOUEHHUYECKUE ONEePayul.

B 2021 r. cnencTBeHHBIMH MOJpPA3ACICHHAMH CTOMMLBI BO3OYKIEHO
9 yronosHeIX nen, cBazaHHbix ¢ BEC-artakamu, B pesynsrare  4ero
3MOYMBIJICHHUKY  3aBajesid  JEHEeKHBIMM  CPEACTBAMM  Pa3jIMYHBIX

npeaupuaTHil Ha obyto cymmy Gosee 1 000 000 py6neii.

Cnpasouno: «Jlabopamopus Kacnepckoeoy coobwaem, umo  3a
mau — aszycm 2021 200a 3HAQUUMENbHO YBEAUHUAOCH HUCKO HENeEbix
BEC-amax na poccuiickue xomnanuu. Kaix credcmeue, ¢ 6nudicainuee 6pems
NPOSHOZUPYEMCS. IHAYUMENBHOE YBENUYEHUE YKAZAHMBIX AmaK Ha cybvexmol
xosacmeosanus Pecnybauxu Beaapyce.

K npumepy, B umone 2021 roga Ha 3/IeKTPOHHBIH MOYTOBBIA SIIMK
COTPYAHHMKA OJHOIO M3 NpPEeAnpuaTHi r. MHHCKA NMOCTYNHIIO 3MEKTPOHHOE
NUCBMO OT KOHTpareHTa HHOCTPaHHOrO rocylapeTsa, coaepxaniee tpebopanue
OMIATUTB JOCTABKY TOBapa Ha HOBBIA pacueTHeIH cuer. Bnocneayoiem
JAHHBIH COTPYAHMK MOATOTOBMI AOINONHUTENbHOE COIVIAUIEHHE, COomepKaliee
M3MEHEHHBIE PEKBH3WTBI CYETa I OIUIaThl TOBApa, a MOCJe ero HoANUCaHUs
pykoBoacTsoM (6e3 H3ydeHHs W aHaIu3a) JeHEeKHBIe CPeacTBa B cymme GoJree
200 000 EBpo 3ayMcieHbl HA PACHETHBIH CHET 3JIOYMBIILUIEHHHUKA, OTKPHITHIMN
B HHOCTPAHHOM GaHKOBCKOM YUPEXIECHHU.

YCTaHOBJIEHO, YTO B YKa3zaHHBIH NepHOI K 3AEKTPOHHOMY [OYTOBOMY
AUIUKY [PEANIPHATHS OCYLUECTBIICH HECaHKIIMOHUPOBAHHBIH JOCTYI, IMHCHEMA,
MOCTyNaBIIMEe  Ha  IOYTOBBIA  SIIMK  OT  KOHTpareHTa (mapTHepa),
[IepeHanpaBIsIMCh 3JOYMBILLNICHHHUKY, KOTOPBIH M BEJ NEeperoBOphl OT UMEHH
KOHTparcHTa.

Taxke wumenn Mecro cny4yad, KOTAa K DJEKTPOHHOMY IIMChMY,
coobwaroieMy 06 HM3MEHEHHM PEKBH3WTOB pACUETHOIO CyeTa Jyls OIJIATHl,
MNOCTYNAIH BJIOKEHHMS C IPHIOKEHHEM JOTOBOPa C MNEYaTbKd U MOMMHCHIO
PYKOBOJAMTENS KOHTpareHra (3a49acTyi0 MOIYT COJepIKaTh BPEIOHOCHOE
porpaMMHoOe obecrieuenue).

Tak, B 2021 r. coTpyAHMK OZHOH W3 CTOJMYHBIX OpraHU3alMil
MOCPEACTBOM  TEPENMCKHM 110 3JIEKTPOHHOH TMOYTE Bel  MEPeroBopH
C NpeJICTaBUTeNIeM MHOCTPAHHON KoMNaHuu (nmapTHepa) Mo BONpPOCaM OIUIATH
33 mnoctaBKky obopynosanus. Ilpu 3TOM npejnCTABUTENb HHOCTPAHHOIO
napTHepa  HalpaBuil  AJIEKTPOHHOE [HCBMO, coobume o6  u3MeHEeHHH
PEKBH3HTOB PAacyeTHOrO cyera AUl omiarel. B Xxone mepenucky coOTpyHHHK
Gesopycckoii oprasnzaliy, He yOeIMBIIKHCE B IPUHALIEKHOCTH HOBOTO CUETA
(pakTMyecKOMY — MOCTAaBINMKY, MOAFOTOBWI INPWIOKEHHE K  JOTOBOPY
C M3MCHCHHBIMH DPEKBH3MTAMH [UIS ONIAThl M HANpaBMJ €ro B  ajpec
HHOCTPAaHHOH KOMIaHud. B nocnenymoolmem OT KOHTpareHTa [OCTYITHIO
OTCKAHHPOBAHHOE [IPHJIOKEHHE K JOTOBOPY € TMEYATHIO U MOANHMCHIO
PYKOBOAMTENS HMHOCTPAHHOH KoMMaHuu (TIOANENIBHOE), HA OCHOBAHHUHU
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KOTOPOro MPOM3BEAEH TUIATEX HA PACUETHBIH CUET 3MOyMBILUIEHHHKA. OIHAKO
YKa3aHHbIC  EHEXHble  CpelcTBa  OBIIM  BO3BpaleHbl  OaHKOBCKHM
yupexaeHUueM, TIOCKOJIbKYy HauMeHoBaHHe OeHeduuapa He COOTBETCTBOBANIO
nedcrsuTenbHocTH.  [locie  atoro  coTpyaHuk  coobmmn o6 oToM
310YMBILIJIEHHUKY, KOTOpbIH, B CBOIO OYEpElb, OTMPABHJI HOBBIH J0roBOD,
colepXalliui HHble PEKBU3UTBI JUIS ONJAaThi, HA KOTOPbIH BIOC/IELYHOLIEM
1 OBIUTH 3aUHC/IEHB JeHeXHEIe cpelcTBa B cymMme Gonee 10 000 Espo.

VCTaHOBNEHO, YTO COTPYAHMK OpPraHU3alMH HMKAKOM MEPEenHCKH MO
$akTy 3aKJIOYEHMS NOMOJHHTENBHOrO COFJIALIEHHs C MapTHEpOM He Bell,
a obwancs B cetH MHTEpHET ¢ HEUIBECTHLIM 10JIb30BaTENEM, HCIIOJbB3YIOHM
aapec IEKTPOHHOW MOYTHl, HEMPHUHAMIEHKAUMA HMHOCTPAHHON KOMIIaHHH,
oTnnyaomiics Ha 1 6ykBy B foMeHHOM nMeHH. IIpu oTOM MM nosib3oBareis
5/IEKTPOHHOrO [MOYTOBOrO fllHKa B OOOMX Clly4yasX B MMOYTOBOM KIHMEHTE
0T06paxaioch HACHTHYHO (0JMHAKOBO).

CoBeplleRHIO yKa3aHHbIX npecTyILIeHuH criocoOCTBOBAMM
KOMMBIOTEPHAS HErPAMOTHOCTb COTPYAHHMKOB CyOBEKTOB XO03aHCTBOBaHMS,
OTCYTCTBHE MEXAHW3MOB KOHTPOJS W TMPOBEPKHM JNEKTPOHHOH MHpOpMALHH,
nocTynawoueii OoT KOHTPAareHTOB, KOHKPETHBIX JIML, OTBETCTBEHHBIX 3d
COOTBETCTBYIOLLME HANpaBjieHWss CcayxeOHOH JeATeNbHOCTH, a  TaKke
HecoOmonenue TpeOOBaHWH 3aKOHOAATENbCTBA, B TOM uHcie, JIMpexTHBbI
ITpesunenta or 11.03.2004 Ne 1 «O Mepax no yxperuieHHIO OGIIECTBEHHOMN
0e30MacHOCTH W JUCUMIUIMHBIY, 3akoHa ot 10.11.2008 Ne 455-3 «0O06
vuHopMaliHK, HHbOpMaTH3aunuK U 3aluTe MHGopMauuu» B Ykasza [pesunenta
ot 16.04.2013 Ne 196 «O HekOTOpLIX Mepax Mo COBEPLIEHCTBOBAHUIO 3ALLUTHI
HHpOPMALIHY.

AHanu3 [eATeNbHOCTH 3/I0YMbILUIEHHUKOB Ha TEpPpUTOPUH PecnyOinku
benapych nokasan, 4To OHM MacKUpyIOTCS noj OpeHabl pasiIHyHBIX cyGBeKTOB
X034HCTBOBAHMS, HUX MNapTHEPOB M KOHTPAreHTOB, HCIOMB3YIOT MAacCOBbIe
(UILIMHIOBBIC PACCHUIKH 1S IOCTABKH MONYIAPHBIX BPEAOHOCHBIX NPOrpamMmm
MO/ BUAOM 3aKa30B, 3aNPOCOB JAHHBIX O TOBApax ¥ HEOOXOMHMOCTH UX OJIAThI
W Jaxe NnpeioKeHHH nomMouu B 6opsde ¢ KOPOHABUPYCOM.

OObI4HO Takke MHCbMA CONEPXKAT MNPH3BIBEI K AKTHBHBLIM IEHCTBHAM
nosip30oBaTeNs  (NMPEACTaBHTh  afpecaTy  KOHQUAEGHUMANbHbE  JaHHEIE,
MPOH3BECTH OIUIATY 33 YCJAYIrM W TOBAap, KakK IPaBUJIO, Ha HOBBIH pacuyeTHblit
CUET [0 paHee 3aKNIOUEHHBIM JOrOBOPaM NOCTABKH).

Uit pacchuikM  QUILIMHTOBBIX  NHCEM  TNPECTYNHUKHA  UCHOJb3YIOT
nHcTpymeHTHl Gammadyne Mailer u Turbo-Mailer, nnardopmy MailChimp,
B TOM YHCJIE U8 TOrO 4ToOBbI Y3HATh, OTKPBIBATOCH JIM KEPTBOH MOJIyUEHHOE
MACbMO. TakkKe TPUMEHSIOTCS paHee B3JIOMAHHBIE BJIEKTPOHHEBIE [1OYTOBbIE
SIMAKH [UIS OCYLLECTBJIEHUS HOBBIX (QUUIMHIOBBIX aTaK, B TOM YHCJE Ha
apTHEPOB KOHKPETHBIX CYOBEKTOB XO3AHCTBOBAHMS.

OcHoBHas Macca CJy4yaeB XHUIICHHS JEHEXKHBIX CPeICTB CyObEeKTOB
xo3saicreoBaius B PecnyObnuku  DBenapychk cBsiz3aHa ¢ Y@JIOBEYECKUMH
OownOKaMHK, [IOCKONBKY COBEpUICHHE aTaKU T[POUCXOHUT TOCTENEHHO.
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3710yMBILLJIEHHUK cHauana U3y4aeT PEANOIAraeMyo HKEPTBY,
cobupaeT  HEOOXOAMMBIE  CMIPAaBOYHbIE  JaHHBIe.  3aT€M  [EPEXOAHMT
K 3aROCBAHMIO JOBEpHs, BHIHYKIAsh KEepTBY HEOCO3HAHHO HAPYLIMTH IpaBUiia
6e30MaCHOCTH: MPEIOCTaBUTh JOCTYN K KOMIIBIOTEPHBIM CETAM, XPaHUIIHILAM
JaHHBIX, PACKPHITH KOHGHASHUMATBHYIO HHPOPMALHIO.

- Cnpasoyno: coyuanbHas. undicenepus, 0COBEHNO ONACHA, NOCKORbKY OHd
" ucnonv3yem uenosedeckue owubku, a ve yaseumocms I10, komopwie 20pazoo
| _MeHee npedcKazyeMbl, YeM Y2pOo3bl 6pEJOHOCHBIX NPOZPAMM.
~;+  OCHOBHBIMH CHOCODAMM COBEpIUEHHS YKa3aHHBIX [IPeCTyIUieHui
SIBSIIOTCS. :

1. JlosHble cCBLIKH B dJeKTpoHHom siumuke. Ilucbma TinarensHo
NpoAyMbIBalOTes,  odopmiioTcs o obpasuy  TOH  OpraHu3alHu,
c aapeca KOTopoll sikoObl OHO nocTynaer. B mnucbMe 310YMBILUICHHUKH
IPEACTABNISIOTCS COTPYAHHKAMH OpraHu3aluH, cOOOLIAIOT O pacChlIKe crama
C AKKAYHTA, CKPBITHIX COOOLIEHHSX B IMMHOM KaOUHETe, O CEUUANLHOM Cynep
MpeUIOKEHHH — B XOI MAYT Jnodble yJIoBKH. MIMEOT MecTo CiydaM, KOIIa
B nucbMe Tpebyercs HepedTH MO CCBUIKE, B XO/E MEPEeXOAd Ha KOTOPYIO Ha
KOMIIBIOTEp 3arpy’aetcs BpPeJOHOCHBIH Ko, JnbO cChilka BEAET Ha
GUIIMHIOBBI caliT, HEOTIMUYMMBIH OT OpUrHHana, rie HeOOXOIHMO BBECTH
1apoJib, JOTHH, TenedoH U Jpyryo HHHOPMAUHIO.

2.  OUIHHAr-pacchLIKH 0T ruranros Murepuera, Hanpumep,
Google n Dropbox. B nuceMe nocrynaer npocs6a NOATBEPAUTE MEKTPOHHBIN
ajpec, KIMKHYB Ha GQHUIIMHIOBYIO HIEPCCBUIKY, U CHOBA MPOHCXOIMT YTEUKa
J@HHBIX, HO TENEPh HE [IPOCTO JIOTHHA Y Naposis, a (aiios, KOTOPLIE XPaHATCA
Ha obnauHbIx auckax: gororpaduu, JOKYMEHTHI, IPE3CHTALMH.

Cnpagouno: ¢uuiune 6o2am He MOIbKO JONCHBIMU CCOLIKAMU, HO
U NMPUKPENTEHHBIMU PATVIAMU K NEKIMPOHHOMY RUCLMY, KOMOpble COO0epiCam
supycioe [10 013  3apajcenuss KoMRblomepa u nOIyYeHusi oocmyna
K unthopmayuu ¢ Hezo.

3. lleneuampapieHHass aTaKka ¢ NeJbI0 NOJYYEHHH JIHYIHBLIX
JAAHHBIX. 3N0YMBIILIEHHHKH AIYT HHGOPMALMIO HA NPOPUISLX B COUMATBHBIX
ceTsix, e Bce crapaioTes noapobHo Hanucats o cebe, ayOmupyior ee
B MTUCbME: KOI'/Ia 00pamawTes 0 UMEHHM, C YKA3aHHEM JIOJDKHOCTH U [IPOHEro,
3TO BBI3bIBACT JOBEPHE H XKeaHHe [JOMONHHTH CBOX HHQOPMALIHIO.

4. ATaka Ha KpYIHbIe OPraHU3alHM C LE/IBIO MMOIy4eHHs A0CTYIIa
ko Beeil HHOOPMALKK, KOTOpas B JaibHEHIEM MO3BONHT OA00PSATH NMEPeBONL
HA MOLUEHHMYECKHUE CHETA, COBEPLIATH HHbIC ACHCTBUSL.

Crpagouno: 6 yersx uzbedcanue ymeuyxku OQHHBIX U MAMEPUGTbHbIX

pacxo006  HeobGXO0UMO  HA  NOCIMOAHHOU — OCHOGE  UHCHMPYKMUpOEamy
COMPYOHUKOS8 O CPEOCMEAX 3auumbl UHGOPMAYUL.

5. IlepenanpasjieHue Ha oGMaHHbIe CAHTHI-ABOHHUKH. DTO CaMbll
onacHslit BHJ, TOTOMY YTO OGHAPYXHTh €ro OuYeHb CHOXHO. KoMmbiotep
3APAKAETCS (TPOSHOM», KOTOpBIH skaeT cpoerc uaca. Koraa mosp30Batesib
3aXO[HUT HA CTPAHULEI TIGTEAKHBIX CHCTEM MM DaHKOB, BBINOJIHACTCS NOAMEHA



5

OPUIHHANMBHOrO caiita Ha (UIUMHTOBEIM, C MOMOLIBIO KOTOPOro coduparoTes
nanusle. ITpoucxoaur aro us-3a usmMeHenus kama DNS.

6. Bsaom no nomepy teiaedona. CyTh METONA 3aKIIOHASTCS B TOM,
4YTO 3OYMBILIIEHHMKY HYKHO 3HATh HOMEP TeNeOoHa JKEPTBLI, YKA3aHHbIH 1Py
PECHCTPALIUK JJIEKTPOHHOrO_NOUTOBOTO sitmka. Ilpu c6poce maposs nourosas
cnyxBa Tpebyer BBECTM NOCHEOHUE CUMBOMLI HoMepa Ttenedona. Ha ator
" -HOMep ortnpasasercs SMS-coofenne ¢ koaoMm noaTBepxkieHus cbpoca
j\rrap(msn 3areM 3JOYMBIIUICHHHK OTIPABIsET BTOPOE SMS-coobuienue
'C ' HEHM3BECTHOrO HoMepa ¢ TpeboBaHMeM yka3aTb KOA M3 NEPBOro
SMS-coo6ienus. Ycmex. 3TOro MeToAd 3aBUCHT OT HeBHHMATEIbHOCTH
JKEPTBBL.

C LENbIO [peloTBpalleHUs COBEPLUCHUS! npecTyrieHuH
paccMatpuBaeMoi KaTeropuu HeobXoAuMo:

HOCTOSIHHO OOHOBAATHL Opayzepbl, YToOLI NOAYYATb 3ALIUTY OT HOBBIX
yrpo3s;

YCTAHAB/JAHBATL MOYTOBLIE COAM-PHABLTPBLI (YMEIOT pAacno3HaBarTh
crnaM, B ToMm uxcie rpaduueckuit, B OJIOKMPYIOT NOABICHUE HEXKeAaTe/IbHOM
[OYTHI);

HCIIOJIb30BATL AHTHBHPYCHbIC NPOrPaMMbl;

ObITH BHMMATEJbHLIMU (OecryaTHBIA MHCTPYMEHT /UISt 3aUIMThl OT
3JI0YMBILUICHHHKOB);

o0HOBASITL ONIEPALMOHHYIO cHeTemy. B obHosienusix copepxarcs
MaKeTs! [JIs MCHPAaBIeHHUs YA3BUMOCTeH, uepe3 KOTOpHIE 3J0YMBILINeHHHUKH
MOTYT TIOJIy4HThb AOCTYI K KOMIBIOTEPY;

NOMHHUTb, 4TO OaHKM HE OTHPABIAKOT NUcbMa C NpockOOH MOBTOPHO
BBECTH JIOTHH WM [apOJih;

NPOBEPHATH ajpeca CAHTOB M 3JEKTPOHHBIX MHCEM HA NIPABHIALHOCTD.
Cnepyer oOpawars Buumanue Ha URL-aapec pecypca, nockonexy npu
¢uwnHre azpec caifra ornuvaercs Ha 1-2 OykBel, uudpsl WIH CHUMBOJA.
[Tony4as 37€KTPOHHBIC NMUCHMA, NOJUICKHT AHATIN3Y HE TOJBKO COJICPIKHMOE,
HO W MMS OTHPABHTENA M 3JIEKTPOHHLIH MOYTOBBIA SIIMK, ¢ KOTOPOrO OHO
MOCTYIHIIO;

nposBepaTs Nporoko . Hitps — 370 3alMIEHHOE COEAUHEHHE, Jaxe
€C/IM 3JIOYMBILIEHHUK [epexXBaTUT JaHHbIe, TO MNOIYUHT OeccMBICIeHHBIH
HabOp CHMBOJIOB, KOTOpPBIH He cMOXKeT pactuugposats. MHTepHeT-cTpaHuib
¢ hitp Z0/DKHBI HACTOPOKUTE B IIEPBYIO OYEPE/Ib;

HCN0b30BATh HECKOJIBKO JIEKTPOHHBIX MOYTOBBLIX SHKOB (175
JIMYHBIX M JIEJTOBBIX NEPEnUCOK OTHACNILHO);

HpOBEPATH TLIATEJILHO KAMXKA0Ee NHUCLMO, OCODEHHO €O CCBUIKAMH
H BIIOXEHHBIMH (alinamu. Eciu mUchMO NOCTYIIMIO CO 3HAKOMOI'O MOYTOBOTO
SMMKA, 3TO elle He rapaHTHs Oe30MaCHOCTH — NMOYTOBBIH SMMK Mor ObITh
B3JIOMAH;

YAaasTh nHcbMa ¢ TpefoBaHMIMH NHH-KOAAa WM napoas. Jto
avuHas UHGOPMaLKs, U HUKTO He HMEET NpaBa ee MPOCMATPHUBATS,
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06[)31]18“: BHUMAaHHE HA OTHPABHUTEIM NUCHLMA H €ro cojepKumMoe.
B nucbMe MOXeT HCHOJIb30BATLCs aBTOIMOACTAHOBKA M3 MOYTOBOrO anpeca,
KOTOpast He BCEra sBJISeTCS UMEHEM,

NOAK/IHOMHTb JABYX(AKTOPHYIO aYTeHTHQHKAUHIO N8 AKKAYHTOB
BCeX IeKTPOHHBLIX HOYUTOBLIX SIIMKOB W COLMANBHBIX ceTeil. DTo cnacer
B TOM CJlyyae, €ciii Naposib CTajl U3BECTEH 3/10YyMBILIEHHHUKY,

peryjiapHo, He pexe | pasa B HELe/O, NPOBEPATh AKKAYHTbI BCEX
JICKTPOHHBIX MOYTOBBIX SUIMKOB Ha [IPEIAMET OCYIUECTBIAECHHS K HUM
HECAHKLIIMOHUPOBAHHOIO AOCTYIA.

Ha OCHOBaHMM BBILICH3IOKEHHOTO, PYKOBOJACTBYSCH CTaThel 4 3aKkoHa
Pecny6aukn benapycek ot 13.07.2012 Ne 403-3 «O CneacrtseHHOM KOMMTETE
Pecniybnukn bemapycb», B uensx MPOTUBOACHCTBUS KHOEPNPECTYIIHOCTH
¥ NOBBILLIEHUS YPOBHS KHOepbe30macHOCTH npoluy:

paccMOTpeTh HacTosiee MHPOPMAUHOHHOE NMUCHMO C PYKOBOAMTENIAMH
CTPYKTYPHBIX  NOJpa3zfeneHud ¢  UeNbl0  HEJNONYUICHHs  COBEpPIUEHHS
AHAIIOrMYHBIX MPECTYIUICHHUIH;

ofecrneynTh HAIMYUE B IUTATE CMELHATUCTOB MO HHOPMALMOHHOM
0e30MacHOCTH B LEJISX COXPAHEHHS TUUHBIX JAHHBIX KIHEHTOB U COTPY/AHHKOB
opraHuM3aunil (NpeaAnpUsTHil), npeaynpexaeHus GakToB XHILEHHS JCHEKHBIX
CpPEeICTB M MHBIX HEraTMBHBIX MOCIEJCTBHH, a B C/y4yac HEBO3MOXKHOCTH ~
paccMOTpeTh BOMPOC O [PHBJICYEHHUHM CYOBEKTOB, HMEIOIUMX [IPaBo
OCYLUECTBIIEHHS AESTEIBHOCTH TIO0 TEXHUYECKOH W (Mnu) kpuntorpaduueckoi
3aiuTe uHpopMaLuK (peecTp JIMLEH3HATOB pa3MellleH Ha oQULIMaIbHOM caliTe
onepaTuBHO-aHAIMTHYecKOro ueHTpa npu Ilpesnnenre Pecnybnuku benapycs
«oac.gov.by»);

BbIpAabOTaTh MEXaHW3Mbl KOHTPO/IS M TNpPOBEpPKM BCEH BXOAsLIEH
KOPPECIOHACHIMH, NOJIy4aeMOH MNOCPEACTBOM TJIOOATBHON KOMMBLKOTEPHOH
cetu HHTepHeT, B TOM 4HC/e JJEKTPOHHOH NOUTHl (MCNONB30BAHHE WHbIX
anbTePHATUBHBIX (JIOTIONIHUTENbHBIX) HCTOYHHKOB CBSA3H MOMHMO [100abHON
KOMIIpIOTEpHOHN cet UHTepHeT);

obecrieudTh MOpPOBEPKY MNOJIIMHHOCTH CBEJEHHH, NpeacTaBIseMbIX
KOHTpareHTaMH, a MMEHHO MNpU HAWYUKM COMHEHHUH B TMOJJAHHHOCTH JMOO
JOCTOBEPHOCTH KOHTpareHTa IMpHHMMATh BCE€ BO3MOXHBIE Mepbl [0 €ro
HIeHTH(QHKALUMK (YCTaHABIMBATL M TPOBEPATb KOHKPETHBIE OOCTOATENBCTBA,
HoMepa MOOMJIBHBIX TesIe(POHOB, PEKBU3UTH DAHKOBCKHX CUETOB, HA KOTOPLIC
HEOOXOANMO OCYIECTBUTH [LIATEX U AD.);

Ha CHCTEMHOH oOcHOBe HH(pOPMHUPOBATH COTPYAHHKOB O IPOSBIACHUH
OCTOPOXHOCTH M OAMTENbHOCTH, coOIOACHHH npaBui Oe30MacHOCTH IipH
pabote B ri1o0anpHOH KoMNbIOTepHOH ceTu MHTepHerT;

PYKOBOJACTBOBATLCA PEKOMEHJALMAMH JUISl TOCYAAPCTBEHHBIX OPraHoB,
pasMElIeHHBIMH  Ha  calTe OnepaTHBHO-AaHAJIMTHYECKOrO LEHTpa npu
ITpesunente Pecnybnuku benapyce;

C y4eTOM TeMIla pPasBUTUS HHOOPMALIMOHHBIX CHCTEM, BHEJPEHHS HOBBIX
HAQPOBEIX TEXHOMOTHH PEKOMEHIOBaTb COTPYIHHKAM CaMOCTOSTENBHO



7

NPUHUMATD JOTNOJIHUTENbHBIC MEepbl N0 Oe3onacHocTy Kcnodb3oBanus [19BM,
a Takxke 1o cobmonenuo LUGpPOBON THrHeHsl npu pabote B rinobanbHOH
KOMMNBIOTEPHOH ceTH MIHTEepHeT.

Taxxke HEOOXOAMMO TNOHMMATh, YTO WIOYMBILIICHHHK HE CMOXET
JAOCTHYH CBOEIl LeJH M MOXHTHUTH JEHEKHble CpelCTBa, eciu araka Oyner
CBOEBPEMEHHO BBISIBIEHA M OCTAHOBJIEHA, a 3TO BO3MOXHO Ha moboM ee 3Tane,
pU NPUHATUU COOTBETCTBYIOLIMX MEP 3aLLUTHI, HATIPABIICHHBIX HA COXPAHEHHE
GnarococTosiiusg CyObeKTa XO34HCTBOBAHHSA, B TOM 4HC/AE NpHU COOMIOACHHH
C/ICAYIOWINX MPaBUIL

1. Hukorzaa He 1oBepATh OTIPABUTENIO AEKTPOHHOIO NUCHMA;

2. Bcerma npoBepsTh OCHOBHblE HMIAEHTHOHKALMOHHbIE JaHHbIE
M cinyxeOHbi€  3arojIOBKH  JJIEKTPOHHBIX — NHCeM  (MOXHO  y3HaTh
¥ [POaHAIU3UPOBATL Ip-aJpec OTNPABUTENS MUCbMA M HHYIO HEOOXOOHMYIO
HHDOPMALIHIO), IPEXK/E YEM OTBETHTD HA NMUCLMO;

3. He nepexoauTh no cchlikaM H HE OTKPLIBATHL BIOYKEHHS, €CI/IH
OTNPaBHUTENb MHCHMA HE TOT, KEM OH MPEICTABUICS;

4,  TwareapbHO NPOBEPATH aAPEC CaiiTa HA HAJIMUKE OIEUATOK» — 3TO
MOXKET ObITh KONMS  OQHUHAIBHOIO  pecypca,  3aperucTpHpOBAHHOIO
CIIELMaILHO JI1s BBEAEHMS B 3abnyxaeHue;

5.  IlepenpoBepsaTb MpPOMCXOXKAEHHE caifTa, NPEXe 4eM BBECTH CBOM
NEepCOHAIbHBIE JaHHble (MM, aapec, PEeKBU3WUTHI JOCTYNa, (UHAHCOBLIE
CBEJeHHA);

6. B Cilydac BBCACHHA PEKBH3HTOB JOCTYIA Ha MMOAO3PUTEIIBHOM
caiiTe HEMEAJIEHHO CMEHHTh Hapoib.

C yBaxkeHUeM,

Hauanpnux ynpasneHus :
reHepaj-mManop ICTULHH C.M.Iacko

15-5 Cysopos 389 56 20



