OCHOBHBIE ACIHEKTBI IPO®PUJIAKTUKHU
KUBEPIIPECTYIIHOCTHU B PECITYBJIUKE BEJIAPYCbH

Mamepuan noocomoenen
Axaodemueu ynpasnenus npu llpezuoenme Pecnyoniuku benrapyco
Ha ocHoge ceedenuti Cnedcmeennoz2o komumema Pecnybonuxku Benapycs,
Munucmepcmea enympennux oen Pecnyonuxku benapycs.

Hngoepaghuxa no oannvim mamepuanam pazpabomana benopyccxum
menespaghHbIM A2eHMCMBOM U pa3Meujena Ha e2o catime 8 pazoeie
«Hngoepaghuxar (https.//www.belta.by/infographica/).

B Hacrosiiee Bpemss MHTEpHET W KOMIIBIOTEPHBIE TEXHOJIOTUU
CTPEMUTEIBHO MPOHUKAIOT BO BCE Cephbl >KU3HEASATCILHOCTH YEIOBEKA.
C onHOI CTOPOHBI, 3TO OTKPHIBAECT MEpell OCIOPYCCKUMH TpakJIaHaAMH U
00I1IECTBOM PsiJI MIEPCTIEKTUB, C IPYTrOi — BJICUET MOSIBJICHUE HOBBIX PUCKOB U
yrpo3. Tak, OypHOE pa3BUTUE TEJIEKOMMYHUKAIMOHHBIX TEXHOJOTHM,
CTPEMUTENIBHBIM ~ POCT  4YMCJIAa  JJIEKTPOHHBIX  YCTPOMCTB W YCHYT,
MPEOCTABISIEMbIX HACEJICHUI0O C HCIOJb30BAaHUEM HWH(POPMAIIMOHHBIX
TEXHOJIOTHH, MPUBEJIO K YBEJIIMYEHHUIO KOJIMYECTBA KNOEPIPECTYIIIICHUH.

benapych, Kak W Jpyrue TOCyJapcTBa, HE MOXET WTHOPUPOBATH
OPUHIUIIMATIGHO  HOBBIE  PUCKHM, CBS3aHHbIE C  MpPOHMCTEKarouen
uHpopmaruzamueit. Kak ormernn B xoae VI Beebenopycckoro HapoIHOTO
coopanus Ilpesuaent Pecnyonuku benapyce A.I.JIykameHko, «He ymalss
PEUMYILECTB, BO3MOXXHOCTEM U TMEPCHEKTUB, KOTOPHIE OTKPHLI YEJIOBEKY
UH(OPMAILIMOHHBIN MUpP, MBI JOJKHBI OOpaTUTh BHUMAaHUE HA €ro 0OpaTHYIO
CTOpOHY. VICKYyCCTBEHHYIO peallbHOCTb, KOTOpasi Jajna 3€JeHbI CBeT
MaHUITYJSIIUSAM, OOMaHy, MPECTYIJICHUSM, TOTBOPCTBYET HU3MEHHBIM
WHCTUHKTaM 4eJIOBEKay.

Bompocel  mudpoBoit  TpaHchopManuu — MPECTYMHOCTH  CETOMHS
ABJISIIOTCS. OAHUMHU M3 HamOoliee 371000 HEBHBIX. M OT TOro, HAaCKOJIBKO
3 PeKTUBHO yHACTCS MPOTHUBOCTOSITH 3TOMY BBI3OBY, 3aBHUCUT HE TOJIBKO
3alMIIEHHOCTh TIPaB W HWHTEPECOB TpaxJaH, HO W HH(OpMalMOHHAs
O0e3zomacHOCTh oOmiecTBa W rocygapctBa. [Ipu 3ToM  yHHBepcaIbHBIX
ITOIXO0JIOB, TTO3BOJISIOIIX ahpexkTHBHO MPOTHUBOICHCTBOBATH
BBICOKOTEXHOJIOTUYHBIM ~ TIPECTYIUICHUSIM, HE BbIPAaOOTAaHO HU OJHUM
rocyJ1IapCTBOM MUpa.

Cnpaeouno.
Hecmompﬂ HA NpuHUumMaembvle mepvl, HA NPOnANCEHUU nocieonHux iem

6 Pecnybnuxe bBenapyce Habaooaemcs ycmouuusvlii pocm KoJuuecmed

peaucmpupyemvix kubepnpecmynienul. 6 2015 200y — 2 440 npecmynnenuil,
6 2016 — 2 471, ¢ 2017 — 3 099, ¢ 2018 — 4 741, ¢ 2019 — 10 539,
6 2020 — 25 561.
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H3zyuenue medxncoyHapoOHO20 onvima NOKA3bIBAEN, 4YMO YeeruyeHue
yucna Kubepnpecmynienuil C80UCMBEEHHO DONbUUHCEBY 20CY0apcme Mupa.
K npumepy, 6 Poccuiickoii @edepayuu yucio maxux y20J106HO HAKA3)EMbIX
oesinuti 6 2020 200y evipocno Ha 73,4%, a ux yoenvHbvill ec 8 cmpyKkmype
npecmynuocmu cocmasu 25 %.

Cpenu ¢akropoB, CTUMYJMPYHOIIHX POCT KHOepNpecTyNJIeHUi,
MOYHO BBIIETIUTH CIEAYIOIIHE.

Omnepexaomue teMnbl ocBoeHuss cerd MHrepHer B PecmyOuiuke
beamapyces. Tax, B 2020 romy monss HaceleHHWsT HAIIEd CTPaHBbI,
none3ytomerocss  Murepuerom, cocraBmia  85,1%; 1O  MIOTHOCTH
IIPOHUKHOBEHHUS IIUPOKOIIOJIOCHOTO Joctyna B cetb WMHTepHer benapych
BBIIIIA HA CPEIHEEBPOIIEHCKUE MOKA3aTeNH, a [0 CKOPOCTH — HA NIEPEIOBbIC
MO3ULIUHA B MUPE.

YpoBeHb KOMIIBIOTEPHOH TPAMOTHOCTH TPAXKIAH HEIOCTATOYHO
BBICOK, OTCTAeT OT CKOPOCTH BHEAPEHHS TeX WM MHbIX KOMIBIOTEPHBIX
CHCTEM B MOBCEHEBHYIO KM3Hb. Kpome TOro, MHOTHE rpak/IlaHe HEIOCTATOUHO
OTBETCTBEHHO OTHOCATCS K 3alIUTE U OE30MaCHOCTH COOCTBEHHOM HH(OpMALIUU U
JIMYHBIX JaHHBIX.

YckopeHHblii nepexoaq MHOrux cgep o001ecTBEHHBIX OTHOLICHUHM,
BKJIIOYAs TOBAPHBIM U JCHEKHbIA 000POTHI, B MHTEPHET-NPOCTPAHCTBO,
BBI3BaHHBIA pacIpocTpaHeHneM KopoHaBupycHo# nH(pekmu Covid-19.

Pa3Butre NMCTaHIIMOHHBIX CIOCOOOB COBEPIICHUS MPECTYIJICHUM, MPH
KOTOPBIX OTCYTCTBYET MNPAMOW KOHTAKT MEXIY 3JIOYMBIIUICHHUKAMU U KX
KEPTBAMH, MPUBEJIO K TOMY, YTO KHOEPIPECTYIUIEHU YUUIU U3 (HU3HUYECKOM
pEaNbHOCTH B OHJIAWH-TIPOCTPAHCTBO. B ILEMAX NpOTUBOAEWCTBUS JTAHHBIM
npaBoHapyiieHusM, 26 mapta 2021 r. B Pecriyonvke benapyck ObLT yTBEpKIeH
KoMIuiekcHblld  T1aH ~ MEPOIPUSATHM,  HANpPaBICHHBIX HA  [PUHATHE
3G(dEeKTUBHBIX ~ MEp MO  NPOTHBOACUCTBHIO  KHUOEPIPECTYIICHUSIM,
npo(UIaKTUKE WX COBEPILICHUS, TMOBBIIICHUIO LHU(PPOBOM TI'PaMOTHOCTH
Hacenenns Ha 2021-2022 rojpl.

Umo maxkoe kubepnpecmynnocms?
Umo omnocumcs K KOMRbIOMEPHBIM RPECHYNIeHUAM?

B  mHacrosimiee  BpeMss NpU  XapaKTEPUCTUKE  KOMITbIOTEPHBIX
NPECTYIJICHU UCHOIB3yeTCs LEJbId  psAfl TOHATUH: <« UH(DOpPMAIIMOHHOE
NPECTYIJICHUE»,  «KUOEPIpPECTyIUICHUE»,  «IpecTyiuieHne B cdepe
KOMIIBIOTEPHON — MHpOpMaIM»,  «IpPecTylyieHue B  cdepe  BBICOKHX
TEXHOJIOTUIY», «BUPTYAITLHOE MTPECTYILICHUE.

CornacHo JneicTByIONEMY 3aKOHOAaTeNbcTBY PecnyOuku benapyce, B
COJIEpKaHUE TTOHATHS «KOMITbIOTEpPHAsS IPECTYIMHOCThY BKIIIOYAIOT:

1) npecryrieHus IPOTHUB nHGOPMaITMOHHON 0e30MmacHOCTH
(MomuduKanus  KOMIBIOTEPHOM  HMH(OpPMAILMK, HECAHKIMOHUPOBAHHBIM
JOCTYIl K KOMIBIOTEpHOW WHGOpMAIIMU, KOMIIBIOTEPHBIA  CabOoTax,
HEMPaBOMEPHOE 3aBJaJcHUE KOMIBIOTepHON wuHpoOpMalmeit, pa3paboTka,



UCIIOJIb30BaHUE  JMOO  paclIpoCTpaHEHHE  BPEJOHOCHBIX  MPOrPaAMM,
HapyIICHUE TPABUJ IKCILTyaTallid KOMITBIOTEPHOM CHUCTEMBI WM CETH H
ap.);

2) XUIIEHUS ITyTEM UCIOJIB30BAHUS CPEJCTB KOMITBIOTEPHON TEXHUKH;

3) U3roTOBJICHHE U PACIPOCTPAHCHUE MOPHOTPAUIECKUX MaTEPHATIOB
WIN TPEAMETOB MMOPHOrpaUyecKoro Xxapakrepa, B TOM YHCJIE C
M300paKEHUEM HECOBEPIICHHOJIETHETO;

4) vHBIE MPECTYIUICHUS, TaK WJIM WHA4Ye CBA3AHHBIC C MCIOJIb30BAHUEM
KOMIIBIOTEPHOM  TEXHUKU. JIOBEJACHHWE JO  caMOyOWiicTBa  MyTeM
CHUCTEMaTU4YECKOTO YHIDKEHUS JUYHOTO JIOCTOMHCTBA yepes
pacnpoCTpaHEHHE KaKuX-TuOO cBeleHUM B ceTu VHTepHeT; pasriamieHue
BpadcOHOW TalHBI, HE3aKOHHOE CcoOWpaHWe JMOO pachpoCcTpaHEHUE
uHGOpMAIIMA O YACTHOW >KM3HU; KJIEBETAa; OCKOPOJIEHUE; paclpoCTpaHEHHUE
JIO’)KHOM MH(pOpPMaIIMK O TOBapax M yCiyrax; 3aBeJJoOMO JIOKHOE COOOIIeHNe
00 OIIACHOCTH; IIMUOHAXK; YMBIIUICHHOE JIMOO TI0 HEOCTOPOKHOCTH
pasrijalieHue TOCYHAPCTBEHHOW TaWHBI; YMBIIUIEHHOE  pPa3IJIalllCHUE
CITyK€OHO TailHBI U Jp.

Takum 00pa3oM, K KOMNBIOTEPHBIM MPECTYIUIEHUSIM OTHOCATCS
paBOHAPYUIECHHUs, TMPU COBEPIICHUH KOTOPBIX CPEACTBA KOMIIBIOTEPHOMH
TEXHUKH BBICTYNAIOT KakK OpPYAUs COBEPIICHHS NPECTYIUICHUS MO0 Kak
IpeAMET NPECTYIHOIO MOCSATaTeIbCTRA.

Cnpaeouno.
B 2020 200y 6 Pecnybonuxe benapyco éceco Ovlio 3apecucmpuposaro
95 muic. npecmynnenuil, uz Hux 6onee 25 mvlc. — MO KOMNbIOMEPHbLE
npecmynienus (92% om komopwix cocmasnsnu xuwenus). B mo sice epems
ewe 6 2014 200y ux uucienHocmsv cocmaenina 6ce2o 2,3 mvic., T.€.
Hab00aemcsa pocm nO000OHbIX npecmynaenuil 6oiee yem ¢ 10 pas.

B uem cocmoum yenv kubepnpecmynnukoe?

Kak mnpaBuno, kuOepnpecTymHUKHA BbIAAIOT ce0si 3a JoAed u3
NEUCTBYIOIIMX HA 3aKOHHBIX OCHOBAHMSX OpPraHHU3alUi W YYPEKICHUM,
4TO00BI 00MAHOM BBIHYAUTH I'PAXKAAH PACKPHITH JUYHYI0 HHPOPMALNIO
U MPEeIOCTABUTH NMPECTYNIHUKAM JI€HbI'H, TOBAPbI U/UJIH YCJIYTH.

MuiieHpto  KUOEPIIPECTYIMTHUKOB  CTAHOBSATCS ~ MH(OPMAIMOHHBIE
pecypchl, MpUHAyIeKAIIEe 0aHKOBCKOMY CEKTOPY, TOCYIapCTBEHHBIM OpraHam
U KOMMEPYECKHM OpraHM3alsiM, a Takke KOH(UIEHIMaIbHAs UHpOpMaIys,
MIEPCOHAIIbHBIEC TAHHBIEC, UMYILIECTBO U JICHEKHBIE CPEACTBA IPAXKIAH.

Kaxkue euowvt kubepnpecmynenuil
BbLOCIAION 6 OMHOUIEHUU 2PANCOaH?

Haubonee pacupoCTpaHEHHBIM BUJIOM MPOSIBJICHUS
KHUOEPIPECTYIMHOCTU SIBIISICTCS XMINEHHE JEHEKHBIX CPelIcTB ¢ KapT-
cueroB rpaxaad. [lpuueMm B OOJNBIIMHCTBE CIIy4aeB ATH MPECTYIJICHUS
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CTAHOBATCSI BO3MOXKHBI B pe3yibTaTe OECIEeUHBIX JEHCTBUNA CaMUX
MOTEPIEBIINX, MPETOCTABUBIINX PEKBU3HUTHI JIOCTYMA K CBOMM OaHKOBCKUM
cucTram.
Cnpagouno.

3a nepsvie mecayvt 2021 200a yoice 3agpuxcuposarn pocm Koauuecmea

XuwgeHuii ¢ 6aHKOBCKUX Kapmouek benopycos bonee yem na 270% no cpasHenuro
¢ amum dce nepuooom 2020 2ooa.

[IpecTtynmHMKK  3aBIaJeBalOT  PEKBU3UTAMH, HEOOXOIUMBIMH  JJIS
OCYIIECTBJICHUSI NPECTYNMHBIX TPaH3aKIMWM, TMOCPEACTBOM  CIEAYIOIIUX
Croco00B:

1. «Quwuney. 10T HEOQUUHAIBHBIA TEPMHUH MPOUCXOIUT  OT
aarmuiickoro «fishing» («peiOHass moBis»). B kadecTBe cBOcOOpa3HOU
KYJTOYKU» MPECTYITHUKA HCMOJb3YIOT CIEIUATIbHO CO3/IaHHBbIA HHTEPHET-
cait ¢ ¢opmoil BBOJIa HA HEM PEKBU3UTOB JIOCTyNa K OAHKOBCKOMY CUETY, a
B KQUECTBE «HAXKUBKW» — HEKUN COOOIIECHHBIN MOTEPHEBIIEMY MPEIJIOT IS
nepexo/ia Ha 3TOT CAUT M 3alOJIHEHUS TUIaTEKHBIX PEKBU3UTOB.

Hanpumep, mnpecTymHUK OTCIEKHMBAeT Ha WHTEpHeT-caiite kufar.by
CBEXHE OOBSBICHUS O Mpojiake yero-nmoo. [IpocMoTpeB aOOHEHTCKUIT HOMED
aBTOpa OOBSIBIICHUS, HAXOJUT €ro B 0OJIHOM U3 MecceHpkepoB (Viber, Telegram,
WhatsApp) u BcTynaer B EPENUcKy, IKOObI JKeJasi KyUTh BHICTABICHHBIN Ha
NpOAAXKY MPEAMET. 3aTeEM MEPECHIAET B MECCEHKEPE CCHUIKY Ha MOJIEIbHYIO
CTpaHUILy PEOIIaThl, I/I€ MPOJIABIly HY>KHO BBECTU PEKBU3UTHI CBOEH KapThl
JUIE TOTO, 4YTOOBI TOMYYUTHh JIeHBI'W OT Tmokymarens. [Ipum mepexope 1o
TUIEPCChUIKE HEBHUMATEIIbHBI HHTEPHET-TI0IH30BATENh MOKET U HE 3aMETUTD
MOJIMEHBI, TaK KaK MOAOOHBIE CTPAHUIbl BU3YAIbHO CXOXH C O(OpMIICHHEM
caiftoB m3BecTHbiX cepBucoB (Kydap, EPUIL, CDEK, benmnoura, caiiTel
pa3IMuUHBIX OAHKOB U Ap.). AApec MOIAETbHONW BEO-CTpaHMIIbl TAKKE MOXKET
HATrlOMUHATH peaTbHbBIN (kufar-dostavka.hy, erip-online.com,
belarusbank24.xyz, cdek-zakaz.info u nap.). Ecim sxeprBa «aromagercss Ha
yIOUKY» M 3allOJIHUT (OpMY, COOTBETCTBYIOLIME PEKBU3UTHI JOCTyNa K
OAHKOBCKOMY CUETy OKaXyTCi y MpecTylnHuKa. YUepe3 CUMTaHHbIE MHUHYTHI
3JIOYMBILJICHHUK OCYIIECTBIISIET JOCTYN K OAHKOBCKOMY CYETY U MEPEBOIUT
JICHS)KHBIE CPEJICTBA HAa KOHTPOJUpPYEMble UM OaHKOBCKHME cueTa WU
ANIEKTPOHHBIE KOLIETbKH, 3aPETUCTPUPOBAHHBIE HA MOJCTABHBIX JIMII.
Cnpaeouno.

Haubonee yacmo ona cosepuwenus makoeo euda Kubepnpecmynieruii

6 benapycu 6 2020 200y ucnonvzosanrace unmeprem-niowaoxa «Kufar».

Tax, 6 2018 200y nocpedcmeom Hee ObLIO COBEPUIEHO

51 npecmynnenue, ¢ 2019 200y — 126, 6 nepsom noayeoouu 2020 2o00a — 102,
60 emopom noayeoouu 2020 cooa — 3 778.

['unepccpiiku HA (PUIIMHTOBBIE CalThl MOTYT MEPECHIIATHCS HE TOJIBKO
B XOJI¢ TEPEMUCKA B MECCEHIKEpax, HO U TMPHU OOIIEHHWH B COIHMAIBHBIX



CEeTAX, a TAK)KE Pa3MEIIaThCs Ha IPYTUX CalTax, SKOOBI YTO-TO MPOIAFOIINX
WJIA MIOKYITAOIIHUX.

B nmocieaqHee BpemMsi y4aCTHJIMCh CJIOYyYad CO3JAaHUS (PMIIMHIOBBIX
CAalTOB, OPMEHTUPOBAHHBIX MO/ 3aNPOCHI MOJIb30BaTeE/eil B MOUCKOBBIX
cucremax. ['paxmaane monagaroT Ha HUX npsmo u3 Google n SIHmekca mocie
3anpocoB Tumna «bemapycOaHk mu4HBI KaOuHET», «bemarpornpomOaHk
WHTEPHET-OAHKUHT» U T.JI. Y BUJIEB 3HAKOMBII 3aroJIOBOK M JIOTOTUII caiiTa B
BBIJIAY€ PE3YyJIbTATOB IOWCKA, HO HE YAOCTOBEPUBIIMCH B COOTBETCTBUU
aapeca calTa JCUCTBUTEIRHOMY JOMEHHOMY HWMEHH OaHKOBCKOTO
YUPEXKACHUS, TOTEPIEBIINNA 3aMOJIHIET OTKPBIBIIYIOCS (hOPMY aBTOPU3ALINH,
JTAHHBIC KOTOPOM OTHPABJISIOTCS HE OAHKY, a IPECTYITHUKY.

Cnpagouno.
3aqacmyio npu noomene OPpUCUHAIbBHBIX camos qbumuﬂeoebmu 6

UMeHax OQHHBbIX pecypcos  yKazaHvl HAUMEHOB6AHUA, CO36)YUYHble C

HA36AHUAMU ODAHKOBCKUX YupedicOeHull u cepsucos. belarusbank-erip.onling,

ibank-belapb24.com, epey.by, e-rip.cc, erip.cc u unwie. Ilpoiios no maxomy

Ganvui-aopecy u 66e0s1 KOHQUOEHYUAIbHbIE C8EOCHUS, YeNl08eK OMNPasUm
UX HEeNnOCpeoCmE8eHHO MOUEHHUKY.

2. «Ilomowp Opyey». IaHHBI cnoco® MpecTyruieHuil ObuT HambOosee
pacrpoctpaned B 2017-2019 rogax, HO HE MOTEPsT CBOEM aKTYaJIbHOCTH M
cerogua. CHauajia MNpPECTYITHUKU MyTeM Ioadopa Mmaposis Wiu (UIIUHTa
OCYILIECTBIIIIOT HECAHKIIMOHUPOBAHHBIN JOCTYI («B3JIOM») K CTpaHHUIIAM
conuanbHbIX ceTell (B ocHOBHOM — «BKonrtakTte»). Ilocne 3Toro uHbBIM
MOJIb30BaTENISIM, JTOOABJICHHBIM B pazzien «JIpy3bs» B3JIOMaHHON CTpaHUIbI,
PacChUIAOTCA COOOIIEHUS ¢ MPOChOOM mpenocTaBuTh GoTtorpaduio HiIU
JaHHbIe OAHKOBCKOM IIJIATEXKHOM KapThl IO Pa3IUYHBIMH IIPEIJIOraMH,
HarpuMep, 4ToObl CPOUYHO CJieJIaTh KAaKOW-TO OC3HAJIMYHBIN IIIATEX, TaK Kak
KapTO4Ka OOpaTHBIIETOCs SKOOBI 3a0JIOKMpOBaHA. TakKe 3JI0YMBIIIJICHHUK,
CKPBIBAIOIIMICS 110JT UMEHEM APYra, MOXET MPOCUTh IIEPEBECTH €EMY Ha KapTy
ONPEACIICHHYIO CYMMY JICHET B CBSI3W C BHE3AMHBIM IONAJIAHUEM B CIIOXKHYIO
KU3HCHHYIO CUTYaIuio. JloBepUuuBhIil 10JIb30BaTE b, M0JIaras, 4To OOIIaeTCs
C HACTOSIIIUM BJIAJICTIBIIEM CTPAHMIIBI, MEPEBOJUT JEHBIH JIMOO COOOIacT
MPECTYIMHUKY PEKBU3UTHI CBOCH OAHKOBCKOM KapThl (a 3a4acTyr0 — U KOJ
0€30I1aCHOCTH, BBICBIJIAEMBIH B SMS-coobmennn OAHKOBCKUM
YUPSIKICHHEM), IIOCJAC YEro ¢ €ro KapT-cueTa ITOXHIIAIOTCS JICHEKHBIC
CpEJICTRA.

Cnpaeouno.
Ewe 00num 6udom mouweHHuwecmea 6 COYUAIbHbIX Cemsix, CA3aHHbIM

C NOMOWbBIO Opyeum JH00AM, SAGISAemcs O0esAmenabHoCmy hanbuiusolix

onazomeopumebHbIX hoH008, KOMOpPvIEe OCYULECMENAIOM cOOp 0eHez Ha

JeyeHue. B maxux  cayuasx — MOWEHHUKU — CO304l0m — epynny u

pPacnpocmpaHaom uHGopmayuro 0 mom, Ymo sAKoOvl HYHCHbI Cpedcmea 0



JleyeHUsi maxcen000abH020 yenoseka (0cobenno uacmo — pebenka). Ymoowt
He nonacmovci Ha YOOYKY MOUIEHHUKO8, HE00X00uUMo 6cezoa
3anpawiueams OOKyMeHmovl U 0ONOJTHUMEIbHbIE CBEOCHUSL.

3. «Buwune» IpOUCXOAUT OT aHIMicKoro «voice fishing» («romocoBoii
(PUIMHT» WK «TOJIOCOBasi PhIOHAsl JIOBJIS»). JlaHHBIN CIOCOO BhIpaXkaeTcs B
OCYILIECTBJICHUHM 3BOHKAa Ha a0OHEHTCKUN HOMEp IMOTEPIEBLIEr0 WM B €ro
aKKayHT B MecceHpkepe (B ocHoBHOM, 310 Viber mmm Telegram). B xome
TOJI0OCOBOTO OOIICHMS TMPECTYMHHUK TMPEACTaBIsAETCS PaOOTHUKOM OaHKa WM
npaBooxpanurenbHoro oprana (MBI, KI'b, CnencTBeHHOro KOMUTETa) U MO
BBIMBILIUICHHBIM ~TPEAJIOroM (MPEceuYeHrue MOAO3PUTENIBHON TpaH3aKIuH,
MOBBIIIICEHUE YPOBHSI OE30MACHOCTH TOJIb30BaHMS KapTOW, TMepenpoBepKa
NAaCHOPTHBIX JIaHHBIX BJaJeiblla OAHKOBCKOIO CYETa M T.J.) BBIICHSET Y
NOTEPHEBILIETO0 CBEICHUS O HAJIMYMK OaHKOBCKHMX IUIATEXKHBIX KapTOYEK,
cpokax ux xaevctBusi, CVV-konax (Tpex3HauHbId KOJ Ha OOpaTHOW CTOPOHE
KapThl), MACHOPTHBIX AaHHBIX, SMS-Komax ¢ IIENbI0 XUIIEHUS JIEHEKHBIX
cpeactB. B psnge ciydaeB  3JO0YMBIIUIEHHUKAM M3BECTHBI  HEKOTOPBIC
PEKBU3UTHI OAHKOBCKUX IUIATEKHBIX KAPTOUEK, & TAK)KE aHKETHBIE JJAHHbIE JIUII,
Ha UMsI KOTOPBIX OHU BBIMMYIIICHBI.

B OonpmMHCTBE clydyaeB MNpHU COBEPUICHUH 3BOHKOB MPECTYIMHUKU
ucnoib3yrot [P-renedonuto.

Cnpaeouno.

Vnpowenno, |P-meneponusa — osmo cucmema meneghounou ceasu
VlOCdeCWlGOM cemu HHmepHem, HPQOOCMCZ@JZ}HOWCI}Z BO3MOIHCHOCM b
ocywiecmejnenusl 360HKO8 U  20]l0C08020 061/1/;8Hl/lﬂ uz cneyuailbHblx
leu]lO.?f(,’eHl/ll:Z c abonenmamu MOOUNbHBLIX U CMayuoHAaApHbIX m€ﬂ€¢0HHle
cemeu.

le/l makKkom 6)(?00}[1/{4811/[ 360HKe Jicepmeda suoum Ha IKpaHe
MOOUNBLHO20 menehoHa IUO0 NOOMEHHbLL HoMep, Aubo Oadce KOPOMKULL
Homep banka: COBPDEMEHHbIE NPOMOKOJIbl MOOUILHOU meﬂecﬁomm u
PA3TUYHblE  KOMNbIONMEPHbIE NPOCPAMMbBL  NO36OJAIONT  OCYWECMEJIANb
nooobHblE I’i’leﬂe(ﬁOHHble 36onku. Ceou ycayecu 6 9nom npedﬂazamm
PAaA3UdHble NIAaniHble CEPBUCHL U CAUNIBL.

,ZZJZ}Z moceo, umoowvl OOCI’I’IOGBPHO ycmanoeums, Aeisdemcs U Homep, C
Komopoco nocmynujl 360HOK, aboHeHmcKuUm HOMepOM meﬂeqbomtod cemu
unu udenmughukamopom IP-meneghonuu, neobxooumo Hanpagums 3anpoc

(3anpocwvl) 6 coomeemcmeayroujue MmMeaeKOMMYHUKAYUOHHbIE OpP2aHU3aAyuu
Pecnybnuxu Benapyco.

HOCJ’ICI[CTBI/IH HNCITOJIB30BaHUA 3JIOYMBIIIJIICHHUKAMHA HOI[O6HOFO
crnoco0a MOIIIEHHUYECTBA OBIBAIOT BECbMA MeYaIbHBIMH.

Cnpasouno.

Tax, nanpumep, 6 koHye mapma 2021 200a 310y MblULIEHHUK NO380HUL
yepesz Viber 66-n1emueti owcumenvHuye bopucosa u npeocmasuncs
COMPYOHUKOM CLyHcObL Oezonachocmu oanka. OH coobwul, umo 8 yesix
npeceuenusi XuujeHuss ¢ OAHKOBCKOU WIAMENCHOU KApMmOUKU JHCEeHUJUHe
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He0OX00UMO  YCMAHOBUMb  ONpedeleHHOe  NPUlodceHue  YOaleHHO20

docmyna, cooowums KoObl Kapmul U NPUCIAMb CKPUHWOMbL U3 MOOUIbHO2O

baunkunea, umo oHa u coenana. Ilossice, 3an0003pus HeraoHoe, neHcUoHepKa

nowiia 8 OaHK u OOHapysicua, Ymo ¢ ee Kapm-cuyema nponaio noumu 40

mulcay pyoieil.

4. Ceob600HbIli docmyn Kk baukosckou kapme. He Bcerna st XumieHus
c OaHKOBCKHMX CUYETOB HCIOJB3YIOTCS XHUTPhIE CXEeMBl. B psme ciydaeB
MPUIMHAMH 3TOTO CTAHOBATCS yTeps OAHKOBCKHMX KapT, OCTaBJICHHE HX B
JIETKOJIOCTYITHOM MECTE€, MX Mepeaadya WHBIM JIMIaM JJIs OCYIIECTBIICHUS
pa3oBbIX IIaTexke. Ilpm 3ToM yBemWyuBaeT pHUCK OCTaThes  0Oe€3
3apabOTaHHBIX JE€HEXHbIX cpeAcTB xpaHeHue PIN-koma psgom ¢ kaproi
(HampuMep, 3amuMcaHHBIM Ha OyMaXKe B KOIICIbKE WJIM Ha CaMoOu
OaHKOBCKOM KapTe).

Pa3HOBHIHOCTBIO TIOMOOHOTO JIETKOMBICHS — SIBISIETCS XpaHCHHE
dboTonzo0pakeHnii 0aHKOBCKUX KapT WJIU TUIATEKHBIX PEKBU3UTOB B MaMSITH
MOOUIBHOTO TenedoHa, B IOYTOBOM aKKAyHTE WM JAUCTAHIIMOHHOM
obsiauHoM XpaHwiuiie. [Ipy HECaHKIIMOHWPOBAHHOM JOCTYNE K TaKOMY
XpaHWJIUIY TPECTYMHUK TIOy4aeT M OECHPEnsSTCTBEHHBIA JIOCTYN K
0aHKOBCKOMY CUETY €ro BJaJeblia.

5. Iloxynka ¢ npedonnamou. Hanbosee MPUMHUTUBHOM, HO OT 3TOr0 HE
MeHee paboTaroriei (hOpMON UHTEPHET-MOIIIEHHUYECTBA SIBJSIETCS pa3MEIlCHUE
NPECTYIMHUKAMHU Ha BUPTYAJIbHBIX JIOCKaX OOBSBIICHHUM, TEMAaTUYECKUX CaiiTax, B
COILIMAJILHBIX CETSX, TPYNIax UHTEPHET-MECCEHKEPOB OOBSBICHUM O MPOJAKE
KaKUX-JIMOO TOBAPOB 1O «OpOCOBBIMY» IIeHaM. Ho Jj1st momydeHus ToBapa (SIKOObI
MOCPEACTBOM TIOYTOBOM MEPEChUTKU WM CIYXKObI JOCTaBKH) TpeOyeTcs
MEPEUNCIICHUE TPEIOIUIaThl WJIM 33/]aTKa Ha YKa3aHHBIC «IIPOJABIIOM
OaHKOBCKYIO KapTy WJIM 3JICKTPOHHBIN Koresnek. [IpaBna, mocie nepeyncieHus
O’KHMJIa€MbIM TOBAp TaK M HE TOCTYIAET, a «IPOJABEI MEPECTACT BbIXOAUTh HA
CBSI3b.

6. Illanmasic. B HEKOTOPBIX CITydasx 3J0YMBIIUIEHHUKH MOTYT YTPOXKaTh
pasrialieHueM Pa3jIMUHbIX  KOMIPOMETUPYIOIIMX CBEICHHM C  LEJIbIO
BbIMOTaTeNbCTBA. Hampumep, MOIYy4yuB HECAHKIIMOHUPOBAHHBIA JOCTYIT K
WNurepHer-pecypcaM  (CTpaHuIlaM B COIMAIBHBIX  CETAX, IEPEMHCKe
ANIEKTPOHHBIX IIOYTOBBIX SIIIUKOB W OOJAYHBIM aKKayHTaM) W 3aBJIafIcB
HU300pOKEHUSMH, HE TPEAHA3HAYCHHBIMU I IYOJIMYHOTO MPOCMOTPA,
MPECTYITHUKU BCTYNAIOT B TIEPENHMCKY C TOTEPIEBIINMHU, TpeOys pa3HbIe
JICHE)KHBIE CYMMBI M yIpoXasi B Cllyda€ OTKa3a paclpOCTPAHUTh UX B CETH
HNutepher.

1. Unvie mowennuuecmea. Takxe MOXHO BBIJICITUTH €IIE€ HECKOJIbKO
TUIOB MOILIEHHUYECTBA, KOTOPHIE B HEIABHEM MPOIIIOM 3a4acTyH0 YCIEIIHO
UCITIOJIH30BATIMCH Ha Tepputopuu Pecrydnvku benapych:



o [TpocbObI MOMONHUTH CYET OMPEEICHHOTO HOMEPA MOOMIBHOTIO
TeneoHa WM TIJIATEeKHOM KapThl B Buje: «Mama, TOMNONHH CYET Ha
20 pybneit. MHe He nepe3BaHUBal — MoKe nepe3BoHt0. HyxxHo cpodyHo!».

o 3BOHOK C HOMeEpa Jpyra WIH pPOJCTBEHHHKAa, B KOTOPOM
coOeCeTHUK YTBEPKIAET, YTO OH COTPYIHUK MPABOOXPAHUTEIBHBIX OPTraHOB,
MIPOCUT BO3HArpaXkJieHue, o0ernas mpe0TBPaTUTh BO30YKICHUE YTOJIOBHOTO
7iesia B OTHOLIEHUH OJTM3KOT0 YeI0BeKa.

o Korma mMoliieHHUK 3BOHUT U Cpa3y OTMEHsIET BbI30B. [lepe3BoHuB
Ha OTOOPa3UBIIUICS HOMEpP, ADOHEHT CHBIIIUT aBTOOTBETYUK WM TYAKH, B
ATO BpPEMs CO CUeTa €ro MOOMJIBLHOTO TeliepoHa CIHMCHIBAIOTCS ACHBIU, TAK
KaK BBI30B COBEpIIAETCS C NPUMEHEHHEM Iepeajipecallii Ha IUIaTHBIMI
HOMEP.

° Korpa npuxoautr SMS-coo011ieHre 0 HEKOEM BBIUTPBIIIE, MMOCIIe
4yero abOHEHTY MpejiaraloT OTIPaBUTh IJIATHOE COOOIIECHHE B OTBET WM
OTNPaBUTh HEOONBIIYI0O CyMMY Ha OAHKOBCKYIO KapTy JUIS TOJY4CHHSI
(JDKEBBIMTPBIIIAY.

° Korna npuxoaut SMS-coobiiieHue ¢ runepcchlIKOM, MPOnIs 1Mo
KOTOPOM MOJIb30BaTENb 3aITyCKaeT MPOLECC CKaUYMBaHUS BUpYCA.
° Korma mnoctymaer 3BOHOK OT «IPEACTABUTENSL  COTOBOTO

omeparopa», BO BpPEMA  KOTOPOTO  3JOYMBIIUICHHUKH  MPEIJIararor
nepepeructpupoBatb  SIM-kapty. Ilpm »>TOM TONB30BATENL  BBOJUT
CHEUUANIbHBIN KO WK oTOpaBisieT SMS-coobiienue, nociue yero ¢ OanaHca
€ro MOOMJIBHOTO TeJIe)OHA CIIUCHIBAIOTCS JEHBIH.

o Korga npuxomutr SMS-cooOlieHre WM MOCTYyHaeT 3BOHOK, B
X0J1€ KOTOpOro cooodiaercs, yTo aboHeHT He omnatui mrpad. [locne atoro
YEJIOBEKY MPEIaracTcsi MPOU3BECTU €ro OIUIaTy, MEPEYHCIUB JEHbIM Ha
«CTICIIMAJIbHBIN PACUETHBIN CUET UM MOMOIHUB OAHKOBCKUMN CYET.

o Korga npuxoaur SMS-coobmienue ¢ undopmaiueid o ToMm, 4TO
riaTe)XHasi KapTa 3a0JOKMpOBaHAa, M YKa3bIBA€TCS HOMEp, MO KOTOPOMY
MOXXHO TIOJIYYUTh CHpaBKy uiud nomouls. [locme 3BoHKa y abOoHeHTa
sanpammuBatoT PIN-koa, CVV-kon (Tpex3HauHblil Ko Ha 0OpaTHOM CTOpOHE
KapThbl), HOMEP KapThl U JIpyrue JaHHbIC, HEOOXOAUMBIC JIJIsi CHATHUS JCHET C
0aHKOBCKOTO CUeTa.

Kakue cnocoobl mowennuuecmea ovlearom 6 OMHOUEHUN IOPUOUYECKUX
JUY U UHOUBUOYATIbHBIX npeonpuHumameiei?

KubepnpecTyruienuss TpuuuHSIOT yiepd HE TOJMbKO IpaxkaaHaMm. Yacrto
JNEUCTBUS 3JIOYMBIIIJICHHUKOB HAMNPABICHBI HA 3aBJIAJICHUE JICHE)KHBIMHU
CpeACTBAMHA  KOPMAUYECKMX JMI (NPeANpPUATHI, YUYPEKICHUH U
OpraHM3auMi) M HMHIMBHAYAJBHBIX HpeanpuHumaresaed. Ho u 3xech
TJIABHBIM ~ yCJIOBUEM, JAIOIIMM BO3MOXKHOCTH COBEPILICHHSI  TOJAO0OHBIX



3MOJICSIHUN, SIBIISIETCA  «4eoBeUYecKUd (pakrop», T.e. TpyOble OLIMOKH,
J0IyCKaeMble pa0OTHUKAaMU: OT PYKOBOAMTENEH JIO CEeKpeTapel, Oyxraiarepos
Y MEHeKepoB. Bee yanie noTepneBIME CTaHOBSTCS T€ IOPUINYECKUE JIMLA U
WHJAUBUIYAIbHbIE  TPEANPUHUMATENH, KOTOPbIE  OCYIIECTBISIIOT — CBOIO
JESITeIbHOCTD TPU TIOMOIIH 3apyOeKHBIX KOHTPAreHTOB.

Cpenn Hambosnee THUNMWYHBIX (OPM TOCITATEIBCTB XaKEpPOB Ha
JCHEXKHBIE CPEACTBA W OXpaHAEMYI0 HH(POPMAIMIO IOPUAMYECKHUX JIUI]
sBisitorcss BEC-amaku (ot anrmuiickoro: «business email compromise» —
KOMITpOMeETaIusl OM3HEC-TICPETINCKH ).

Peamuzarus momoO0HOW CXEMBI XHWIEHHWS BO3MOXKHA ITOCPEICTBOM
NOJIyYeHUSI HECAHKIIMOHMPOBAHHOI'O JIOCTYIA K 3JIEKTPOHHOM MOYTE OJHOM
U3 CTOPOH CIENKU. B 3Toil cuTyaluuud 3JI0YMBINIJICHHUKA 00JalaroT
uH(popMaLKend O MpeaMeETe, YCIOBUSIX TOTOBOPAa U MOTYT BECTH MEPENUCKY,
HE BBI3bIBasl MOAO3pEHUs (B ciyyae HEOOXOAMMOCTH WMHU HAIPaBJISFOTCS
JOTOJTHUTENILHOE COIJIallleHue, cueT-nmpodopma (MHBOKMC) C M3MEHEHHBIMU
pEeKBU3UTAMH  OaHKOBCKOIO  cyeTa M KOHTAaKTHBIMH  JaHHBIMHU
npeacTaBuTeNe (PUPMBI TYTEM UX «HAJOXKEHHUS HA MOJATOTOBJICHHBIE pPaHEee
U COXPAaHEHHBIE B COOOIICHUAX JOKYMEHTHI).

Kpome TOro, umerorcs ciayyau, KOraa OT HMEHU O€JIOpyCCKHUX
CyOBEKTOB XO3SIICTBOBAHMS IOCJIE B3JIOMa MX KOPIOPAaTUBHOW IOYTHI B
aapec 3apyOeKHbIX NApTHEPOB TAaKK€ HANpaB/BUINCh IHCbMA, CU€Ta-
npoopMbl C M3MEHEHHbIMM OAHKOBCKMMHU peKBU3UTaMu. B pesymnbrate
JEHEXKHBIE CPENCTBA, IMPUUYMUTAIOIIMECS OEIOPYCCKUM MPEANPUATUAM 32
IPOU3BEACHHYIO (IIOCTABIEHHYIO) NPOAYKIMIO, MEPEBOJMINCH Ha CcYeTa
MOILIEHHUKOB.

Taxxke  BO3MOXHA  cUTyalusi, KOrjga IIOCJI€  COIJIaCOBAHMUS
CYLIECTBEHHBIX YCJIOBHM KOHTpPakTa C 3apyOeXHbIM MapTHEPOM, a B
OTIEIbHBIX CIy4YasiX M €ro TMOJMNHCAaHMs, Ha OJJIEKTPOHHYIO IOUYTYy
oprauzauuu (MpeanpuaTys) NPEeCTyNHUKAMU HaMpaBiseTcss COOOLICHUE
AKOObI OT UMEHHU COTPYAHMKAa MWHOCTPAHHOI'O KOHTpAareHTa 00 H3MEHEHUU
PEKBHU3UTOB OOCIY)XMBAIOUIErO0 OaHKa U HEOOXOJUMOCTH MEPEUHUCICHUS
JIEHEXKHBIX CPEACTB HAa HOBBIM cueT. [Ipu 3TOM ajgpec 37IeKTPOHHOM MOYTHI
MOILIEHHUKOB MMEET CYLIECTBEHHOE CXOACTBO C PEAbHBIM, YTO 3a4acTYIO
octaerca HezaMedeHHbIM. [locnenyroias nepenucka yxe oCyllecTBISETCS C
kuOepnpecTynHukamu. Jlanee noa npeayioroM omiaTbl TOBAPOB HHOCTPAHHBIX
KOMITAHUH M BCJEACTBUE MPENOCTABICHUS MO 3JEKTPOHHOM MOYTE JIOKHBIX
O0aHKOBCKMX PEKBHM3MTOB Ha CYETAa MOILIEHHUKOB MNEPEUUCISIOTCSA JICHEKHBIC
CpPEICTBA CO CTOPOHBI CYObEKTOB XO3SIMICTBOBAHUS KaK rOCY/IapCTBEHHOIO, TaK
Y YaCTHOT'O CEKTOpa SKOHOMUKHU.

Kak ne cmame s icepmeoii kubepnpecmyniienun?
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1. Hukoraa, HUKOMY U HHM TIPH KAKHUX 00CTOATEILCTBAX HE CO00IATH
PEKBHU3UTHI CBOMX 0AHKOBCKHMX CYETOB U 0AHKOBCKHMX KAapT, B TOM YHUCIIC
JMIaM, TPEJCTaBUBIIUMCS COTPYIHUKAMH OaHKa WM TPABOOXPAHUTEITHHBIX
OpraHoOB, IPY OTCYTCTBHH BO3MOXHOCTH JOCTOBEPHO YOCIUTHCS, YTO ITU JIFOIU
T€, 32 KOTO ce0s BBI/IAIOT.

B cmyuae mocTyruieHusi 3BOHKA «OT COTPYJHHKA OaHKa» HE0O0XOAUMO
YTOUHUTH €ro (haMuinio, Homep TenedoHa, OCIe Yero 3aBepIIuTh Pa3roBOp U
CaMHUM TT03BOHUTH B OaHK.

HeoOxomumo mpuHMMAaTh BO BHHMAaHHE, YTO pPEaTbHOMY COTPYIHHUKY
O0aHka wu3BecTHA ciedytomias uHQopManus: GdaMuims JepKarens KapThl,
NIACTIOPTHBIE TaHHBIC, KaKue KapThl 0(OPMIICHBI, OCTATOK Ha CUETe.

He cnenyer cooOmate B TeneOHHBIX pa3roBopax (Iaxe COTPYIHUKY
0aHKa), a TaKKe MOCPEICTBOM OOIIEHHSI B COIIMATIBHBIX CETAX: MOTHBIA HOMEP
KapToukH, cpok ee aenctBus, kog CVC/CVV (Haxopmsmuecss Ha OOpaTHOM
CTOpPOHE KapThl), JJOTHH M TapOoJIb K HHTEPHET-0aHKHUHTY, TTaCTIOPTHBIE JaHHBIE,
KO/I0BOE CJ10BO (11(poBoii ko) n3 SMS-cooOIeHHI.

B ciydae ecnm «coTpyaHUK OaHka» B pa3roBOpe COOOIIAET, YTO C
KapTOYKOM TMPOUCXOIAT HECAHKIIMOHUPOBAHHBIC TPAH3aAKIMH, HEOOXOIMMO
OTBEYaTh, YTO BHI MpUJETE B OAHK JIMYHO, — BCE MOAOOHBIC BOMPOCHI HYKHO
peniath B OTJC/ICHUH OaHKa, a He 110 TeIe(OoHy.

BHUMAHME: nomnume, umo compyOHUKU OAHKOBCKUX YUpetCOeHUll
HUK020a He UCNOJb3YIom OJisl C6A3U C  KiueHmom meccenodcepwl (Viber,
Telegram, WhatsApp).

2. JI7isg OCyIeCTBICHUS OHJIAWH-TUIaTeXeH HE0OXO0IMMO UCIIOIb30BaTh
TOJILKO HAJIS)KHBIE TUTATEKHBIE CEPBUCHI, 00513aTEJILHO MPOBEPAST TOMEHHOE
HMsl pecypca B aJIpecHoii cTpoke Opay3epa.

3. He caexyer xpaHuTh O0aHKOBCKHE KapTbl, uX (ororpaduu Hu
PEKBHM3UTBI B MeCTAX, KOTOPble MOI'YT ObITh JOCTYIHbI MOCTOPOHHUM
JMIAM; 3TO )€ OTHOCUTCS K (ororpadusiMm U MUHBIM BUJAM HH(POPMALUU
KOH(HICHIINAIBHOTO XapakTepa.

4. CnegyeT  BO3AEP:KUBATHCA  OT  OCYLECTBJIEHMSI  OHJIAWH-
IiaTeskeil, CBSI3AHHBIX ¢ NMPEIOIVIATON W NMepedyHcJeHNueM 3aJaTKOB 3a
TOBAPBI M YCJIYrH, OJIAarOTBOPUTEIILHOM U CIIOHCOPCKOW MOMOIIU B MOJIB3Y
opraHuzainuil 1 (GU3NYECKUX JIMI[ TPU OTCYTCTBUHU JIOCTOBEPHBIX JAHHBIX O
TOM, YTO Ha3BaHHBIE CYOBEKTHI SIBJIAIOTCS TEMH, 32 KOTO CEOsI BBIIAIOT.

5. He crout nepeuncrnsaTh JeHEKHBIE CPEJCTBA HA CUETa JIEKTPOHHBIX
KOIIEIbKOB, KapT-cueTa 0AHKOBCKUX IUIATEKHBIX KapToyek, cuera SIM-kapt
1o nmpochb0e mosb3oBaresieil cetu UHTEepHeT.

6. [lns  gocTtyma K cMCTEMaM  JUCTAHIIMOHHOTO  OaHKOBCKOIO
oOCTyXMBaHUSl (MHTEPHET-OAaHKUHT, MOOWJIBbHBIA OaHKUHT), 3JIEKTPOHHBIM
MOYTOBBIM  SIIIIMKAM, AaKKayHTaM COIMAIBHBIX CETEM M HWHBIM pecypcam
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HeO0X0AMMO  HCIHOJIB30BAaTh  CJIOKHBIE  MAPOJH,  HMCKJIIYAKIIUE
BO3MOKHOCTb MX Moa00pa. CTOUT BO3AEpKATHCS OT MAPOJIEH: AaT POXKICHUS,
uMeH, (paMuIiii — TO €CTh TeX, KOTOPBIE JIETKO BBIYUCIUTD U3 OOLIETOCTYITHBIX
MCTOYHUKOB HH(OpMAIK (HApUMED, TEX K€ COLIMATIbHBIX CETEN ).

7.Ilpu cocTaBieHUM TIJIATEKHBIX JOKYMEHTOB Ba)KHO NPOBEPSATH
IUIATeKHbIEe PEKBU3UTHI MOJIy4aTe/isl JeHe:KHbIX CPeICTB.

8. [Ipy mocCTyruieHMH B COIMAIBHBIX CETSIX COOOLIEHUN OT JIHI,
COCTOSIIIMX B KAaTErOPUU «IPY3bsi», C MPOChOaMU O MPEeAOCTaBICHUH
PEKBU3UTOB OAaHKOBCKHUX IUIATEKHBIX KApTOUCK He cJieyeT OTBeYaTh HA
NnojA00OHbIE COOOIIEHUsI, a Heo0XOAMMO CBA3aThCA C JAHHBIMH
M0JIb30BAaTEJIAMH HANIPSIMYIO MOCPEJACTBOM MHBIX CPEACTB CBS3H.

O.Ilpm oOHapyxeHHH ¢akTa B3IOMa AKKAYHTOB COIMAJIBHBIX CETEH
HEOOXOAMMO HE3aMEIJIUTENIbHO BOCCTAHABIMBATh K HUM JIOCTYIl C MOMOIIBIO
CIIy>KObI TIOJIIEPKKU JIMOO OJOKUPOBaTh, a TaKXKE MPEeAyNnpexaarb 00 3TOM
¢axTe JHiI, C KOTOPHIMHU OOIIATMCH TOCPEICTBOM JAHHBIX COITMATIBHBIX CETEH.

10. Hean3st oTkpbiBaTh (aiijibl, NMOCTyNAWIIHE € HE3HAKOMBIX
aJpecoB JJIEKTPOHHOM TMOYTHI W AKKAYHTOB MeECCEH/IKEpPOB; HE
MEPEXOIUTH IO CCHUTKAM B COOOIIEHUSAX O MPHU3aX U BHIUTPHIIIAX.

11. HeoOxomumMo  MCHOJIb30BATHh  JIMIIEH3MOHHOE TPOrpaMMHOe
o0ecrneyeHue, PeryJasipHo OOHOBJISATH NPOrpaMMHOe o0ecneyeHue u
ONEPAIIMOHHYI0 CHCTEMY; YCTAHOBUTH AHTHBHPYCHYI0 NPOrpamMmy He
TOJIKO Ha MEPCOHAIBHBIA KOMIBIOTEP, HO M Ha CMapT(OH, MIJIAHUIET U
pErysipHO OOHOBJIATH €€.

12. Cnegyer O03HAKOMHUTHL C MEePeYHCIEHHBIMM  MPaBUJIAMH
0€30MacCHOCTH CBOMX POJACTBEHHUKOB H 3HAKOMBIX, KOTOpPbIE B CHIIY
BO3pacTa WJIM HEJAOCTATOYHOrO YpOBHA (DMHAHCOBOW TPaMOTHOCTH MOTYT
OBITh OCOOCHHO YSI3BUMBI JIJIs IEHCTBUIM KNOEPIPECTYITHUKOB.

Kaxkue coseembvt M0xicHO 0amb 0OpUOUYECKUM TUUAM, YMOObL
ooezonacumo ceovs om moweHHuuyecmea?

1. BblpaGoTaTh 4YeTKHII IUIAH PearupoBaHUA U O3HAKOMMUTH
pa0OTHUKOB C TIEPEUYHEM CBEACHUM, OTHOCALIUXCS K KOMMEPUYECKOM,
CITy€0HOI 1 UHOW TalHe.

2. MWckawounth B CBOell  JeSTEJBHOCTH  HCHOJIb30BAHUE
0ecImIaTHbIX MOYTOBBIX CEPBUCOB, a  TaKke NPUHUMATH
JTOMOJIHUTEJIbHbIC MePbI 3alIUTHI KOPIMOPATHBHON 3JIEKTPOHHOI MOYTHI
(moakiroueHue ABYX(akTOpHOU ayTeHTU(UKAIMHU, COOTI0ACHIE TPeOOBaHUI
K CJOXHOCTH Mapojii M NEPUOJUYHOCTH €ro CMEHbI, HCHOJIb30BAHUE
AHTHBHPYCHOT'O TIPOrPAMMHOI'0 00ECIICUCHUS).

3.  HeykocHuTenpbHO  €00JI0JaTHL  NpaBWIa  MOJb30BAHUS
CHCTEMOI JUCTAHIUOHHOI0 0AHKOBCKOI0 00CIy;KMBAHMS.
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4. Co3gaBarb pe3epBHbIe KONMHM [JAHHBIX WM XPaHUTh UX Ha
CBEMHBIX HOCUTEIIAX.

5. IIpoBepsiTb MNPaBUJIBLHOCTH ajJpeca 3JJEKTPOHHOH TMOYTHI
KOHTpareHTa MNpH TMOJYYeHHH M OTIPaBKe COOOLIEHMI, a TaKxke
NOAJAEPKUBATHL KOHTAKT € €ro IpeACTABUTE]EM U COIJIACOBBLIBATH
KJII0YeBbI¢ BONPOCHI JTONOJHUTEIBRHO MOCPEICTBOM HUHBIX CPEACTB CBS3H
(TeneOHHBIX  TIEPETOBOPOB, HCIIONB30BaHUS  (AaKCUMHUJIBLHOM  CBSI3H,
MECCEH/DKEPOB H IIp.).

6. He ucnogan3oBaTh padoune ycTpoiicTBa B JUYHBIX LEJAX, a
CITy>KEOHBIE SIIIUKH AJEKTPOHHOM MOUTHI — JIJIsl PErHUCTPAIlMU Ha TOPTOBBIX U
pa3BIEKATENbHBIX OHJIAWH-TUIOIIAIKAX.

7. Hamaauth CTPOrui aeiicTBEHHbIN KOHTPOJIb 32 CO0JII0IeHUEeM
yTBepPAJAeHHbIX Mep HHGPOPMAIMOHHOW 0€30MacHOCTH (COOTBETCTBHE
IPOrpaMMHOI0 00eCTIEUeHUs], MPOBEPKA OTCYTCTBUSI HECAHKIIMOHUPOBAHHOTO
JOCTYIa K BHEITHUM MH(OPMALIMOHHBIM pecypcaM U T.1.).

**kk

CoBpeMEHHBII MUpP XapaKTepU3yeTCs JIUHAMUYHBIMU TJI0OAJIbHBIMU
npoueccamu. CoBeplIeHCTBOBaHKE MHPOPMaLIMOHHOM cdephl U o0ecrieueHne
ee 0€30MaCHOCTH CTAaHOBUTCS OJHUM M3 KIIIOYEBBIX MOMEHTOB, BIIUSIOIIMX
Ha OOILIECTBEHHOE U rOCYJapCTBEHHOE pa3BuTHe PecnyOnuku benapych.

B oroM CBA3M B HalllEW CTpaHE YIENAETCA MOBBIIIEHHOC BHHUMAHHUE
00eCTIeYeHHUIO 3alUIIIEHHOCTH UH(GOPMAITMOHHOTO MPOCTPAHCTBA,
nHGOpMaIIMOHHON UH(PACTPYKTYpPbl, UHOOPMAIIMOHHBIX CUCTEM U PECYPCOB.
B 4dacTHOCTH, OTBETHBIE BEKTOPHI TOCYAAPCTBEHHOM IMOJMTUKHA 0003HAYECHBI B
yrBepxaeHHOM 18 mapta 2019 r. Konuemnuu nHpopmMamionHo 6e30macHOCTH
Pecnyonmuku benapych. B To ke Bpems, kak otmeTwil [pesunenTt Pecnyommku
benapycsr A.I'.JIykamenko B xoae VI Beebenopycckoro HapoaHoro coopaHnus,
HYXHO HE TOJbKO 0OJee aKTHUBHO BBIABISTH U IPECEKaTh IKCTPEMHUCTCKYIO,
MOILIEHHUYECKYIO U MHYIO HE3aKOHHYIO JESITeTbHOCTh, HO M aKTUBHO padoTaTh
HaJ1 TOBBIIIIEHUEM UH(DOPMAIIMOHHON TPAMOTHOCTH HACEJICHUSI.



