KaK He cTaTb *epTBoM KnbepnpecTtynHuKa.

3ALLUMTA BAHKOBCKOU KAPTOYKW

OcHoBHbIe NpaBuna MHGOpMaLMOHHOW 6e30NacHOCTM NO 3awuTe

6aHKOBCKOWU KapTOYKM:

He pekoMeHayeTcA

XPaHUTb B TanHe NUH-KOL KapTbl

XPaHWUTb NUH-KOL BMecTe
MPUKpPbIBaTk NaAoHbI0 :

C KAPTOYKOW/HA KapToYKe
KnaBsuaTtypy npv ssoge ‘
nNUH-Koaa . .

A O N coobuiats CVV-Kog nnm
odopMNATL 4 e @ OTNPaBNATbL ero $oTo
OTAENbHYI0 praupnet i Y TR
KapTy AnAa = (> o pPacnpocTpaHATbL NUYHbIe
OHNaWH-NMOKYMNOK T N A AaHHble (HanpuMep
AeHbr1 3a4UCNATL > NacrnopTHbIE), NOrUH
TONBKO B pasMepe ¥ Naponb OOCTYNa K CUCTEME

"IHTepHeT-6aHKUHr"

@ coobLiaTh OaHHbIe,

nony4eHHble B BUAe
cKpbITb CVV-Kog Ha KapTe (TpexsHa4HbIi HoMep Ha SMS-coobLueHui, ceaHcoBblie
obpaTHOWM CTOPOHE), NpeaBapUTesIbHO COXPaHUB ero naponu***, Kog asTopusaumm,

npennonaraeMoﬁ MOKYTKU

ucnonb3oeartb ycnyry 3-D Secure* u nMMUTBI Ha
MaKCUMarnbHble CYMMbl OHMANH-onepayuin

naponu 3-D Secure

noAaKMounTb yenyry "SMS-onoselenne”

0 ® ¥ ®©%

* Yenyea 3-D Secure - Gns nodmeeproeHUn OHMAUH-Namea depament KapmoyKU 88odum ocobwili Kod
(nonvyaem e2o0 8 cMC-cooblLuesuUL Ha menedoH).



KAK 3ALUUTUTD NMPEANPUATHE

OT KNBEPYTPO3

B 2018 ropy 6onee 100 6enopycckux Cy6beKTOB X03AUCTBOBAHWUA NOCTPAAANy OT

KnbepnpecTynneHni.

OCHOBHbIE CXEMb! KUBEPIMPECTYINHUKOB

-85

%

MogmeHa pekBn3nNTOB %; -—‘?
ANA nepeBoja CpPeAcTs Jd'
Wudposanue 313 KPUMIHHANGHAR CXEMA HCNONB3YRTCA B QOuwuHrosoe
KOMMepUecKoi ANKTENBHED, 1 YCNSWIHBIX AEN0BLIX OTHOWEHHAX nucLmo
uH$opmaymm Genopyccxofi §pMl K 3py6eXHOTO KOHTPareHTa, Ha 3nexTpoNy nouTy
YaKeps nOAYSINT ROCTYN K KOTOPbIE AKTHEHO KOKTAKTHPYIOT N0 INEKTPOHKO JUPEKACHHA NPHXOAKT MIKKBHO
DAHHBUM OPFIHI3LMM, NONTE. 30YMBILINCHKIKR NONYYIIT AOCTYN K C BNOKEHNEM-BPRAOHOCOM,
NPEBPAWINOT X B OAHOAY 3 AUIKKOB, YNACTBYIOWMX B Nepenicxe, OCODMEM NPEBPILIATE LUSHHYO
Geccmpicnenublit Habop Grazonog Koraa y Komnakiil HIMEH3CTCA KpYMKAA (ReNK3, ANA KOMN3KMK HHGOPMALKIO B
1 OCTaBARIOT NHCBMO ¢ €0 B3AOMAHHOTO emnail peANpUATHA (Wi e Gecnone3Hbiit HAGOP CUMBONOS.
NPEANOKERKEM PACWHOPOBATY APYIO 3NEKTPORKOR NOUTH € MAKCHMANBHO
A3HHBIC 32 AOHBIW, NOXOXIM 3APECOM) X3KEPE BHICHLAAIOT NVCHIAO, B

KOTOPOM O HMEHH KOPAHLA YEEAOMAAKT
NAPTHEPOB 00 HIMEHEHUU PLKBHIHTOB ANA
NepeBoaa (PeacTs.

KAK 3AWUTUTBCA OT KUBEPYIPO3

<

1Y)

@

— ez
- ¢’ —
BOCNONL30BATHCA PErynapHO BHINONKATD NONb30BATH(A HAC(TPOHTD CNeyranbroe
yCAyramu NPOPEccHonanos pe3epeHoe KTYANbHBIN NPOrPaMMHOE 0becneyeHie,
N0 33LLNTE AIHHBIX KONHPOBAHKHE RAHHBIX AHTHBHDY (MK 6ﬂ0Kprl0lll€Q TaPreTHpOBanHLIe
AT3KM HA MHGOPMALMOHHBIE
cucremsl

Herounnx: MBJ] Benapycn.

© Hudorpaduxa m



BIH[HIMIATHIM]E}

BEPEITNTE CBOW AEHbI !

YUACTUNMCH CITYUAM XMULEHUA EHET C BAHKOBCKMX KAPT-CYETOR!

A l -

Ecnwv Bam npuwno .. HK B KOEM Cnyvae
oooneHue e 8 xompou IOROPUIA: e nepexoauTe no
qro BaHKOBCKas kapTa )
3a6noKNpoBaHa, HesameanurensHo
gl oGpamamer B
paabnoxvposats ee,
npofua no wunmo,..

CAniBs! nonyuwnn cooﬁmea e 0t
BAHKOBCKOW Kapr|

D - HE TIePEX0AVTE M0 NPAKPEIeHHON et e,
HUKY/JA HE NepeckinNanTe cBox dap bie!

Q - NposepeTe Banaxe ceoen y&a”: bankomare,
MHAOKMOCKE, MOBHITBHOMMAIIA MHTePHET-DaHKUHIE,

&;‘ - obpatuTecs B cnyKBY GeaonacHocTH Banka.

Mnosmoe ynpasnemue no lcTBUIO | KUSEPNPECcTYNHOCTU
kpununansiol munuuuy MBI PecnySnuxu Benapycs



bbiTb XAKEPOM:
He pa3BneyeHue, a npecTynieHue!

\r0/10BHas OTBETCTBEHHOCTD 33 Kwﬁepnpecwnnenuﬂ HACTyNaer:

Crarba 212 YK benapycy

XuileHue nyTeM UCnoJib30BaHUA
KOMNbITEPHOH TEXHUKW AW BBE/ICHUA B
KOMNBHTEPHYI0 CUCTEMY JIOXHOM MHDOPMaLIUA
HaKa3bIBAETCA BNOTH A0 NMLIEHUA CBOBOAI Ha
CPOK

Te e /iedcTBus, COBEpLLEHHbIE TOBTOPHO WK
IPYNNOH /WL, MO NPEABaPUTE/IbHOMY
CrOBOPY, HaKa3bIBaKTCA NMLWEHWEM CB0B0/bI Ha
CPOK

Ec/u xuuieHue KpynHoe, T NpeAycMoTpeHo
HaKa3aHue B BUAE NWLIeHUA cB0OOAbI Ha CpoK

3 XMLLeHMe, COBEPLIEHHOE OPraHK30BaHHON
FPYNNoi U1 B 0cobo KpyNHOM pasMepe,
FPO3UT NULEHUs cBO6OADI.

p*

Crares 349 YK benapycu

HecaHKuWoHMpoBaHHBIK AoCTyn K
KOMNbITEPHOW HHDOPMaLLMK, COBEPLIECHHBIN
U3 KOPBICTHOW MW MHOM NIUYHOH
3aUHTEPECOBAHHOCTH, 1MBO rpynNow NuL, no
npeABapuTeNIbHOMY CroBOpY, HaKa3bIBaeTcs
BIIOTH /10 NMLLIEHUA CBOBOAbI HA CPOK

3a HECaHKLIMOHUPOBAHHBIM A0CTYN K
KOMNbHTEPHOW UHPOPMALIUM, NOBNEKIIWH N0
HEOCTOPOXHOCTH KpYLIEHWE, aBapuio,
KaTacTpody, HecYacTHbIe CAYYau C JIALMM,
0TPULATENbHbIE U3MEHEHUSA B OKDY)XaloLLeH
cpe/ie WK UHbIe TSHKKWUE NOC/IeACTBYS,
[PO3UT HaKa3aHue BNOTH A0 NULLIEHUS
¢B060/bI Ha CPOK

Ynpasnenue undopmaum u obuiecteeHHbix cesazen MB/] Pecny6nunku benapych




BHUMAHNEOMKREIMBINAWIZE

YIPO3A

= SNOYMBIWNEHHWUK MOXKET BHEAPUTD
BPENIOHOCHbLIE NPOIrPAMMbI HA BALLE
YCTPOACTBO YEPES OTKPLITOE
Wi-FI-COEAANHEHKE

- BAWll TPA®WK MOXKET BbiTb NEPEXBAMEH
SN0YMBILTEHHWUKOM, BKJINOYAR
NEPCOHANBHLIE [IAHHLIE, PEKBUSHTBI KAPT, K
T.A.

- BAWl KOMNbIOTEP MOXXET BbiTb NOAKMNONEH K
BOT-CETW, OCYWECTBNAIOWER DDOS-ATAKM,
YTO0 MOXXET NOBNEYDL YIONOBHYIO
OTBETCTBEHHOCTDL

L. A\

YNPABJIEHWEANO/PACKPBITUIOJNPECTYJ]

YIPO3A

- BBOAWMbIE BAMW NEPCOHANBHLIE NAHHBIE
MOTYT BbiTb NEPEXBAYEHD! XAKEPOM
(NEPCOHAJbHBIE IAHHDIE, PEBH3HUTDI,
KOHTAKTbI HA TENEDOHE)

= SNOYMBILNTEHHWK MOXET NONTYUYHTD
AOCTYN K BALUIWM NEPCOHANDbHLIM NAHHDIM,
®O0T0-BUAED, XPAHALIWMCA HA YCTPORCTBE,
nT.A.

=~ SNOYMBILNEHHWK MOXKET B3/IOMATD BALLW
NPOrPAMMbI ¥ COUMANBHLIE CETH,
COBEPWIAR SATEM PAS/INYHLIE IEACTBHA OT
BALWLETO WMEHM

AW|BICOEPE{BbIC

4.“

MB{PECNYBT

KUXGTEXHONOUAR .

A|BENARYCh




YTG YMEIOT; RENATD BUPYCHbBIE PACLIUPEHNA?

- Pa3amMemars HaBA349UBYI0 peknamy B - IlofcoBrIBaTh mMOIb30BATENIO AJId

BamieMm Opaysepe

- CoBepmaTh edCTBUA OT KIMEHH
II0JIb30BATEINA B COLCETAX (JIaHKATh

HyKHBIE MaTepHAaJbI, IelaTh
PEeKIaMHEIE ITOCTHI)

- [leperanpaBisaTs Ha (DUITHHTOBEIE
AU 3apaKeHHbIE CAUTHI

- HezameTHo ans monb3oBaTens
KJINKaTh HA BPEOHOCHBIE HUIIH
pPeKIaMHbIE CCHUIKH, aKTHBHPOBATD
CKPHIITHI

ckauuBanuda BupycHoe 110, nin
Be0-IpHII0KEHA

- CamoBOCCTaHABIMBATHCA IIOCIE
yAaIeHud

- ITogMeHATH KOHTEHT,
BHJIOM3MEHATh KHOIIKH, HHTEpQeHc
CTpaHHUIbI, 0()OpPMIICHHE

- Cnenuth 3a cepuuroM
II0JIb30BaTENId B HHTEPHETE: KyJa OH
XOJIUT, KAKHE CAUTHI IIOCEIIAET, YeM
HHTEpecyeTcs




KAK OHU NGNARAIGT B BALL KOMNbIGTEP?

- B xommnekre ¢ apyrumu mporpamMmaMu (“B Harpysky ¢ KaKHMH-TO HYKHBIM
(haiIOM MK IPOTPaMMOH)

- Brimaer ce6a 3a momnesnoe II0 (mapsany ¢ monesHBIME (QYHKIHSIMH IpOrpamMma
MOJKET MMETh B HECKOIHKO “HEI0Je3HBIX )

- O6MaHOM ¥ mAaHTaX0M (MOIIEHHHKH HE [JAlOT II0Jb30BATEN0 YUTH C HX CaHTa,
IIOKa TOT HE YCTAHOBHUT IPOTPaMMy HJIH IPHJIOKEHHE)

B KAKWUX bPAYIEPAX GHU YCTAHABJINBAIGTCA?

JlomonHEHUTENbHBIE PACIIHPEHHAS IOAEPKUBAIOT TaAKUuEe Opay3epsl:

GOOGLE CHROME OPERA
MOZILLA FIREFOX EDGE

SAFARI AHIEKC.BPAY3EP
INTERNET EXPLORER AMIGO, u gp.




KAK 3AL{UTUTBCAIOT "BPE[LGHOCA™?

- Bammarenpno cneguts 3a I10,
KOTOpO€E yCTaHABJIHBAETE

- YcTaHaBIUBANWTE PACIIAPEHUS
TOJIBKO u3 odpumuansabix
HUCTOYHUKOB!

- [IpoBepsiiTe mpasa gocryma,
KOTOpHIE 3aMpPAIIABAET MPHI0KECHHE

- UcnonsayiiTe 6paysep co
BCTPOEHHOM 3aIUTOH

- BeITh O TENBHBIM IIPH OTKPBITHH
daiinoB *.exe, .vbs, .scr

- ¥YpanuTte Bce MO03PHUTEIbHEIE
(aiyIbl ¥ pacIIHPEHH, 3aTEM
IIPOCKAHUPYHUTE KOMIIBIOTED

- Ecnu pacmupenue mosBiseTca u
I0CJIe YAAJeHHS - YIAIUTE
IIPUJIOKEHHE U CO3alTe HOBBIA
ApABIK Gpaysepa

- O6HOBHTE aHTHBHPYC H
IPOCKaHHUPYHTE KoMmbioTep. Eciau
AHTHBHPYC HE IIOMOT - BOCCTAHOBHUTE
cucreMy 1o 6onee paHHEH BepCUU

- B kpaiinem ciyuae, HaIHIIUTE
paspaboTuuKy Opaysepa




OULUUHTT: KAK SALLIMLLIATD
CBO BAHKOBCKWWA CYET

HUKOIr 0A HE MNEPEXOOWTE MO HEBHAKOMbIM CCbIJIKAM,
NMPUCJTIAHHBIM BAM B MECCEHO>KEPAX, N0 3J1.NMOYTE, B SMS-COOBLLEHUAN

Mpu3sHakn ABHOro
MOLUeHHNYeCTBa

MoTeHwwanbHbIil nokynaten Bawero
T0Bapa NpeANaraet nepeiiTi & MecceHKep,
0TKa3bIBaACb 06LLATbCA HEMOCPEACTBEHHO
Ha TOProBoii noLLaaKe.

Hanonee KDY NHbIE NIOLAAKK ANA 3aLLHTB! BOHX
nonb30Barenei OrpaHiyiBaiT ¢yuxuun OTNPaBKi (CbNOK

Heu3gecTHblii B MecceHgxepe
1} IPUCINAET CCbIKY [N
Nepexofja Ha UHTepHeT-caiT
M0A NPeAN0roM KOHTPONA KapT-Cyera,
npocmoTpa 6anakca unv npoBepKu
COCTOAHMA ONNATbI.

E He3Hakomel NpeAnaraer nepepatb emy
Y noAHble JaHHble Balueil 6aHKOBCKOM
KapTbl, BKNKOYas CVV-kog nubo norvH
1 naponb Ot Ballero MHTepHeT-6aHKVlHI'a.

MoaPOBHOCTH -

@© MH®OrPAGVKA:

[MABHOE YTPAB/IEHVIE 110 MPOTWBO/EACTBYIO KVBEPMPECTYMHOCTI KM MB PECTIYB/IKI BENAPYCh




