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KubepbynnuHz, 2pymuHe, byaauyud, KubepmouweHHU4Yecmaeo,

OMnAacHbIll KOHMeHMm...

3Hakombl nn Tebe 3Tn cnosa? KakosBo ux 3HaueHue? U 310 nmwb
HeKoTopble U3 OMacHOCTEeW, KOTOpble MOryT nopacreperatb Tebsa B
MHTepHeTe. 3Haelub, ecTb 3ameuyare/ibHble nocnoBuLbI:
«lMpeaynpexxaeH — 3HAYUT, BOOPYXKEH»;, «Bpara HyXHO 3HaTb B
avgo». Moatomy, Mbl Aymaem, u4TOo Tebe 6OyaeT WHTepecHO
NMPOYUTATb Hawy Hebonblwyld NAMATKY, NpeXKAe Yem CHOBa
OoTNpaBuTbCA B ovyepepHoe He Bcerga 6esonacHoe nyrewectsue no
ceTu.

OMACHOCTU, KOTOPBIE MOTYT NOACTEPEITATb TEBA B UHTEPHETE,
N KAK UX USBEXKATD.

FTPYMUWHI— 3TO ycTaHOB/IEHME OPY*KECKUX OTHOLIEHUN ¢ pebeHKom
(nogpocTkom) € Uenbk BCTYM/IEHUA B CEKCya/ibHbliA KOHTAKT.
3HaKOMCTBO 4alle BCero npPoucxoaut B vate, Ha dopyme uam B
COLMANbHON CeTM OT MMEeHU pPOoBeCHMKa, MogHoro d¢ortorpada,
BNagenuua MoOAeNbHOro areHtctBa M T1.4. O6wasacb nAnyHo («B
npusarte»), 3/0YMbIWJIEHHUK BXOAUT B JoBepue K pebeHKy,
NbiTaeTca y3HaTb /IMMHYIO MHPopmauuio (agpec, TenedoH U np.) u
[0roBOpUTbLCA O BCTpeuye.

HECKOJIbKO COBETOB, KOTOPbIE NOMOIYT TEBE NMPEAYMNPEAUTD
FTrPYMMUHIr:

1. Cnegn 3a uHdopmauuel, KOTOpyK Tbl BblKnagblBaewb B
MHTepHeTe. He BbiknagbiBah CBOM NIMUHbIe AaHHble B UHTepHeTte
(pomawHuii agpec, Homep TenedpoHa, HOMep LWKOAbI, Kaacc,
nobumoe MecTo NpoOrynku, Bpemsa BO3BpaLLEHUA [0MOI, MeCTo
paboTtbl pogutenen u T1.4.). NMomHu, nwbaa mHPopmauua moxKer



6bITb McNonb30oBaHa NPOTUB Te6A, B TOM uUUC/Ne B KOPbLICTHbIX U
NPecTynHbIX Lensax.

2. Ucnonb3yih nceBAOHUM Npu ob6WeHUM B 4aTax, UCNO/Ib3OBAHUMU
nporpamMmm MrHOBEHHOro o6meHa coobweHuammn (Tvna ICQ,
Microsoft Messenger M T.A.), NONb30BaHUWU OH-NAH UrpamMu U
APYrux cuTyaumax.

3. He pa3smewait u He nocblnaii ceou ¢potorpadum HesHaKoMLAM.
ByAab BHMMaTeNeH, ecamn Teba NpocAT NpUCAaTb UAKU NPOBOLUPYIOT Ha
KaKue-nnbo aencrema nepep se6-kamepoii.

4. byab OCTOpOXeH npu O06WeHMU C HEe3HAKOMbIMU NIAbMM.
Crapaiica pacckasbiBaTb Kak MOXKHO MeHbLUe IMYHOMU MHPOopMaLum o
cebe.

5. Ecnun HOBbIX 3HAKOMbIA MNbiTaeTcae roBopuTb € TO6OM Ha
HenpuATHbie UK nyrarowme 1e6a TemMbl U TOBOPUT 06 3TOM KaK O
CeKpeTe, KOTOpblii OCTAaHETCA TO/NIbKO MeXAy BaMu — Hemen1IeHHO
coobwm 06 3TOM poauTeNnsmM WAU B3POCAbIM, KOTOPbIM Tbl
AoBepseLlb.

6. CoxpaHu ¢aKT rpymuHra, Hanpumep, caenaii CHUMOK C 3KpaHa
(screen-shot).

7. Ecan Tbl NONb3yewbCA YYXXUM YCTPOMCTBOM ANA BbiXxoga B
MHTepHeT, He 3abbiBaii BbIXOAUTb U3 CBOErO aKKAyHTA HA Pa3/IMYHbIX
cauTax. He coxpaHsai Ha YyXKOM KOMNbiOTepe CBOU Napo/n, INYHbIEe
daiinbl, uctopuio nepennuckm.

8. HuKorga He cornawaiica NPUATK B TOCTU K YeI0BEKY, C KOTOpPbIM
nosHakomunca B UHTepHeTe M He npwurnawai ero K cebe! Teom
cobecegHUKM MOTYyT OKa3aTbCA COBCEM He TemM, 33 Koro cebs



BblgaloT. UAM npuxoau Ha BCTpeuyy TONbKO cO B3pocabim. He
noapnaBaiica Ha YroBopbl BCTPETUTbCA OAMH HAa OAUH, 0CO6eHHO - B
6esntogHom mecre!

Bcerga nomHu, uto B MHTepHeTe KaXKAablii MOXKET npeacTaBuTb cebn
He Tem, Kem Ha camom gene asnaerca!

KUBEPBYJI/IUHI. TMMop 3TMM  OTHOCUTE/IbHO HOBbIM  C/1I0BOM
noHMmatroT  "MUcnonb3oBaHue 3N1eKTPOHHbIX  YCTPOWCTB 7
MHPOPMALMOHHDBIX TEXHONOrMM, TAKUX KaK 3/1eKTPOHHAA MNouTa,
CNy}X6bl MrHOBEHHbIX CO0bLLEHMI, TEKCTOBbIE CO06LEeHUA, cpeacTBa
mMmobunbHoM cBA3n, web-caliTbl, C MNOMOLUbLID KOTOPbIX MOXHO
nybAMKOBaTb KECTOKUE WAU OCKopburtenbHble coobweHua o
JIMYHOCTU WMAM Tpynne AuYHocTen", T. e. YHUKeHUe Uau Tpasna B
MHTepHeTe (NOAPOCTKOBbLIA BUPTYaNibHbIN Teppop).

HECKOJIbKO COBETOB, KOTOPbIE MOMOIYT TEBE, NMPU
CTONKHOBEHWUWU C KUBEPBY/I/TUHIOM:

1. He 6pocaiica B 60ii. Ycnokoica. Ecam Tbl HayHewb OTBeYaTb
ockopbneHMAMM Ha oOcCKopbneHus, TOo TOoNbKO ewe 6onbwe
pasoxKewb KoHPAMKT. Kpome TOro, npecneposatenb TONbKO M
KAET, Koraa Tbl Bbliigewb u3 pasHosecusa. UrHOpUpyn eauHUYHDbIN
HeratuB. OpgHOpa3oBble OCKOpP6UTEeNbHble CoO6LEeHNA Ayylie
urHopmupoBatb. O6bI4HO arpeccus npeKkpawiaeTca Ha Ha4vaNbHOM
cTaguu. Jlyywan 3awmTa oT HanageHua — UrHop.

2. He cTouT urHopuposaTtb coobLLEHMA, KOTOPblEe coaepKaT yrpossbl,
ocobeHHO cuctemartuyeckme. Cnegyer cKonMposaTb 3TU coobLeHus,
pacckasaTb 06 aToMm poautenam, o6paTtutbea B
npasooxpaHuTenbHble opraHbl. o nosoay pasmelyeHus



OoCKopbutenbHoit MHOpPMaUMK, pasMelleHHOM Ha caiiTe, cneayet
06paTUTbCA K a4MUHUCTPATOPY.

3. MoOMHM, YTO AaHOHUMHOCTb B CETU MHMMAA. CyLLecTBYIOT cnocobbl
BbIACHUTb, KTO CTOUT 32 aHOHMMHbIM aKKayHTOM. TaK 4YTo B cay4yae
HaHeceHUA peasbHOro Bpega, HaluTU 3/1I0yMbILL/IEHHUKA MOXHO.

4. Ynpasnai ceoeit Kubeppenytaumein. Camomy TaK XKe He CTOUT
BECTU XY/NIUraHCKUiA 06pa3 BUPTyanbHOU KU3HU. WUHTepHer
duKcupyet Bce TBOM AeiCTBUA U COXpaHAET uxX. Yaanutb ux byger
KpaiHe 3aTpyAHUTENbHO.

5. Ecam BApyr Tbl cTan cBupetenem KubepbynnuHra, To Tbl A0/IKEH
BbICTYNUTb NPOTMUB arpeccopa, NOKasaTb emy, YTO ero AencTeuA
OL,EeHMBAIOTCA HEraTMBHO, NOAAEPIKATb JKEPTBY, KOTOPOMK HyXKHA
NCUXONOrMYECKAs MNOMOLWb, CoO6WMUTb B3pocibiIM O  daKTe
arpeccuBHOro NOBEAEHUA B CETM.

6. baH arpeccopa. B nporpammax o6bmeHa MrHOBEHHbIMM
CO006LLEeHMAMMU, B COLLUANBHDbIX CETAX eCTb BO3MOXKHOCTb 6/10KMPOBKM
OTNpPaBKM CO06LLEHMA C onpeaeNeHHbIX a4pecoB.

eynnmuua - pgoseaeHue Ao camoybwuiictea nyrem
ncuxonorMyeckoro Hacuama. Moxker 6biTb, KaK  pesynbrar
KnbepbynnuHra. Yxe B HEKOTOPbIX CTpaHax NPUHAT 3akoH "O
BpeAHbIX UMPpPOBbIX KOMMYHMKaAUMAX", COrMacHO KoTopomy
KnbepbynauHr (uspgesatenbctBa B CETU) M OHNAWH-TPONIUHT
Npu3HaHbl YroNOBHbIMU MNpPecTynaeHnaAMU, U Tenepb TOT, KTO
MUCnonb3yeT JIEBKCMKY € yrposamu, 3anyrupaHuUAMU UM
OCKOpb6neHMAMM B ajgpec APYroro yenoBeKa B CeTU, MOXKeET ObiTb
owTpadoBaH UM AaKe NONAYUYUTb TIOPEMHbINA CPOK. TaKKe KapatoTtca



nonb3oBaTesin, 3aHuMMmaruwmeca noacTpeKartenbCrBamMmu,
nspgesarenbCrBaMmu U YHUXKEHUAMU

KUBEPMOLWUEHHUYECTBO — oauH U3 BMAOB KubepnpectynieHui,
uenbio KOTOporo fAsasetrcA obmaH nosnb3oBaTenen: Hes3aKoHHoe
nonyyeHue pocryna nambo xuweHue AUMYHOU MHPOpmauumU
nonb3osBatens (Homepa 6aHKOBCKUX CYETOB, MNa-CNOPTHbIe AAHHbIE,
Koabl, Mapoau M pAp.), a TaK e 3n0ynotpebneHue posepuem
yesoBeKa C LUe/ibio NPUYMHUTD EMY MaTepPUasibHbliA AU UHOWM yLepb.

HECKONbKO COBETOB, KOTOPbLIE MOMOIYT TEBE HE CTATb
YEPTBOW KWBEPMOLLUEHHWKOB:

1. HOCOBETyﬁCﬂ CO B3poC/ibimn nepepn Teém, KaK BOCMNOJIb30BaTbCA
TeéMU NN UHbIMU YCNYyTraMU CeTu.

2. YCTaHOBU Ha CBOM KOMMNbIOTEPbI aHTUBU-PYC MU NEPCOHANbHbIN
6paHamayap. MoaobHbie npunoxkeHua HabaoaaloT 3a TpapuKom u
MOFYT MpPefoTBPaTUTb KpPaXy JIMYHLIX AaH-HbIX WAW papyrue
nopobHbie peiicTeua.

3. Mpexpge, yem coBepLUTb MOKYMNKY, cobepu uHPopmauuio 06
MHTEepHeT-marasuHe: 03HaKOMbCA C OT3biBaMM NOKynaTteneii; usberai
npegonnartbl; NPOBepb PEKBU3UTbI BAagenbua MarasuMHa; YTOYHM,
KaK [o0Aro cywectsyeT marasMH (NoCcMoTpeTb 3TO MOXHO B
NOUCKOBMKE WU MO pate perucrtpauum gomeHa (cepsuc Whois);
NOMHTEPECYACA O BO3MOXHOCTU BblAaueil KacCOBOrO YeKa; CpaBHU
LeHbl B pa3HbIX MHTEPHET-MarasuHax; N0O3BOHU, €C/IN 3TO BO3MOMHO,
B CMPaBOYHYIO MarasuHa; o0bpaT¥ BHMMAHME Ha NpaBu/a UHTEPHeT-
MarasuHa; BbIICHM, CKO/IbKO TOYHO Tebe npuaetca 3annatuTb 3a
TOBap.



4. Hukorga He coobuaii B UHTepHeTe Napo/ib OT CBOEI 3/1IeKTPOHHOM
NnoyTbl, HOMEpP KpPeAuUTHOM KapTOuKu poagutenei, napoib OT
3/1eKTPOHHOrO KOlue/bKa, CBOI HACTOALMWA aapec U APYrylo INYHYIO
nHpopmaumio!

OMACHbIA KOHTEHT — nndopmauma, npeacTaBaaiowan yrposy uam
BbI3bIBAlOLLLAA Y Ye/I0BEKA HENPUA3HDb (BUAEOPOSUKU, U306paXkeHUn
M TEKCTbl CEeKCya/IbHOro, 3KCTPEMMUCTCKOrO XapaKrepa, NpusbiBbl K
Hacunaumio, nponaraHaa 7] pacnpocTpaHeHue  HaPKOTUKOB,
nHpopmauma cymumpanbHOro xapakrepa u 1.4.).

BCEFJA MOMHM:

1. laneKo He BCe, UTO MOXHO NPOYECTb UK yBUAETb B MHTepHeT —
npasaa.

2. B NHTepHeTe Ka)KAblii MOXeT nNpeacTaBUTb ceba He Tem, Kem
ABNAETCA HAa CAMOM fene.

MHTEPHET mokeT 6biTb NPEeKPACHbIM M NO/e3HbIM CPeACTBOM AN
obyuyeHusa, otabixa U obuieHusa ¢ Aapy3bamu. Ho, KaK U peanbHbIA
mup, Cetb moxKeT 6biTb onacHa! byab 6auTteneH! Yeaxait u beperu
ceba u ceonx 6an3Kux!

Ecnau BApyr Tbl MW TBOW APYr OKas3a/ICb B C/IOXKHON YKU3HEHHOWM
CUTyauuu, TO NOMHUTE — BCEraa ecTb N104MU, roToBble NOMOoYb!






