Bunumanue! @uuiunzoewie caiimot!

B nanmonansHom cermente cetu Uutepuer Pecniyonuku benapycs Habmonaercs
3HAYMUTEILHOEC  TIOBBINIEHWE  MOIICHHUYECKOWM  aKTUBHOCTH,  CBSI3aHHOHW  C
UCIIOJIb30BaHUEM (DHILIMHTOBBIX CTPAaHUI[ M Jake IeNbIX caiToB. llenbio naHHOMN
Pa3HOBHUIHOCTH (UIITMHTA SIBJISETCS TOJYYCHHE HE TOJBKO YYETHBIX JAHHBIX OT
KaKHUX-JIM00 CEpBUCOB (JIOTMH W MapoJib), HO U JJAHHBIX IJIATEHKHON KapThl (HOMED,
cpok nerctBust, uMst 1 pamwmst nepxkatens u CVC2/CVV2 kon).

B cnyuae ycnexa 310yMBIIIJIEHHUK MOYKET MEPEYUCITUTH C KapThl )KEPTBBI HEKYIO
CYMMY JICHET, €CJIM Ha cueTe OYyJEeT JIOCTaTOYHO CPEACTB. A €CIM MOJYYUT JIaHHbIE
JUTSl BXO/Ia B JIMYHBIA KaOMHET UHTEpHET-0aHKWUHTa, IEPEUYHUCIIUT BCE JEHBI'H CO CUETa,
1100, C UCHOJB30BaHHEM MeXOaHKOBCKOM cucTembl uaeHtudukamuu (MCH), moxer
OTKpBITh cueTa B JIpyrux OaHKaxX (O KOTOPBIX >KEpTBA UIMTEIHLHOE BPEMSI MOXKET He
3HATh), ISl TIPOBEACHUS TPAH3UTHBIX omepauuil. B xynmem ciywae, odopMut
OHJIAWH-KPEJUTHI, B KOTOPHIX MOXKHO CHSTh HAJIMYHBIC, TIEPEBECTU WIIA TMOTPATUTH
CpPEACTBAa OHJAWH. A 4Yepe3 HEKOTOpPOE BpEMS KEPTBE MPUIET H3BEIICHUE O
3aJI0JPKEHHOCTH WJIM MTOBECTKA B CY/]l 32 HEYIUIATY.

IoanesbIBalOTCA pa3IudHbIe pecypcebl:

* THTEPHET-0aHKUHIY OAHKOB;

* TOPTOBBIE TUIOMIA/IKH,

* pa3nuYHbIe TUTAT(GOPMBI M CEPBHCHI, Ha KOTOPBIX JOCTYIHA OIUIaTa OHJIAWH
KaKUX-JIMOO TOBAPOB WJIU OKa3aHUs yCIYT.

HoBble MOSBISIOTCS MPAKTUYECKU Cpa3y Mociie OJIOKUPOBKH CTapbIX, a CXO0XKECTh
C peaJbHBIMH cailTaM# MOPOM IOCTUTAET OYEHb BHICOKOTO YPOBHSI.

B Hacrosiiee Bpemsi Ha0J1t01aeTcs IB€ OCHOBHBbIE CXeMbl MOILIEHHUYECTBA:

= 3TI0YMBIIIUICHHHUK BBICTYIIAET B POJIM MPOJIaBIa (MCIIOJHUTENS YCIIYTH).

= MoIIIeHHUK MPUTBOPSETCS MOKyIaTeIeM (3aKa34rMKOM YCIyTH).

Y KaxIoW CXeMbl CYIIECTBYIOT CBOM MOJU(PHUKAINU, KOTOPHIE MO3BOJSIOT
MOIIIEHHUKAaM, B TOM YHUCJI€ TOBTOPHO, 0OMaHbIBAaTh MOJIb30BATEICH.

Ipumep mackupoBky noa miomanaxky Kufar.by

Kaxxnas u3 cxem oOmaHa mojpasymeBaeT 2 3Tama: MOJArOTOBKY M pealu3aluio.
[ToaroToBKa MPaKTHYECKH HE MEHSICTCS, B TO BpeMs KaK pealn3aris MOXKET ObITh
pa3bIrpaHa no-pa3HoMy.

IHoaroroBka:

1. 310yMBINUIEHHUK CO3/1a€T OJIHY CTPAaHUILy, BHEIIHE IMOXO0XYH Ha CTPAHUILY
aBTOpu3anuu OQUIIMATILHOTO CEpPBUCA, HAKIATHYIO, OJIAHK OTHPAaBKU KypPbEepCKOU
CITy kOBl (TUTATEKHOE 0053aTEIBCTBO) MITH YK€ TTOJIHOCTHIO KOTIHUPYET BECh CaMT.

2. [Ipon3BOIUT pETUCTPAIUIO JOMEHA, BU3YATHHO CXOXKETO C OPUTHHATHHBIM.
HasBanue moxeT oTiauvaTthCsi OYKBJIBHO OJIHUM CHMBOJIOM JHOO HAIMOHAIBHOMN
JIOMEHHOU 30HOW. Hampumep, mpITasich 3aMacKUpoBaTh (PUIIMHTOBYIO CTPaHUILY TOJ
cepBuc Iuiomianku oObsaBneHuil Kufar.by, 3m0ymbllsIEeHHHK MOXET BbIOpaTh
CJICYIOIIMEe JOMEHBI (B CITUCKE JJIsi CPABHEHUS YKa3aH U OPUTHHAJIBHBINA JOMEH):

[Tocne TOro, Kak MNOANEIBbHBIA CaWT CO3JaH M pPa3MEIIEH Ha IIOXO0XEM Ha
o(UIIUATIBHBIA CAUT IOMEHE, MPECTYITHUK HAYNHAET MOUCK KEPTBHI.
Cxema oomana npoaasuoB Nel (IIpexomiiara)


http://kufar.by/

1. IIpecTynnHUK HAXOAUT MPOJaBlia Ha O(DUIMAIBHON IUJIOIIAKE OObBIBICHUM,
KOMHMPYET €ro KOHTAaKTHbIE [aHHbIE, HO HA IUIOMIAJKE HE MHIIET, IOCKOJbKY
nepechlyika (PUIIMHTOBBIX CCHUIOK TaM HEBO3MOXKHa. Wiier HoMep npojaBlia B
MECCEH/[KEpaxX WIM IMHUIIET B COICETSIX, NPEICTaBIASICh SIKOOBbI MOKyMaTelieM C
Kydapa.

2. 'oBopuT, 4TO YK€ COBEpIIMJI MpenoruiaTy. BhIChllaeT mpojaBily CChUIKY Ha
NOJJIETbHYIO CTPAHMILY, T/I€ MPOAABIY HY’KHO BBECTU HOMEDP CBOEH KapThl IS TOTO,
YTOOBI NOJYYUTh JeHbIM. Cpeln JaHHBIX, KOTOPHIE IPOCUT 3JIOYMBIIUICHHUK: HOMED
KapThl, UM iepkates, cpok nerctBus, CVV-koa Ha 000pOTHOM CTOPOHE KapThl.

3. lnornja MOIIEHHUK TakKe MPOCHT TpoAaBia mpenoctaButb CMC-kon
NOATBEPKIACHUSI IUIATEXKA, CChUIAsICh HA TO, YTO MEPEBEN MNPEeAoIiaTy M XO4YeT
yOeIuThCs, YTO OHA MOCTYIWJIa Ha CYET MPOaBIia.

4. C noMoMIbI0 COOpAHHBIX JAHHBIX MOIIEHHUK MOJKET MOMBITATHCSA MEPEBECTH C
KapThl KEPTBbI HEKYIO CYMMY JICHET, U, €CJIM Ha cyeTe OyJeT JOCTaTOYHO CPEJICTB,
€MY 3TO YIACTCH.

Cxema oomana npoaaBsuoB Ne2 (IIpexomnsiara)

1. Ecnu mpenpiayiias cxeMa yCHelmHo cpadoTaia, MOIIEHHUK MOXKET MOBTOPHO
caMm CBA3aTbCsl C MOKYMATEJIEM WM IPEICTaBUTHCS CIYKOOW MOANEPKKH U CKa3aTh,
4TO IMPOU30IILJIa OIIHOKa.

2. Yto0ObI BEpHYTH OIMIMOOYHO TMEepPEeBECHHBIC CPEICTBA, OH MPEUIOKHUT MEPEUTH
Ha (PMIIMHTOBBIN CAalT U CHOBA BBECTHU JaHHBIE CBOEH KAPTHI.

3. Ecnu mpoagsery 3To crienaet, MOIIEHHUK MOKET TOBTOPHO CIHCATh JCHBIH.

Cxema oOmana nokynaresen Nel (JJocrtaBka 0azoBas)

1. IIpecTynnHUK BBICTABISIET TOBAP HA OPUIMANBHON IUIOHIAJKE OOBSIBICHUI 1O
KpalHe BBITOJHOM LIEHE.

2. Korma moTeHIMAanpHBIA TMOKyHaTelb MUIIET €My, MPEeCTyNHUK YyOexaaer
NEPEUTH B MECCEHIPKEP UITM COLMANIBHYIO CETh MO/ MPEIOrOM TOT0, YTO TaM yAoOHee
o0IIaThCA.

3. Bo Bpemst oO1eHsI MOIIEHHUK yroBapUBaeT MOKYIaTesl Ha NpeoIaTy Win
JIOCTaBKY MOJ1 JTFOOBIM MPEUIOrOM: yexall U3 ropojia, HeT BpEMEHH.

4. Ytobbl pa3BesTb COMHEHHS [OKyHaTeliss, TOBOPUT O HOBOH yciyre
XOJIIUPOBaHMs CPEeACTB, KoTopas mnosiBwiiack Ha Kydape: ecnu nocraBku He Oyger,
Kydap aBromaTuyecku BEpHET Cpe/ICTBA HA KapTy.

5. BricbmaeT MOKyNaTenat0 CChUIKY Ha MOAJEIBHYI0 CTpPaHMIy, KOTOpas
umutupyetr crpanuny cepBuca «Kydap JlocraBkay WM WHTEpHET-OaHKUHIA, T
HY’KHO BBECTU JAHHbIE KapThl, YTOOBI COBEPILIUTH MpeAoIiaTy. B kauecTBe JaHHBIX
KapThl TOKyHaTels NpOCAT 3aloJHUTh HOMEp KapThl, MMs JepiKaTeis, CPOK ee
nerictus, CVV-kox (3 uudpsl Ha 000pOTHOM CTOPOHE KapThl). B HEKOTOPBIX cirydasix
3JIOYMBIIIUICHHUK MOXET TMOMNPOCUTh Ha3BaTh MpoBepouHbli kox wu3z CMC-
yBeZIOMJICHHsI OaHKa.

6. Kak To1bpKO MONIBb30BaTENh BBOJUT JAHHBIE CBOEH KapThl, C HEE CIHMCHIBAIOTCS
JEHBIH, IOCBUIKA, €CTECTBEHHO, HE IPUXOAUT U CPEACTBA HE BO3BPALAIOTCS.

Cxema o0MaHa nokynareseid Ne2 (loctaBka moBTOpHas)

1. ITocne Toro, Kak MpeapIIyIas CXeMa IMOJHOCTHIO PEaIn30BaHa, U MOKYIaTeNlb
HauYMHAeT MO0J03peBaTh, YTO €ro OOMaHyJM, MOIIEHHUK MOBTOPHO CBSI3bIBACTCS C
MOKYTIaTEJEeM.



2. T'oBoput, uto mpom3olnuia omurOKa, TOBap yxke 3abpanu (Wi mnepeayMmal
110/1aBaTh), TOTOB BEPHYTh JICHBIU.

3. BbIChITaeT CCBIIKY Ha TMOAJEIbHYIO CTpaHUIly BO3BpaTa CpEICTB, IJI€
IIOKYIIaTEeJII0 HY)KHO BBECTHM BCE TE€ K€ JAHHbIE CBOEH KAapThl U TOYHYIO CYMMY,
KOTOPYIO €EMY JIOJKHBI BEPHYTh.

4. Ilocne ToOro, Kak MOKynarejab MOBTOPHO BBOAMT JIaHHBIE CBOEH KapThbl, C €ro
CYETa MOBTOPHO CIUCHIBAIOTCS J€HBIH.

Cxema o0mana nokynaresieii Ne3 (Bo3spar cpeacrs)

1. ITocne TOro, Kak MOIIEHHHUK peanu3oBan cxemy «JlocraBka», OH NHUIIET
MOCTPaiaBIlIeMy MOKYMATENI0, MPEACTaBIIeTC s Cy k001 nogaepxku Kydapa.

2. 'oBopuUT, YTO MOCHIIKA ObLJIA HE JOCTABIICHA, U3BUHACTCS U PACCKA3BIBAET MPO
BO3MOKHOCTb BO3BPATa CPEJICTB 3a MOCHUIKY.

3. [Ipucbutaer cchbuiky Ha (DUIIMHTOBYIO CTpPaHUIy, T/I€ TOKYHaTeli0 CHOBA
HY’)KHO BBECTH JaHHBIE CBOEW KapTbl U CyYMMY, KOTOpas COOTBETCTBOBAJIA CyMME
IIPEABIAYIIErO CIIUCAHMUS.

4. [locne TOro, Kak MOKYyNaTeab MOBTOPHO BBOJAUT JIaHHBIE, MOLICHHUK CHOBA
KpaJieT JeHbIU ¢ 0AHKOBCKOIO CYETA.

Cxema oomana nokynaresed Ne4 (MomeHHMYECTBO ¢ HAKJIAHBIMH)

1. IlpecTynHUK BBICTaBJISIET TOBAp MO OYEHb BHITOJHON II€HE Ha O(QUIUAIBHOM
caure.

2. Korma morteHmmanbHbeiii mokymnatens numer emy Ha Kydape, moa mo6sM
IIPEIOrOM IPEAIAracT MEPEUTH B MECCEHIKED.

3. YroBapuBaeT OTIpaBUTh TOBap 1o moute. [Ipu 3TOM MOIIEHHUK CrenraIbHO
CO3JAaeT aXXKUOTaK BOKPYT 0O0bsABIECHUA. OH MOXKET TOBOPUTH, UTO OYKBAJIBHO Ha JTHSAX
yE3aeT U3 ropo/ia, WM 4TO TOBAp FOTOBBI KYIUTh APYTHE MOKYATEIH.

4. TIpopaBen TOBOPUT, YTO MOKHO OIJIATUTh TOBAp YK€ MOCJE TOro, KaK OH €ro
OTIIPABUT, IIPH 3TOM T'OTOB IIPETOCTABUTH JOKA3aTEIbCTBA.

5. Ecniu mokynatenp corjamaercs, B KadecTBE JI0Ka3aTeIbCTBA OTIPABKU
MOILIEHHHK BBICBUIAET CCHUIKY Ha MOJJIEIBbHYIO CTPAHUILY TPEKUHTA TOCBIJIKHA WU CKaH
HOJICNIBHOTO JIOKyMEHTa 00 oruiate. MuHuManbHOE 3HaHHe (HOTOLIONA MO3BOJSET
MPECTYIMHUKY CHIMHUTHPOBATH KBHUTOK JIFO0OW CiykObl noctaBku, Oyas 1o CIOK,
bennouta unu mo0as Apyras KOMIIAHUS.

6. [locre Toro, Kak MOKymaTeiah MOBEPHII, YTO MOCHIIKA OTIPABICHA, MOIICHHUK
MPUCHIJIAET CChUIKY Ha (UIIMHTOBYIO CTpPaHUIly, II€ HYXHO O(OpPMUTH NEPEBOJ]
CYMMBI 3a TOBAp.

7. Kak TOJNBKO TMOJB30BaTEIh BBOAUT JaHHBIE CBOEW KapThl, C €ro cyera
CIUCBIBAIOTCA JIEHBIH, a MOCHUIKA, €CTECTBEHHO, HE TPUXOAUT.

Pexomenanumn:

1. K 1100bIM onepanusiM, Tpou3BOJAMMBIM C UCIIONIb30BaHMEM Baiiieit 6aHKOBCKOM
KapThl, OTHOCUTCSI MAaKCUMaJbHO BHUMATEIbHO U OCTOPOXKHO. TepsTh OIUTEIBHOCTD
HUKOI/1a HEJIb3l.

2. Jlns omuiathl MOKYIOK B MIHTepHETE 3aBeCTH OTEJIbHYI0 KapTy U HE XPaHUTh
Ha HEW MHOIO JCHET.

3. Eciim Bam npuciaam cCbUIKY Ha MOYTOBBIN MUK, B MecceHkep uiu SMS-
COOOIIIEHHEM, TO, HE3aBUCUMO OT TOrO0 KTO MpHCHal, Jaxe eciau 3To Bam napyr,
3HAKOMBIN, TOCYJApCTBEHHBIM OpraH WM OpraHu3alus, ¢ KOTOpol Bbl moCTOSHHO
BeJIeTE NMEPENUCKY, UM a0COJIFOTHO HE3HAKOMBIM YEJIOBEK, IPEXK]IE YEM €€ OTKPhIBATD,



clieyeT OCOOCHHO BHUMATEIBHO IMPOBEPUTH JOMEHHOE uMs. [Ipu BO3HUKHOBEHUH
MaJICHUINero COMHEHHS, YTO CChUIKa BeJeT HE Ha OQUIMAIBHBIA pecypc, ee
HE00X0aMMO TIpoBepuTh. CaenaTth 3TO MOXKHO OTHICKAB B MHTEpPHETE OQHUIIMATBHBIN
CaliT U CBEpUB JOMEH, JIN0O MPOBEPUB MHPOPMAIIHIO O JaTe PErUCTpaIluu 1oMeHa (y
(UIIMHTOBBIX OOBIYHO OT HECKOJBKHUX THEHW JO HECKOJIBKHUX MECSICB) HA WHTCPHET-
pecypce https://hb.by/whois.aspx unu momoOHble emy (Hampumep: https://whois.net,
https://whois.domaintools.com) B mosie «Creation Datey.

[Tpumep uHpOpMAINH O AaT€ PETUCTPALUU OPHUIIMATEHOTO TOMEHA:

Domain Name: kufar.by

Updated Date: 2019-07-30

Creation Date: 2010-09-23

Expiration Date: 2021-10-04

[Tpumep uHGOpPMAIIUK O 1aT€ PETUCTPAIIUU BBISIBIEHHOTO (DUIITMHTOBOTO JJOMEHA!

Domain Name: KUFAR24.SPACE

Updated Date: 2020-06-21T08:16:28.0Z

Creation Date: 2020-06-21T08:14:10.0Z

Registry Expiry Date: 2021-06-21T23:59:59.0Z

4. Ecau pecypc oka3ajics HOAAeJbHBIM JIH00 CaMOMY HE yJIaeTCs ONpPeeInTh,
TO HEOOXOJAMMO CJeNaTh CKPUHIIOT (PUIIMHTOBON CTpaHUIlbl (UTOOBI B aJIpECHOM
CTpOKEe OBUI BHJICH ajpec), W OTHPABUTh B CIYXKOYy MOMACPKKA OPHUTHHAIHLHOTO
pecypca, a Takke Ha mouTy support@cert.by, ¢ onucanuem mojapoOHOCTEH CUTYaITUU
(HampuMep, KaKuM IyTeM IOJydeHa CChUIKa Ha (DUITUHTOBBIA PECypC, BBOIWIH JIU
Kakue-mu0o JaHHBbIe W T.J.), MOCJIE Yero OTKa3aThCA OT MPOBEICHUS KaKux JHOO
omnepanui.

5. Eciiu cTayu skepTBOii MOIIIEHHUKOB:

« Eciiu BBenmn maHHBIC OAHKOBCKOW KapThl, TO HEOOXOIMMO B CPOYHOM TOPSIJIKE
MIPOU3BECTH €€ OJIOKMPOBKY, ITO3BOHUB B OaHK JM00, B MHTEPHET-OAHKHUHTE JTUO0 TPH
pasa BB HEBEPHBIN MapOJib, C MOCIEAYIOLIEN €€ 3aMEHOM.

« Eciii BBeIM aBTOpU3AIIMOHHBIE JJAHHBIE OT HHTEPHET-0aHKUHTA, TO HEOOXOIUMO
HEMEJJICHHO 3BOHUTH B 0aHK M COOOIIUTH O KOMIIPOMETAIIMU YUYETHBIX JaHHBIX OT
WHTEpHET-OaHKUHTA.

« B ciyyae HeoOXxoaumocTH OOpaTUTHCS B IMPABOOXPAHUTEIBHBIE OpraHbl C
3asIBJICHHEM O MOIIICHHUYECTBE.

6. BrageabiaMm  pecypcoB IpH  BBISBIICHHHM CJIy4acB MOIIECHHUYECTBA C
WCITOJIb30BaHUEM (DUIIMHTOBBIX CTPAHUIl, MHUMHKPHUPYIOIIUX IIOJ OPUTHHAIBHBIN
pecypc, Wi BO3SHUKHOBEHHUH TMTOJ03PESHHUIA O TAKOM HCITOJIb30BAHUH:

« Cpa3y JenaTh CKPUHIIOTHI (DUIIMHTOBBIX CTpaHUI] (00sS3aTeNbHO YTOOBI B
aJpeCHOM CTpOKe ObLI BUJICH aJIpec) U MEPENUCOK C MOIIICHHUKAMMU.

= OOpamaThscs B MPaBOOXPAHUTEIIBHBIC OPTaHbI.

= JIOTIOTHUTENIBHO OTIPABIATh CKPUHIIOTHI C OMUCAHWEM MOAPOOHOCTEH Ha
nouTy support@cert.by.
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